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Abstract. Firewalls typically filter network traffic at several different
layers. At application layer, filtering is based on various security relevant
information encapsulated into protocol messages. The major obstacle
for efficient verification of authenticity of messages at application layer
is the difficulty of verifying digital signatures without disclosure of con-
tent protected by encryption. This is due to a traditional paradigm of
generating a digital signature of a message and then encrypting the sig-
nature together with the message to preserve confidentiality, integrity,
non-repudiation and authenticity. To overcome this limitation, a scheme
shall be proposed for enabling signature verification without disclosing
the content of messages. To provide maximum efficiency, the scheme is
based on digital signcryption.
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1 Introduction

Firewalls are one of the most useful and versatile tools available for securing a
LAN and other applications such as constructing secure private virtual networks
[21]. They are typically operated as a filtering gateway [2, 6] at the LAN-WAN
interface, usually a router. Firewalls operating at data link level perform a prim-
itive level of filtering based on frame level addressing. The network level fire-
walls work at a step higher and filter packets based on a set of rules including
packet addresses, port addresses and possibly packet header authentication as
supported by new IPv6 extensions. The most comprehensive filtering is done at
the application layer with end-user level authentication of messages.

For secure communication using public key cryptography, the standard prac-
tice is for a sender to sign a message (or its hash) using her secret key and then
encrypt the message and the signature using receivers public key. The signature
is used to provide sender authenticity, message integrity and message origin non-
repudiation while encryption provide message confidentiality. Other redundant
information such as time-stamps or sequence numbers in messages can be used
against replay and existential forgery attacks. When this cipher text message
reaches its intended recipient, he first decrypts the cryptogram using his secret
key. Then the signature is verified using senders public key.
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Fig. 1. Application-level firewall used for inward message authentication in a LAN

1.1 The Problem

In a LAN secured with a firewall, this standard use of public key cryptographic
techniques for secure communication causes serious difficulties in filtering. As
both the signed message and the signature is encrypted, the filtering process
at the firewall cannot authenticate the message independent of the end-point
receiver. The firewall cannot access the signature as the cryptogram cannot be
decrypted without receivers secret key. This scenario is illustrated in figure 1 for
communication between external user Alice and LAN user Bob.

Another problem from the users view point is that they may want to maintain
the confidentiality of their communication while allowing the firewall to verify the
message origin for filtering. Most widely used digital signature schemes require
access to the signed text for signature verification (schemes with appendix such
as DSA [17], ElGamal [11, 12] or Schnorr [27, 28]) or recover the message as
part of the verification step (such as RSA [26], Rabin [25] or Nyberg-Rueppel
[18, 19]).

1.2 Research Contribution

This problem of authentication of secure messages by a firewall is common to
all widely used public key cryptosystems that use standard sign-then-encrypt
mode of operation. We suggest that following properties should be satisfied by
any practical scheme which aim to solve the problem:

Property 1. Preserve the semantics of signature-then-verification.

Property 2. Signature verified without access to the plain text.

Property 3. Should not increase the original computational and transmission
costs incurred by end-user signer or verifier.

Property 4. Cost of signature verification by the firewall, measured in terms
of computational and transmission effort, should not be greater than that
for the end-user verifier.

In section 3 we present a complete solution to this problem which is more
efficient than standard sign-then-encrypt schemes.



1.3 Structure of the Paper

There are seemingly straightforward ways to achieve authenticity without disclo-
sure of messages in a public key cryptographic setting. These alternative mech-
anisms shall be summarized in section 2 and reasons pointed out why they are
not capable of adequate security and objectives of this research. The proposed
mechanism shall be established in section 3 and informal arguments shall be
provided for security and performance of the proposal. The informal discussion
shall be enhanced and a formal proof of security of the proposed scheme shall be
given in section 4. Section 5 shall conclude with remarks highlighting important
issues related to the proof mechanism used in this paper.

2 Related Work

We will first discuss two straightforward solutions to the problem outlined above
and resulting security implications for those schemes.

Reordering If the cryptographic operations are reordered so that encryption

is followed by signing, anyone can verify the signature while not compro-
mising the confidentiality of the encrypted message. However, reordering is
not a desirable option as an adversary could replace an original signature
with his own in particular situations to obtain some advantage even without
knowledge of the actual message content.
Chen and Hughes in [9] discuss the security protocol failures due to reorder-
ing when RSA encryption is used. Their work is an extension of the general
attack presented by Anderson and Needham in [1] for protocols that sign
after encryption. Apart from the apparent insecurity, this mode of operation
does not satisfy the first and second properties listed earlier.

Signcryption with public key only signature verification The original sign-
cryption primitive proposed in [30] by Zheng combines the sign-then-encrypt
two-step process to create a secure authenticated message into a single logical
step with significant savings in both computational and transmission costs.
A disadvantage for some applications such as firewall authentication is that
only the intended recipient can verify the message. A modified signcryption
scheme was proposed in [3] by Bao and Deng to overcome this limitation at
the cost of increased computational cost while still preserving the transmis-
sion cost savings achieved by the original scheme. Two disadvantages of this
modified signcryption scheme are:

1. The signature verification only mode of operation can be used only after
the original recipient has recovered the plain text message.
2. The plain text message must be forwarded to a third party for signature
verification and the message confidentiality is lost.
Therefore, this scheme is unusable by a firewall as a message must be recov-
ered by the end-user prior to firewall verification which violate the second
property listed earlier. Hao Zheng and Robert Blakley [29] have also pro-
posed a similar scheme called Authenticryption based on ElGamal signature



scheme and its variants. This scheme is also unusable for implementing fire-
wall message authentication as it does not satisfy the last three properties
we have stated.

3 Signcryption for Third-Party Verification

In this section, we show that with a small change to the original signcryption
scheme it is possible to modify the Bao-Deng scheme to carry out signature
verification without accessing the plain text. The advantages of this new mode
of operation for signcryption are:

1. The cipher text only signature verification that preserves confidentiality of
the original message without altering sign-then-encrypt paradigm (first and
second properties).

2. The computational cost is higher than in original scheme of Zheng [30] but
lower than Bao-Deng modified scheme and thus standard sign-then-encrypt
schemes (third and fourth properties).

3. The transmission cost saving of the original signcryption scheme is preserved
(third property).

The main parameters used in the signcryption scheme are p : a large prime
number, ¢ : a large prime factor of p—1, g : an integer in [1,...,p— 1] with order
q mod p, hash : a cryptographically strong one-way hash function of the form
{0,1}* — {0,1}! where [ is a security parameter, (E, D) : the encryption and
decryption algorithms of a private key cipher such as DES, x, : Secret key of
Alice, a randomly chosen integer, y, : Public key of Alice (y, = g** mod p), xp
: Secret key of Bob, a randomly chosen integer, y;, : Public key of Bob (y, = ¢g**
mod p) and m : a message.

3.1 Scheme for Single Prover - Single Verifier

Signcryption Choose an integer x randomly from [1,...,q — 1] and compute
k = hash(yf mod p) and y = g® mod p. The signcrypted cryptogram (c, r, s)
is computed by Alice as

¢ = Ei(m)
r = hash(y, c)
s = Hi”xa mod gq

Remark 1. We compute r by taking the hash value of ¢ instead of m as in
the original scheme. This change results in a corresponding change for the
unsigneryption step. Also, we do not hash the value of y as in Bao-Deng
scheme as that hashing operation is redundant. Note that we have delib-
erately put y before c. Here, y can be pre-computed, and hence hash(y, c)
can be partially pre-hashed, as every hash works in a block-by-block fashion.
Otherwise if ¢ is in front of y, then nothing can be pre-hashed until we get
c.



Unsigncryption For full unsigncryption with message recovery, Bob will com-
pute from (c,r,s)

Y = (Yag")" mod p
k = hash(y** mod p)
m = Dg/(c)

Accept signature if and only if hash(y, c) Zy
Signature Verification For partial unsigncryption with signature verification
only, any verifier will compute from (¢, , s)
Yy = (yag")* mod p (
Accept signature if and only if hash(y, c) Ly
This signature verification does not require access to the plain text message.

Use of signcryption paradigm has already satisfied our first property and the
verification without message recovery shown above satisfies second property. In
next section we give relative estimations of computational and transmission costs
to show that third and fourth properties are also satisfied.

3.2 Discussion on Security and Performance

A question that arises due to our modification of the original signcryption scheme
is whether the use of cipher text ¢ (a public value) for computing r instead of m (a
private value) weakens the resulting scheme. The value r, when viewed as corre-
sponding to the commitment value in a three-move zero-knowledge identification
scheme, only need to be a random value. For a signature scheme, this random
value must also be bound to the message m. As we have used a hash function
to compute r from y and ¢, both these conditions are satisfied. Therefore, in an
informal analysis, the modification does not seem to reduce the security of the
original signcryption scheme. However, given the major weaknesses that arise
due to even minor changes to cryptographic protocols (see [1, 9]), it is essential
to perform a formal security analysis of the proposed scheme.

Furthermore, we cannot directly use the security arguments given in the
original signcryption scheme [30] as the modified schemes (both [3] and [29])
are fundamentally different due to the two step computation of the commitment
value using a secret random integer. In Zheng’s scheme [30], the security of the
single computed value y; mod p is guaranteed by its equivalence to the com-
putational Diffie-Hellman problem [10]. In Bao-Deng scheme, the computation
of two values, y7 mod p and ¢g* mod p using the same secret random integer x
does not provide such a straightforward security argument. In section 4 we give
a formal proof of security based on the random oracle model [4] and show the
pseudo-independence of the two computed values as an adequate guarantee of
security for the signature scheme.

In digital signature generation and verification, the computational effort is
dominated by the exponentiation modulo p. Other computational costs due to
modular multiplication, addition, inversion and also hashing and symmetric key
encryption constitute only a small fraction of the overall cost. Therefore, when



Table 1. Comparison of number of exponentiations modulo p

lOperation [Signcryption [Modiﬁed Signcryption[DSA sign + ElGamal encrypt

Signcrypt |1 EXP 2 EXP 1+ 2 EXP
Unsignerypt|2 EXP (1.17)|3 EXP (2.17) 1+2EXP (1+41.17)
Verify only |n/a 2 EXP (1.17) n/a

we try to improve the performance of digital signature schemes, the main aim is
to reduce the number of modular exponentiations in the scheme. In table 1 we
show that Bao-Deng scheme modified by us can verify a signature at the cost of
4 modular exponentiations as against 5 for the original Bao-Deng method. The
values within parenthesis show the instances where 2 modular exponentiations
can be done for the cost of 1.17 modular exponentiations using the algorithm for
simultaneous multiple exponentiations [16, page 618]. In table 2 we show that
the modified signcryption scheme in signature verification only mode can achieve
nearly a 40% saving in computational cost over a standard DSA-ElGamal style
scheme for secure and authenticated message transmission.

Table 2. Computational cost savings for modified signcryption over DSA-ElGamal

lOperating mode of the modified scheme‘Cost saving ‘

Signcryption with message recovery 5/6 (4.17/5.17) 17% (19%)
Signcryption with verification only 4/6 (3.17/5.17) 33% (39%)

4 Formal Proof of Security for Verification only Mode

The security of a cryptographic protocol such as an encryption scheme or a signa-
ture scheme can be informally established through its resistance to cryptanalytic
attacks. However, a more desirable guarantee of security is a formal proof that
provides arguments for the strength of a particular scheme in a given computa-
tional model. Currently, there are two main techniques to achieve this goal of
provable security: (1) complezity theoretic arguments that provide computational
reductions to well-known presumably hard problems such as the discrete loga-
rithm problem, the RSA problem, Diffie-Hellman problem, etc. (2) random oracle
technique described by Bellare and Rogaway [4] which provide a new paradigm
for security analysis through replacement of hash functions in protocols by an
ideally random oracle.

To analyze the security of the verification only signcryption mode, we apply
the security arguments developed by Pointcheval and Stern for digital signature



schemes [23, 22, 24] using random oracle technique of Bellare and Rogaway.
The main result of Pointcheval and Stern is the Forking Lemma which gives a
probability of finding a forking pair of signatures in the random oracle model
giving an asymptotic reduction to a hard problem.

4.1 Security of a Digital Signature Scheme

There are two main classes of attacks on digital signature schemes and we will
briefly describe the attacks and their consequences based on the definitions by
Goldwasser, Micali and Rivest [15]:

1. Key only or no message attacks in which an attacker A has access only to
public parameters and public keys.

2. Message attacks in which A has access to pairs of message texts and cor-
responding signatures. These known message attacks can be further catego-
rized to four modes depending on the power A has on selecting messages
signed by the legitimate signer 3.

(a) Known-messages in which A does not choose messages signed by X.

(b) Generic chosen-messages in which A choose a set of messages to be
signed before knowing the actual X' targeted for attack.

(¢) Directed chosen-messages in which A choose a set of messages to be
signed after selecting a specific X' but before the actual attack.

(d) Adaptive chosen-messages in which A choose messages for signing dy-
namically after inspecting signatures he obtained for previous messages.

The no message attack is the weakest type of attack on a digital signature
scheme while the adaptive chosen-message attack is the strongest. The outcome
of attacks on signature schemes are forgeries. There are four main types of forg-
eries:

—_

Total break in which A recovers the secret key of X under attack.
. Universal forgery in which A does not obtain the secret key of X but gains
the ability to generate valid signatures for any message.
3. Selective forgery in which A does not obtain the secret key of X but gains
the ability to generate valid signatures for any set of preselected messages.

4. Existential forgery in which A is able to create at least one new message
and signature pair without knowing the secret key. However, the messages
are only arbitrary bit strings and A does not have any power over their
composition.

[\

The total break is the hardest type of forgery to make while existential forgery
is the easiest type of subversion of a digital signature scheme.

Therefore, a proverbly secure digital signature schemes is defined as one that
could withstand an adaptive chosen-message attack (strongest) to create an ex-
istential forgery (easiest). Here the attacker is assumed to run in probabilistic
polynomial time and the success of a forgery to have a non-negligible proba-
bility. The attacker A, oracle O and signer X' are all modeled as probabilistic



polynomial time Turing machines in the security analysis to follow. The chosen
message attack is modeled by allowing A to query X as an oracle. We summarize
the discussion on digital signature security in the random oracle model with the
following two definitions.

Definition 1. A signature scheme is (T, Q,€)-secure if an attacker A who is
limited to Q queries from the random oracle O over a period of time T can
create an existentially forged signature with probability at most € after a no-
message attack. The probability is taken over the coin flips of A and O.

Definition 2. A signature scheme is (T, Q, R, €)-secure if an attacker A who is
limited to Q queries from the random oracle O and R queries from the signing
oracle X over a period of time T can create an existentially forged signature with
probability at most € after a chosen-message attack. The probability is taken over
the coin flips of A, O and X.

4.2 Signature Schemes from ZK Identification Schemes

Fiat and Shamir in [14] have described a three-move identification protocol be-
tween a prover and a verifier that is perfect zero-knowledge against an honest-
verifier. They have also used a general technique to derive a provably secure
signature scheme from the ZK identification protocol and an improved version
of this signature scheme was presented by Feige, Fiat and Shamir in [13] which
we recall below.

The setup phase of the signature scheme chooses two distinct primes p and
q randomly and compute the composite integer n = pg. The two primes p and ¢
are kept secret while n is the public modulus. For a security parameter k which
is a positive integer, distinct integers s1,...,sx € Z, are chosen randomly. A
public key K, which is a tuple (v1,...,vx) is computed as v; = S;2 mod n,
1 < j < k and the corresponding private key K is the tuple (sy,...,sg). The
scheme uses a one-way hash function hash : {0,1}* — {0, 1}*¥ where the security
parameter k is chosen to prevent off-line attacks on the hash function.

1. Prover chooses a random value (commitment) r, 1 <7 <n—1, and compute
the value (witness) u = r2 mod n.

2. Prover computes the random value (challenge) e = (eq,...,ex) where each

e; € {0,1} as e = hash(m||u) for a message m € {0, 1}*.

Prover computes the value (response) s =r - H?Zl sjj mod n.

Prover sends the signature (e, s) and message m to verifier.

5. Verifier computes the value w = s? - H?Zl 1};] mod n and ¢ = hash(m/||w).
The signature is accepted if and only if ¢/ = e. This step is the signature
verification test.

= o

Remark 2. We make following observation on the necessary attributes of signa-
ture schemes that belong to the class derived from ZK identification protocols.
The transmitted signed message consists of the tuple (challenge, response, mes-
sage), where:



1. The witness value is a random permutation from a very large set.
2. The challenge is simply a one-way hash of the message being signed and the
witness value.

3. The response is bound only to witness, challenge, message and private key
K.

4.3 Properties of Modified Signcryption Scheme

Drawing from the above observations, we now show that the signature verifica-
tion only mode has the necessary attributes that make the modified scheme to
be within the class of signatures derived from ZK identification schemes.

1. The commitment value is the random integer x and the witness value is y.
If the length of the output of hash function is sufficiently large, then y is a
random permutation from a large set of size [log, p| for a given z.

2. The challenge r is a one-way hash of the cipher text ¢ and the witness y.
As our intention is to authenticate the cipher message at the input to the
firewall, use of c¢ instead of the plain text m does not affect the security of
the scheme.

3. The response is computed from commitment = (therefore, equivalently the
witness), challenge r (therefore, including the cipher message ¢) and private
key of signer z,.

4.4 Security Results

Arguments for a (T, Q, €)-secure Scheme. We assume a no message attack
by A with access to O and public key of X' with security parameter [. If A is
successful in an existential forgery within a time bound 7" and random oracle
query bound @Q with probability of success e > 7Q/2', then the Forking Lemma
of Pointcheval and Stern [24, Theorem 10] states that DLP in sub groups of
prime order can be solved in expected time less than 84480QT /e.

The proof of above claim can be directly shown by using the same approach in
[24] for the Schnorr signature scheme: After a polynomial replay of A, we obtain
two valid signatures, (c,r,s) from signing oracle o and (¢,r’,s’) from random
oracle O with r # 7/, for the same cipher message using modified signcryption
scheme. Then we have the following two equalities as part of the signature ver-
ification test: y = (yqg”)* mod p and y = (yag” )* mod p. By solving the two
equations we can compute the secret key z, of X' as log, y, = % mod gq.
That is, if a signature can be successfully forged for any message then the DLP
can be efficiently solved to reveal the secret values. It is important to note that
the reduction is to the basic discrete logarithm problem although the security
of the signcryption scheme is based on computational Diffie-Hellman problem
which is argued to be less secure [7].



Arguments for a (T, Q, R, €)-secure Scheme. We assume an adaptive chosen-
message attack by A with access to O and public key of X with security parame-
ter [. Furthermore A can query X' as an oracle. If A is successful in an existential
forgery within a time bound 7', random oracle query bound @ and signing oracle
query bound R with probability of success ¢ > 10(R + 1)(R + Q)/2!, then the
Forking Lemma of Pointcheval and Stern [24, Theorem 13] states that DLP in
sub groups of prime order can be solved in expected time less than 120686Q7 /e.

Similar to the proof in the original paper we only need to show that two
signatures can be forked without using the secret value of Y. This is done by
showing the signatures o due to X and signatures ¢’ due to @ have the same
probability distribution.

. T ER L [qQL
z € (Z[q2) reRZ//;IZ
k = hash(yf mod p) s _Rx
o={(ce,r,8)|Y "9 mod p and o' = { (¢,,5) | c € {0,1}*
¢ = Ex(m) t = (y,g")% mod p
r = hash(y, c) y = hash(t)
s=ua/(r+ z,) mod ¢ t#1 mod p

The probabilities of obtaining a signature ¢ with r computed by X and ¢’
with 7 obtained from O such that y = hash((y.g")* mod p) # 1 mod p are

1
(g—1)2!

Finally, if X' chooses the integer x uniformly and randomly, then the two
values t = y7 mod p and y = ¢” mod p are (pseudo) independent as both g
and y, = ¢** mod p are generators in Z; of order ¢ where ¢ is a prime. This
ensures that the signature verification and partial recovery of bits at the firewall
does not leak information that can be used in an attack on breaking message
confidentiality or signature forgery.

Prie,r,s]= Pr [c,r,s] =

L =L and E/r [e,r, 8] = 5’7{ [e,r, 8] =

5 Conclusions

The security proof given in section 4 provide only an asymptotic security analysis
(compared to the notion of exact security [5]). However, it is possible to give
the exact security of the proposed scheme using the concrete security analysis
methodology of Ohta and Okamoto [20] based on the ID reduction technique.
As a concluding remark, we observe that Canetti, Goldreich and Halevi [8]
have given counter-examples for protocols proverbly secure in the random oracle
model but found to be insecure in practical implantation using cryptographic
hash functions. More importantly, the specific counter-example they have pro-
vided, correlation intractability, is at the core of the three-move ZK identification
scheme to signature scheme conversion technique of Fiat-Shamir that we have



used for constructing our proof. However, as yet we have not found any security
weaknesses in the proposed scheme for authentication of encrypted messages by
a network firewall due to the findings in [8].
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