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Abstract

Currently there is limited security provided in carrying out business using Electronic
Data Interchange (EDI). The aim of this paper is to enhance the security of Direct Store
Delivery System which is a special form of EDI. The whole communication process is
carried out using a trusted third party service provider with a view to maximize the
performance of the system. The model describes authenticity using X.500 recommenda-
tions, confidentiality and integrity using public key cryptography and provides a low cost
solution to the existing system. The transactions are carried out in the UN/EDIFACT
format using the X.435 standards.

1 Introduction

The primary purpose of EDI is to provide communication standards that promote the
interchange of common business information to facilitate the electronic linkages without
human intervention. In recent years, both public and private sectors use EDI for trading
purposes. The increasing use of EDI in financial transactions has made it necessary to
consider network security in greater detail and enhance the security in these systems. The
following issues need to be raised in view of security of the existing EDI systems [13].

e There is limited security in most of the present day EDI systems. They rely on
password to access the system thus making it vulnerable to password guessing attacks.

e As more and more business information is transmitted between computer systems,
we need to protect these transactions from unauthorized viewing and/or alteration.
Unauthorized viewing can provide competitive information which we may not want
to disclose. With the introduction of third parties and increased risk of unauthorized
access to confidential information, we need to restructure the existing security features.

e Generally, EDI systems work on a point to point basis or have limited number of
trading partners. The security and control features incorporated in the system is
as strong as the weakest link in the EDI chain. A cross-vulnerability resulting from
technical limitation can compromise the integrity of the dependent EDI systems.

¢ Different security standards may create problems when trading partners are adhering
to different standards.

e The security features needs to be upgraded as the complexity grows.
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Figure 1: Direct Store Delivery System

is paper describes security enhancement of Direct Store Delivery System which uses a
Trusted Third Party Service Provider or Value Added Network (VAN) over a network as
shown in the figure 1 with a view to maximize the performance of the system. It provides a
low cost security solution to the existing EDI applications. We use X.500 standards based
on the Directory Services for resolving the address issues and mutual authentication based
on the principal global identity [15]. The whole transaction in the model is carried out using
the UN/EDIFACT format of transactions.

Section 2 provides the background on the concepts used in the model, section 3 describes
the Direct Store Delivery System model and the security features provided and section 4
summarizes the paper with the gains in implementing the model and scope for further work.

2 Concepts and Mechanisms

The primary goal of any system is to carry out transactions in an open and secure fashion
either on a point to point basis or on a public data network. However, in networked and
distributed environments, what particular users are allowed to do depend upon the security
policies in effect. Within a single domain where all processing nodes and network links are
under the control of the same administration, security is not such a critical issue. However,
when the transaction takes place between two separate domains and make use of public data
networks, security issues must be considered in great detail. A trusted third party network
provider provides some security functions like trusted key issuers, key-management facilities,
user registration, notary services and security gateways.

2.1 Security Issues

Following are some of the network security issues which need to be considered for secure
communication.

e Authentication



Authentication is a process used to:

— verify the identity of the sender of a message to the receiver to detect spoofing
or impersonation.

— verify the integrity of the message by detecting changes (modifications) in a
message introduced between the sending and receiving process.

— protect a unique message identifier used to detect attempts at insertion, deletion
or replay of messages.

Most of the above threats can be countered by using strong authentication. In this,
neither the entity which is authenticated nor any eavesdropper on the conversation
can furnish the ability to impersonate the authenticating principal. There are some
interception attacks which cannot be countered by strong authentication only. Hence,
additional data encryption is needed to secure the channel. The well known cryp-
tosystems are RSA [1] using public key techniques and DES, LOKI using symmetric
key techniques. RSA is widely preferred algorithm for digital signatures as well as for
authentication with secrecy.

Key Distribution and Management

Secure methods of key management are extremely important. In practice, most at-
tacks on the public key systems are probably aimed at the key management levels,
rather than at the cryptographic algorithm itself. Users must obtain a key pair se-
curely and efficiently suited to their security needs. In compliance with the CCITT
X.500 standards the directories contain certificates as well as the public keys. Certifi-
cates are unforgeable. Hence it is difficult to impersonate another user.

Non-Repudiation of Origin and Receipt

Non-repudiation of origin protects the recipient from the sender’s denial of having ever
sent the message, while non-repudiation of receipt protects the sender of the message
from the receiver’s denial of having received the message. Protection can be achieved
by the sender including the digital signature with the message and the receiver sending
the acknowledgment which contains the digital signature. In the protocol, the identity
of the user is binded with the public key by digital signature by issuing certificates.
The proof of delivery is done by the appropriate User Agent when it receives the
message.

Security Elements in EDI Messaging Structure

The word envelope is used to represent different headers and trailers structured to
form the EDI message as shown in figure 2. The UN/EDIFACT standard provides
the following features:

— the employment of established security mechanisms

— security services to be implemented by trading partners themselves, end to end
and transparent to the underlying communication protocols, which may them-
selves provide security services

— independence of and transparent to the communication medium used

— an open standard which supports all existing security mechanisms
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Figure 2: UN/EDIFACT message format



— not involving changes to individual messages. A global approach is adopted
which can be applied to any message irrespective of the business application.

All security functions except the non-repudiation of receipt are provided by the inclu-
sion of generic security header and trailer segments after the message header (UNH)
and before the message trailer(UNT). If required a financial transactions can use more
than one security envelopes.

e Responsibility

Another important feature that is incorporated is the responsibility for messages at
each stage of the message path through the Message Handling System environment
[16]. Since a Trusted Third Party is used, the transfer of responsibility is to be clearly
identified and assured of further protection not only to the end users but also to
the service provider. In the X.435 standard, the Responsibility Forwarded field is
used to indicate whether Responsibility was forwarded or not. When responsibility is
accepted, the security elements are checked.

e User Authorization and Access Control

Authorization is an identity based access control for authorizing a particular user to
carry out transactions. A simple way of doing this is to send the distinguished name
and the password and the Directory confirms whether the credentials are valid. The
user is then notified accordingly. The proper functioning of the logical access control
assists in preventing and detecting (by reporting security violations and attempts to
access) unauthorized access to data.

2.2 The Directory

The Directory Services is required to support the security services within the message
handling system and provide a name server. Typically, the MHS may access the Directory
to determine the credentials of a user for the authentication process, identify the intended
receiver and to resolve the address issues. The two basic entities of the Directory Service
are the Directory User Agent and the Directory Service Agent.

Each user’s public key is stored in the Directory and a user wishing to have a secure ex-
change of messages with another user obtain the other user’s public key using the Directory
Services. He then uses this key within the required security service. The directory should
be secured against tampering. Users are allowed to view and query the database and only
the Certification Authority is allowed to modify an entry in the directory.

The security services can be provided by different layers and different protocols depend-
ing on the application requirements. The approach is based on the following functions:

e identification of the vulnerabilities of the system
e definition of security services

e placement of the security services in the particular protocol.

3 The System Model

The Direct Store Delivery System [10] is a chain of stores where ordering and deliveries are
carried out centrally and the chain handles the distribution to the individual stores. It uses
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Figure 3: Functional Model of Direct Store Delivery System

EDI to place bulk order on the suppliers telling him how much to deliver and when. Thus
the retailers continue to get the benefit of centralized ordering and like Just-In-Time stock
management reduces inventory and saves on warehouses and material handling costs. The
merchandise can be ordered faster and given item is never out of stock. At the same time
there is increased vulnerability to illegal access with the use of public data network and
trusted third party.

The system consists of User Agent and Message Store in the messaging environment
modeled as a functional object as shown in figure 3. The whole transaction process can be
divided into independent processes:

e Service Initiation — Initiation process starts with the retailer logging into the network
through the access units User Agents.

e Verification of Public key of the trading partner — The user can verify the public key
of the trading partner from the database query and get the appropriate certificate
from the directory database.



e Generation of the Session key for transactions — Omnce the authentication of the
trading partners has taken place then they can generate a session key to encrypt the
subsequent traffic on the association.

e Trading : After completing all the above processes, the user can carry out transactions.
The transaction generated is dumped into the mail box of the supplier who processes
it and sends an appropriate response to the request. The auditing of the whole process
is done by the third party and the user keeps a copy of the log of the transactions.

The security requirements are related to the user’s perceived threats and his assessment of
the cost of the security breach. Keeping this in view, the following generic security services
are added to the direct store delivery system.

3.1 Basic Security Services

The message consists of two parts, namely an Envelope and a Content. The Envelope
contains the necessary information for routing and delivering purposes and the Content
contains the actual information which is to be transferred.

3.1.1 User Authorization

For using the services the user has first to identify his credentials to the server. Once the
credentials are established, the user can use the services to either query the database or
carry out other transactions. The user, after entering the name, is prompted for a password
which consists of the user’s name, a one-way hash of the password, a timestamp and a
nonce which is returned to the user to be used. To prevent the hash of the password and
the nonce from being intercepted over the network, they are encrypted using the public key
of the CA. If the one way hash of the password from the database matches with that of the
user, the CA returns the nonce encrypted with the public key of the originator.

3.1.2 Key Management

The RSA public key system is used to exchange the DES keys. The public key of the
receiving User Agent is used to encrypt the DES key employed in the message encryption.
The sending User Agent transfers this encrypted DES key to the receiving UA. The X.509
Directory Authentication framework is used for the authentication of the public keys of the
users.

3.1.3 Authentication Protocol

As discussed earlier, the provision of the three services : Message Origin Authentication,
Content Integrity and Non-Repudiation of Origin are grouped together.

The message-origin-authentication service is provided by the existence of message token
which contains a signature which uniquely identifies the origin of the message. However,
this does not guarantee that there has been no modification of the message. To achieve
this, the content integrity check is included in the signed data part of the token.

The receiver obtains the trusted copy of the public key from the CA of the sender. If
the CAs of the sender and the receiver are different, the receiver uses the certification path
that has been supplied as part of the originator’s certificate, to determine the copy of the
receiver CA’s public key. Using this, the receiver validates the signature on the originator



certificate.

The Protocol

The protocol is slight modification of the existing X.509 Directory mutual authentication
protocol [6].

step 1

The exchange between the two parties A and B with A sending message to the Authenti-
cation Server AS ( in this application the Third Party) to find the public key of B [2]. This
is done by looking up into the database of the Directory.

A— AS:AB

Step 2.

AS — A: Dl.D2

where D1 = D(qus, A.kg.tl.tg)

Dy = D( 5oy BED 1) 1), ,

t1,t, are timestamps, ts,?, are the lifetime of the corresponding keys and . indicates con-
catenation. In order to sign data, the user applies a one-way hash function to the data
followed by his digital signature (private transformation) D. The timestamps are needed to
guard against the replay attack [3]. An intruder is not able to replace the messages in the
previous steps since he does not have the secret key of the AS.

Step 3.

A = B: Dy.Rs.B.datal . E(k}, data?).D (K,

h(Ra.B.datal.E(K}, data?)))

where R, is nonce chosen by A, h is strong one way hash function, datal is the plaintext
data which they sign to preserve the integrity and data? is the secret data to be exchanged
between the two principals A and B.

step 4.

B — A: Rp.A.Ry.data} . E(K?, data?).

D(ki.h(Rp.A.Ra.data}.E(kE, data?)))

where Rp is nonce generated by B, data; is the plaintext data and data,% is the secret data
to be exchanged.

step 5.

A— B: RB.D(k‘z.h(RB,B))

Thus at the end of the protocol, both the users are convinced that they are communicating
with the right person. The above authentication process safeguards the integrity as well as
confidentiality of the message. The users can then generate a session key which is used to
encrypt the subsequent traffic on the association.

3.1.4 Non-Repudiation of Delivery

The sender of the message requests this service from the receiver by including a proof-of-
delivery-request flag as a part of the signed-data in the message token to the receiver. The
proof-of-delivery is computed as a signature on the unencrypted message-content and the
various other parameters. The receiver then returns the proof-of-delivery together with his
certificate to the sender of the message.



3.1.5 Access Control Mechanisms

In this paper we will consider the access control between a User Agent and its corresponding
Message Store. This is achieved by using another type of token called a bind-token which
is exchanged between the UA and the MS at the time of connection initiation. The token
includes information as signed data and time which is checked by the MS to determine if
it is valid. The token signature is computed using the UA’s secret RSA key. The MS then
returns the token to the UA which makes further checks and if all these checks are satisfied,
then the connection can be established. The token from the MS to the UA is signed which
implies the MS to have its own RSA pair [9, 17].

3.1.6 Message Loss

Vulnerability to the message loss is considered critical to the EDI application. The types
of message loss can be distinguished as :

e failure of the UA or MS
e loss of individual message due to security violations.

So the transfer of messages between responsibility domains requires protection for service
providers in addition to that of end users.

4 Summary

This paper specifies a model for a secure direct store delivery system. It is straightforward
model which provides a high degree of security in a cost effective manner and has many
desirable features. Particularly, if the third party provides the directory services, then elec-
tronic transactions can be carried out with reasonable degree of security over the network.
It relieves the user from burden of maintenance, upgradation of the system and expansion to
other networks. Furthermore, once the user authentication is complete, all security features
of the direct store delivery system will be transparent to the user.

The system makes no assumptions about the reliability of the underlying network. The
data is transmitted in an encrypted form to ensure that even a third party cannot extract
any information enroute. For this appropriate end-to-end encryption must be provided to
counter traffic analysis.
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