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Abstract. Functional security requirements of information systems can
roughly be classified into two: computer security requirements and com-
munications security requirements. Challenges for developing notations
for expressing these requirements are numerous, most importantly the
difficulty of dealing with layers of abstraction, flexibility to adapt into
many types of requirements, groupings of requirements, and requirement
dependencies. Many frameworks for dealing with information security
highlight the importance of a properly defined organization of security
but fail to establish models to support the specification. This paper es-
tablishes one such model and demonstrates how the above difficulties can
be overcome through extensive application of organizational modeling of
information security.

1 Introduction

1.1 Background and Motivation

Typical information security requirements in a single level, general purpose,
stand-alone computer system are expressed in terms of access control. Assuming
a user is properly authenticated, which access does a user or programs executing
on behalf of a user have on different resources. The access matrix by Lampson
[15] provides a framework for specifying and enforcing access control require-
ments in such environments. Most commercial operating systems implement a
variant of this. Security requirements in multilevel secure (MLS) environments
are more complicated. Access control has to be expressed as mandatory (MAC)
and discretionary (need to know) access control(DAC) requirements. Bell and
LaPadula [6] established a theory for determining access to protect confidential-
ity in MLS systems based on the military hierarchy of information classification.
Other security requirements in MLS systems can be expressed in terms of non-
interference [12], non-deducibility [26], and hook-up property [20].
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In commercial systems, protection of data when communicated over insecure
networks is more relevant. Access controls are typically expressed as work roles,
and individuals are then assignment to different roles depending on the specific
task they use the system for [23]. Other security requirements in distributed
systems govern confidentiality, integrity, authenticity, authorization and non-
repudiation [10], typically achieved through applications of cryptography. Con-
fidentiality of communication is the basic application of encryption of messages.
Integrity and authenticity are achieved by digital signatures, message authenti-
cation codes and other cryptographic integrity checks. Access control is usually
specified at system access level by, for example, firewalls and screening routers,
and standard operating system authorization mechanisms at the object level.
Evidence for resolving disputes in case of non-repudiation is gathered and pro-
tected by cryptographic measures.

These protection requirements are strongly related as illustrated in Fig. 1.
Together they are set to achieve the common security objectives, protection
of confidentiality, integrity and availability of data. Most cryptographic applica-
tions require a number of cryptographic keys and the security is solely dependent
on the key. This is assuming that the algorithms and protocols are adequately
specified and implemented. Therefore, special care must be exercised when deal-
ing with cryptographic keys. Key generation, key exchange and key storage are
common indirect requirements for any cryptosystem.

In addition to the hierarchy of security objectives, security services and se-
curity mechanisms, a number of additional groupings of security requirements
have emerged. The most important one is the one of the Common Criteria for
Information Security Evaluation [8]. Common Criteria (CC) establishes a pro-
cess for evaluating the security of information systems. Security requirements,
called security function specifications, of systems are derived from abstract secu-
rity objectives. These requirements are grouped into security classes. Each class
then consists of a number security families. Security families consist of a number
of components, that are finally the actual specifications of security functions.
Therefore, any mechanism to deal with information security requirements must
support grouping and dependencies of requirements on such a level of abstraction
that provides independency of the underlying grouping scheme.

The derivation of functional security requirements from abstract security
objectives is a crucial task in information security [25]. Adequately defined in-
formation security organization representing different views towards information
security is a fundamental success factor in design, implementation and opera-
tion of information security [3]. As LaPadula [16] states, this is one of the areas
of information security where extensive research is required. Many models for
information security focus on the process of dealing with information security
requirements, not on the organizational dimension.

The model of Anderson, Longley and Kwok [1] focuses on the identification
and evaluation of various threats originating from operational environment and
systems that the assets under protection must face. Organization in which this
work is done is not considered. Most other models for information security de-
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sign also focus on identification and evaluation of vulnerabilities of systems and
specification of countermeasures to these vulnerabilities [24, 28, 22]. The signifi-
cant implication of these methodologies is acknowledgment of risk analysis as the
foundation of information systems security. This has been a common assumption
since early works by Parker [21] and Fisher [9] but has recently attracted consid-
erable amounts of criticism. Because of the limitations of theory of probability
in capturing the complexity of information risks [2], the cost of risk analysis
and high number of subjective modeling decisions required [27], and small scien-
tific value of risk analysis [4], proposals have been made for alternatives for risk
analysis.

Baseline protection manuals and extensive check lists, such as [7] and [14],
have common problems with risk analysis. Baskerville [5] has identified risk anal-
ysis and checklists belonging to most primitive category of tools for designing
security measures for information systems. Therefore, applications of these mech-
anisms are unlikely to significantly advance scientific knowledge in the design of
information security. Rather, models should be develop to logically model in-
formation security in organizations. Backhouse and Dhillon [2] have made an
attempt to model information security as a structure of responsibility and duty
but their model anyhow, remains on a considerably high level of abstraction and
does not provide pragmatic methods for dealing with information security in
organizations.

1.2 Contribution of the Paper

The major contribution of this paper is specification of a model that focuses on
the modeling of the organization in which information security is developed. This
enables simple notations for expressing information security requirements since
hierarchies and dependencies of requirements are handled through organizational
modeling, not through requirement syntax. The proposed mechanism also aids
in the advancement of scientific knowledge on the management of information
security by enabling formal modeling of information security in organizations.
This is especially important since latest trends in the management of information
security suggest returning from risk analysis to extensive check lists.

This paper extends the theoretical foundations established in [18]. Specifica-
tion of a simple notation for expressing information security requirements in [19]
transfers the focus of information security design to the adequate modeling of
organization instead of actual information security requirements. The organiza-
tion is a hierarchy to clearly illustrate different levels of abstraction required in
comprehensive information security, and is therefore on align with many generic
principles for the organization of information security. In addition to the spec-
ification of a mechanism for establishing an information security development
organization and a syntax for expressing information security requirements, the
framework under discussion consists of harmonization functions and merging of
requirements. Harmonization functions are a construct to express organizational
knowledge of desired state of security and to formally enforce this knowledge
in requirements. Merging is a function to combine two requirement bases, i.e.



collections of requirements assigned to a specific component in the information
security development organization, in a manner that identifies and solves con-
flicts there may be between the two requirement bases. Harmonization functions
and merging of requirement bases are of little value for understanding the role
of organizational modeling in security development. Therefore, and due to the
lack of space, their existence is assumed and only a brief summary is provided.
Consultation of [17] is recommended for full details.

A software tool has been developed to aid in the applications of the theory
discussed in this paper, and is publicly available! for evaluation. The software
has been applied in the case study in medical informatics application domain,
and some of the findings shall be documented in this paper.

1.3 Note on Terminology

The theory being discussed is called harmonization of information security re-
quirements. This is because an information security development organization
is divided into layers, each representing different level of abstraction of infor-
mation security requirements. Each layer consists of a number of units that are
the actual components representing responsibility of information security in an
organization. These units then process local security requirements and provide
a harmonized set of information security requirements for the units at lower
levels of abstraction to further modify and add details into requirement prim-
itives. The hierarchy is characterized by Child and Parent relations describing
the way information security requirement primitives are passed between layers
of abstraction. Therefore, the structure of information security development or-
ganization may be very different from the way business is organized. Layers and
units in an organization represent responsibilities regarding information security,
not general business responsibilities in an organization.

Information security requirement is a highly abstract concept used to repre-
sent specifications of security measures at all the levels of abstraction. By the
harmonization of information security requirements, the abstraction is reduced
step by step to derive concrete security specifications from abstract information
security objectives. Information security objective is an informal expression of
intent to establish security. Information security requirement at highest level of
abstraction is a formally expressed full or partial information security objective.
The initial task of security design is to develop and organizational information
security objective and express that objective in a formal manner. This expression
is the initial set of information security requirements. It is assumed that objec-
tive is correctly expressed. The mechanisms demonstrated in this paper is only
capable of resulting in adequate security if initial requirements and additional
organizational knowledge are correctly expressed. The strength of the proposed
approach is the simplicity of both tasks, believed to reduce the likelihood of
errors, but direct assurance from correctness of expressions can not be provided.

! http://mars.fcit.monash.edu.au/ skylark/harm/



1.4 Structure of the Paper

Section 2 first establishes the approach towards modeling of an information
security development organization. Section 3 then introduces the notation for
expressing information security requirements. Grouping of requirements and re-
quirement dependencies are studied in Sect. 4 and 5. Section 6 summarizes some
findings of a case study. Conclusions are drawn and directions highlighted for
future work in Sect. 7.

2 Modeling of the Information Security Development
Organization

Information security development organization can be modeled as a hierarchy
[18]. The organization consists of a number of layers and each layer consists of
a number of units. Layers represent levels of abstraction towards information
security, and unit represents a single point of responsibility regarding informa-
tion security. At high levels of abstraction, a unit can represent responsibility of
information security in an entire organization and at lower levels of abstraction
responsibility of specific subcomponent of a security enforcement in a computer
system. Theoretically, units can represent also international and national laws,
agreements, treaties and other documents coordinating information security in
organizations, but such levels of abstraction are more a concern of the specifi-
cation of organizational security policy objectives, and therefore outside of the
scope of practical applications of the harmonization of information security.

Each unit and layer consists of a separate requirement base. Requirement
base is a collection of requirements assigned to that layer or unit. Final re-
quirement base of a unit is composed by combining upper layer requirement
primitives and layer specific requirements with original requirement base of a
unit, and enforcing organizational knowledge of desired security in the require-
ment base. Combining two requirement bases is called merging of requirements,
and enforcement of organizational knowledge of information security to formally
transform state of a requirement base is called harmonization of information
security requirements.

This demonstrates three sources of information security requirements: up-
per layer requirement primitives, layer specific requirements, and unit specific
requirement primitives. The upper layer requirements represent the security pol-
icy to be implemented by a specific unit, consisting of directives for coordinat-
ing formulation of requirements at that. Layer specific requirements are require-
ments common for each unit at a given layer and represent general organizational
structuring of information security. Unit specific requirement primitives are pre-
liminary requirements of the lower layer unit representing local adaptation of
security need into a specific operational environment. Merging also consists of
identification and resolving of potential conflicts there may be between various
requirement primitives.



To enforce a hierarchy and to prevent unnecessary security design in units,
a subset of units must be specified for each unit to illustrate the path of re-
finement in which requirements are refined through the organization. Two types
of relationships between units at consecutive layers are Child relationship and
parent relationship. Let U,, be a set of all units at layer n, and U,4+1 a set of
all units at layer n + 1. Let u € U, and v’ € Up41 be units. If exists a specifi-
cation (u,u') € Child then v’ is a Child unit of u. This means, requirement u
enforces its requirement base into the requirement base of v’ whenever merging
of requirements occurs. Similarly, if exists a relationship (u’,u) € Parent then
u' receives requirement primitives according to which its requirement base must
be modified from unit .

Despite being simple, this way of specifying the organization in which in-
formation security requirements are dealt with has the advantage of allowing a
simple notation for expressing the requirements. This requires extensive model-
ing of organization but since the modeling of organization does not need to be
complete until abstract requirements are specified, the modeling of the organi-
zation can be a continuous process throughout the specification of information
security requirements.

3 Expression of Information Security Requirements

The notation for expressing an information security requirement borrows the
basic ideas from the theory of communicating sequential processes [13]. It is
assumed, that exists an association A for sharing data between two processes
P and @). The existence of an association between two processes is the source
of potential security violations, whether the communication takes place through
an internal bus or a wide area public network. Communication of data over an
association A always takes a form of a protocol p governing the content and
sequence of messages communicated between P and (. Each association and
process has two attribute vectors, a vector of possession attributes and a vector
of criteria attributes. Let R be a process or association, we denote possession
attributes of R as R.¢ and criteria attributes as R.x. Possession attributes, from
security point of view, are mostly concerned with data coordinating security
enforcement, such as cryptographic keys. Possession attributes set characteristics
of possession attributes, for example length of keys.

Communication over association A, taking form of protocol p, must be pro-
tected by security enforcement algorithm a by applying possession attributes of
processes and association. Further, the algorithm itself has a number of param-
eters, such as initial vectors for stream ciphers and block sizes for block ciphers.
These are expressed similarly using notations a.¢ and a.x. Each parameter has a
name which uniquely identifies the parameter. This simplifies the notation, since
there is no need to identify into which component a parameter is associated to.
Therefore, each requirement can be expressed as a statement of form

(4; P; Q; p; a; pv) (1)



where A, P, (), p, and a are as above, and pv is a parameter vector of form pn
op val where pn is a name of an attribute, op is an operator =, #, <, <, >,
>, or € depending on the nature of pn. val is the value into which the value of
attribute pn is compared to as specified by op.

It is likely that in practical applications, parameter vectors are only con-
cerned with attribute vectors describing the security attributes instead of spec-
ifying fixed values for arguments. For theoretical considerations, though, it is
essential the possession attributes are considered in the specification of security

requirements.
A collection of requirements, expressed as in 1, is called a requirement base
c.rb where ¢ is a layer or unit in an organization and rb = {r} is a set of

requirements r. Each layer and unit in an information security development or-
ganization has a separate requirement base, and transformations in requirement
bases are done through four operations:

Addition of a requirement r to c.rb, as a result which c.rb =c.rbUr.

Removal of a requirement 7 from c.rb, as a result of which c.rb = c.rb —r.

Merging of requirements, that is combining two requirement bases through a
specific merging functions.

Harmonization of requirements, where a subset of requirements in a require-
ment base are modified according to a specific harmonization function.

For the purposes of this paper, it is enough to assume existence of merg-
ing functions for combining requirement bases with simultaneous resolution of
potential conflicts, and expressing and enforcing harmonization functions that
modify the requirement bases that belong to the scope of harmonization. The
purpose of harmonization is to increase consistency of requirements by enforcing
a criteria that each requirement in the requirement scope must satisfy and to
add detail during the derivation of technical security requirements from abstract
security policy objectives. Merging is used for enforcing layer specific require-
ments into each unit at that layer and for transforming abstract requirement
bases to lower levels of abstraction.

4 Grouping of Requirements

The mechanism for expressing information security development organization
and information security requirements as atomic constructs enables strong func-
tional grouping of requirements. That has two major advantages in the manage-
ment of information security. First, requirement bases remain internally cohesive
each one dealing with only one types of security enforcement. Second, the sizes
of requirement bases remain smaller, leading to a more easily manageable sized
subsets of requirements.

Assume an example organization illustrated in Fig. 2. There is an organiza-
tional unit responsible for secure communication at layer L,,, and this responsi-
bility is delegated to a number of units at layer L,,; according to the security
service. For simplicity and intuitivity of the example, assume that there is only



one association Internet of concern, connecting two systems P; and P, consid-
ered as processes. At the managerial layer L, it is adequate to only express the
intent on security without further details. Requirement

Internet; Py; Py, HTML; SSL; () (2)

can be formulated to imply a managerial policy that communication over the
Internet between the two processes that takes the form of HTML must be pro-
tected by SSL [11] security protocol with unspecified parameter vector. This is
an adequate expression of intent for security, but not yet detailed enough to
implement the actual security enforcement. Therefore, the requirement must be
merged to units at layer L, responsible for adding implementation details to
the upper layer policy.

SecComm
Ln
Ln+1
Confidentiality Integrity Authenticity Authorization Non-repudiation

Fig. 2. Grouping of requirements

Since there are no layer specific requirements for layer L, 1 and requirement
bases of each unit are initially empty, merging is a simple copying of each re-
quirement in the requirement base of Parent unit to requirement bases of each
Child unit. Detail can be added at each unit at layer L,,1 to differentiate the re-
quirement base according to dedicated functionality. For example, unit dedicated
on confidentiality can focus on specification of desired encryption algorithms for
SSL and required key lengths, constructing for example requirement

Internet; Py; Po; HTML; SSL;cs = DES; kl = 56 3)

stating that DES will be used as a cryptosystem for protocol payload with key
length of 56 bits. Authenticity unit can focus on specification of digital signature
algorithms and their key lengths and so on, for example

Internet; Py; Po; HTM L; SSL; pkes = RSA; hash = SHA, RSAkl = 1024 (4)

to indicate that RSA with 1024 bit key will be used for authentication and
SHA for secure hashing. All this can happen in parallel. Hence, security design



has been decomposed into small components with only small amount of inter-
dependencies and resources can be directed to parallel tasks and the time from
design to implementation can be reduced, and it can be believed that since
every responsibility for security is concerned with a small subset of all security
functions, the likelihood of errors in design is reduced through easier dealing
with requirements.

The problem with the approach is, that many security mechanism depend
on similar parameters, such as cryptographic keys to achieve confidentiality, au-
thenticity, integrity and on some extent non-repudiation. To reduce the number
of duplicated tasks, an additional layer must be added to express dependencies
between requirements and to establish a single point of responsibility for dealing
with cryptographic keys.

5 Requirement Dependencies

The obvious approach towards requirement dependencies is to specialize each
unit in the actual responsibility of enforcing that functionality and a number of
related responsibilities. Once each unit does this, for example as illustrated in
Fig. 3, functionalities such as key management can be separated from the security
functionality enforcement and responsibilities common to multiple units can be
centralized under one administrative domain.

SecComm
Ln
i
Confidentiality Integrity Authenticity Authorization Non-repudiation
*L*n* / \ - / ************* \ *****************************
Conflmpl KeyMgmt Intinpl. Authlmp.

Fig. 3. Dependencies of requirements

Units may make alterations on the structure of the system being modeled.
For example, for confidentiality and authenticity processes P, and P» are ade-
quate, but a Authorization unit would have a different view. One could require
a mechanism to isolate processes P; and P, from direct communication by a



firewall. Therefore, the local requirement base of unit Authorization would con-
sist of process P; communication to the process FW through a LAN association,
and process F'W communication to process P, through the Internet association
with separate security specification. For Authorization unit system P, appears
either as one system or can be decomposed into filtering functionality and the
actual system depending on the organizational business responsibility specifying
ownership of P;.

Authorizations introduce some limitations on the proposed notation. Only
functional requirements can be expressed, operational considerations are out of
the scope. System level authorizations can be expressed as described above, but
file and object level authorizations introduce difficulties. Security algorithm in
authorization can be expressed as a specific role based access control model, for
example, but specification of a role access control policy and assignment of users
to roles is merely an operational rather than functional security issue. Since
role assignment is dynamic, it should not be expressed as a static requirement.
Role structure and role authorizations are more static but may be subject to
dynamic variation in time. Therefore, it is not clear whether they should be
expressed dynamically or statically. Initial role structure and authorizations can
be expressed statically in the initial design phase, but dynamics should be taken
into account in operational considerations of systems developed.

When merging requirements, units at layer L, transfer their refined re-
quirements into both Child units and can then apply harmonization functions to
further specialize them to match specific needs, whether enforcement of actual
functionality or dealing with defendant requirements. These further refinements
in organizational structure and requirement descriptions are invisible to parent
units. Therefore, requirements of an upper layer unit and all the related require-
ments can be enumerated to provide a comprehensive set of requirements directly
and indirectly under that administrative domain. This enables monitoring the
evolution of requirements and specification of corrective actions by those units
coordinating many lower layer units.

6 Findings of a Case Study

A case study, fully documented in [17], has been conducted where the harmo-
nization of information security requirements is applied in the medical informat-
ics context. The core idea is to specify information security requirements for a
system designed for sharing patient data among hospital and medical practi-
tioners on a larger geographical Peninsula region, approximately 50 km east of
Melbourne in Victoria, Australia. A number of functional components of the be-
coming system has been identified, each under different administrative domains.
Yet, the coordination of design and implementation is centralized. Findings of
applying the theory suggest that the main challenge in the specification of se-
curity requirements with a minimum amount of duplication, hence improved
cost-efficiency, can be achieved through the organizational modeling of informa-
tion security.



Initially, the delegation of the central responsibility and authority follows the
administrative boundaries of systems. However, it quickly becomes the case when
the actual security enforcement functions are to be established, that most com-
ponents of the system share similar security functionality, mostly access control,
authentication and encryption. Therefore, each of them can be best dealt with
under a shared responsibility. Especially, since components under different ad-
ministrative domains must cooperate, there is a risk of security violations unless
a central authority is established to coordinate security of communication that
exceeds administrative boundaries. Consequently, the initial delegation of re-
sponsibility appears to be spreading, suggesting that extensive modeling will be
required. However, once the security service -level specifications are concluded,
and corresponding security mechanisms are specified, quite a small number of
security mechanisms are required to implement both direct and supporting se-
curity requirements.

Most security mechanisms provide a logical ending stage for the organiza-
tional modeling. Because of some higher level system design decisions, dedicated
security enforcement software had to be used. Availability of (hopefully) tested
and properly designed security enforcement components further limits the scope
of organizational modeling, and also simplifies the specification of the actual
security functions. However, the simplified design of security enforcement may
lead to inefficiencies in the operation of the security enforcement subsystem. As
each security software implements their own trust model and introduces different
potential vulnerabilities, maintenance and operation of security, as well evalua-
tion, becomes more complicated. Yet, the conflict between the benefits achieved
through the use of standardized security services and the potentially reduced
efficiency of security enforcement and operation, together with the potential
measures for efficiency, remains an area of further research.

7 Conclusions and Future Work

This paper has demonstrated theoretical considerations in the transformation
of modeling effort in information security design from requirement modeling
to organizational modeling. Many security development frameworks highlight
the importance of organizational considerations but fail to deliver specifications
of such models. The approach adopted enables decomposition of information
security requirements into functional sub-components reducing the size of re-
quirement bases, and expression of dependencies between requirements through
organizational modeling. This keeps the size of requirement bases small and syn-
tax for expressing information security requirements simple. These two factors
are believed to contribute to the efficiency of the design of information security.

The notation for expressing requirements is only capable of capturing func-
tional security requirements. Operational requirements are out of the scope. This
does slightly limit the applicability in the specification of file and object level
access control requirements. Since functional security requirements are expressed
as static properties of an organizational component they are assigned to, high



level of detail in access control requirements is difficult to achieve. There are a
number of operational considerations associated to authorizations, such as speci-
fying user-role assignments. As the major advantage of role based access control
is the improved dynamics of this association, static definitions of roles would
undermine the efficiency of role based access control.

It could be argued that the case is same with cryptographic keys but there is
a significant difference of the random nature of many cryptographic keys. Public
and private key pairs are considerable static, yet changing over time, but espe-
cially session keys established and exchanged in a session establishment phase
should be very random. Therefore, a mechanism can be specified as expressed
to generate such keys with no need to specify the content, whereas specification
of user-role associations requires human intervention.

In addition to the relationship between the simplicity of design and efficiency
of enforcement of security, additional further research could be carried on the
integration of operational considerations, such as the role-user assignment, into
the general model. Dynamic constructs used for actual execution of mechanisms
to satisfy specific requirements are intentionally left outside the scope of the
framework. Strong hierarchy and information hiding characteristics suggest that
further integration of the framework to general system design could be achieved
through object oriented modeling and would be a valuable research question to
be addressed in the future.
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