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Abstract. Two basic paradigms towards specification of information
security requirements can be taken: continuous specification and early
specification of requirements. In models supporting continuous specifi-
cation and refinement of information security requirements, the devel-
opment organization is more vulnerable to the tampering with partially
specified requirement primitives. This paper proposes a formal model for
requirement access control to prevent unauthorized modification of secu-
rity requirements, that may lead to weak or inconsistent implementation
of protection measures.

1 Introduction

Models for the development and management of information security can be
classified according to the phase of the specification and formulation of informa-
tion security requirements. Many models support early specification of security
requirements as a starting point for the development. Early risk analysis based
models [Parker, 1981; Fisher, 1984] and some recent development frameworks
such as [Booysen and Eloff, 1995] suggest that security requirements can be
identified and formulated, and later phases of the work can be based on these
requirements. These models are applicable when integrating security into ex-
isting systems or executing a periodical revision of information security. When
developing systems where information security is an integral system objective,
early specifications of security requirements may not be easily applicable or may
lead to a very high level abstract description of security objectives not capa-
ble of clearly expressing the desired protection. Security requirements intent on
tackling specific threats that originate from underlying technology, implemen-
tation technologies, system architectures and development tools that need to
be decided upon before security requirements can be formulated. As high level
descriptions at early phases of development of systems focus on technology-
independent abstractions of systems, the assumption of early specification of
security requirements is in conflict with the fundamentals of system design.
Models such as [Leiwo and Zheng, 1997a] have been developed to take into
account the multiple sources of security requirements and the need for continu-
ous revision of security requirements by reduction of abstraction from incomplete



high level security objectives until concrete protection measure specifications are
reached. The major focus of the development of information security is on the
processing of requirements, and the exact point of the transformation from re-
quirements into protection specifications becomes unclear, whereas in early spec-
ification approaches the focus is on the specification of countermeasures against
potential threats by making clear the difference between a requirement and a
protection measure. The continuous refinement approach leaves more flexibility
in the specification of protection measures by allowing other essential character-
istics of systems to be specified and making security requirements conditionally
dependent on these characteristics.

Information security requirements should be classified very sensitive since
they may disclose weaknesses of systems security [Brinkley and Schell, 1995].
Continuous processing of requirements makes the system vulnerable to unau-
thorized disclosure or modification that may lead to an intentional reduction
of the level of system security, hence making it more vulnerable to deliberate
attacks. To prevent unauthorized modification, an access control policy model
shall be proposed for information security requirements. Access control policy
model [Boswell, 1995] is an implementation-independent formalization of com-
puter security requirements. The paper starts by a brief introduction of the
background of this research in Sect. 2. The Major contribution of the paper is
in Sect. 3 where a detailed model is proposed for preventing unauthorized ac-
cess towards resources. The approach shall be evaluated, conclusion drawn and
directions highlighted for future work in Sect. 4.

2 Background and motivation

2.1 Flow of requirements

This paper is based on the formal model for harmonizing information security re-
quirements [Leiwo and Zheng, 1997a]. The model is mostly concerned with flows
of information security requirements between organizational units and systems.
Each unit belongs to a particular organizational layer and the major concern
of the management of information security is the specification of harmonization
functions that reduce abstraction and harmonize, optimize and resolve conflicts
from security requirements originating from several sources. Several organiza-
tional layers are organized into a hierarchy, and each of these layers has a set of
units dedicated to some specific task within the management and development
of information security. Uppermost layers represent high level security objec-
tives, dependent on the operating environment of the organization, and lower
layers represent concrete implementation and operational duties regarding the
security of systems. Based on different requirements at each layer, abstraction is
reduced from security requirements until the lowest layers, concrete implemen-
tation specifications, are reached. At this stage, a harmonized, consistent and
free of conflict set of protection requirements should be specified to each system
and their interconnection mechanism.



An organizational security model for an N-layered security development orga-
nization can be presented as a 4-tuple (L, U, I, S), where L = {Ly,La,..., LN} is
the set of layers within the development organization, U = {u;;|i = 1,2,...N,j =
1,2,...Count(i)} are units that get requirements and modify them for further
refinement by units at lower layers. Function Count(i) returns the number of
units at layer L;. I = {I1,1I5,...Ix} within the model are the layer-specific
requirements, and S = {s;;|i =1,2,...,N,j =1,2,...Count(i)} are the unit-
specific requirements. Harmonization refers to the specification of requirements
R using vertical and horizontal harmonization functions, 7 and p. Vertical har-
monization refers to the modification of requirements so that very high level
strategies are step by step refined to more concrete specifications of protection
measures and horizontal harmonization refers to activities that identify similar
requirements at each layer and guarantee interoperability of connected systems
at each layer.

Two essential properties of the model are Child and Parent relations. We say,
that there exists a relation Parent(u;,;, us jv), or u;; = Parent(uy j) where ex-
ists a harmonization mapping u; ; — ws ;. Similarly, a relation Child(u; j, uy j1),
or uy j = Child(ui,j) refers to the case, where exists a harmonization map-
ping u;; — uy j. Obviously, if each harmonization mapping reduces the ab-
straction of requirements, that means requirements are transferred to a lower
level of abstraction, it holds that if u;; € L;, then Child(u;;) € Lit1 and
Parent(u;,;) € Li_1. Also, it is possible to have several Parent and Child units,
leading to an increased need for harmonizing by potentially introducing conflicts
between upper level requirements.

Let R; ; € R be a requirement of unit u; ; € U at layer L; € L, I; € I be the
layer specific requirements of layer L;, and S; ; € S be unit specific requirements
of unit u;;. 7; : R x I x § = R are functions that implement the actual
revisioning of requirements so that each 7; ; is a vertical harmonization function
to map requirements R; j,I;, and S;; to requirements R;i1 j where each unit
Uj4-1,5 S Chlld(u,,]) Function Ti,j is as Ti,j(Riyj,Ii,Si’j) = Rz’+1,j’ for each
Uit1,5 € Child(u; ;). Vertical harmonization is specification of functions p; on a
given layer L;. Highly conceptual harmonization functions can be implemented
by first order logic statements specified in [Leiwo and Zheng, 1997b].

2.2 Security of requirement flows

The requirement flow between different layers in an organization is secure, when
unauthorized entities can not violate confidentiality or integrity of information
security requirements. This protection is essential, since in the development of
systems with very high level security requirements, especially when requirement
processing is automated or distributed, heuristic and informal methods of provid-
ing assurance of security specifications meeting organizational security objectives
are not adequate. Instead, a formal proof is required. Several models and logics
exist for establishing and testing the security of systems but the approach taken
in this report is significantly different. Instead of protecting information flows
within a computer system, the focus will be on the protection of the design of



documents of a secure system. This protection is essential [Brinkley and Schell,
1995] but has not been formally approached.

Our threat scenario consists of unauthorized entities gaining access to se-
curity development documents, and then either disclosing those documents or
modifying them to reduce the level of target security. Confidentiality of require-
ment flows is protected when unauthorized entities are not capable of disclosing
sensitive security specifications, and integrity is protected when no unautho-
rized entity may modify requirements to reduce the level of security within the
system. Typically computer security refers to the protection of confidentiality,
integrity and availability. As has been shown by [Harrison et al., 1976], access
control based prevention of denial of service, that is enforcement of availability,
is undecidable and a feasible approach must be based on resource allocation. It
is, anyhow, not within the scope of this paper to study denial of service in detail.

Assume, for example, a distributed database management system (DBMS)
with security administration unit, where a central control is established to co-
ordinate security administration units. This is illustrated in Fig. 1. Security
administration may consist of several layers, each in charge of adapting central
security requirements to the specific needs and operating at different levels of
abstraction. Information security requirements flow between units within the
security administration sub system, each layer operating at different level of ab-
straction. Assume a Trojan horse planted into the system, with an intention
to modify security requirements in order to increase system vulnerability to an
attack in future. A malicious requirement access is illustrated using dotted line,
whereas solid lines represent authorized access. Corrupted unit, due to mali-
cious access on requirements, has also been illustrated using dotted line. This
corruption then leads indirectly to a reduced level of security in a database.

The higher in the organization the change occurs, the more the impact prop-
agates throughout the organization. Therefore, the more there are chances for
malicious units to violate security of requirements. Discretionary access control
models are not capable of preventing sophisticated Trojan horse attacks, so a
mandatory approach is needed. Assume that Parent and Child relationships
are available from a centrally maintained database with a limited functionality
and tamper proof implementation. This database is used to specify Parent and
Child relationships, and the security of access into requirements is based on it.
Therefore, assuming the malicious unit within the illustration attempts either to
learn requirements in an unauthorized manner, or to modify requirements in an
unauthorized manner, such behavior can be identified and prevented by a policy
model proposed in this paper.

2.3 Modeling approach

Early access control models for confidentiality [Bell and La Padula, 1973] and
integrity [Biba, 1977], as well as information flow models [Denning, 1976] have
lead the way to a number of lattice based security models [Sandhu, 1993] and
various models have been proposed to provide more flexibility on specifying au-
thorizations [Jajodia et al., 1997]. Recent results support strength of role based
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Fig. 1. Threat scenario for a distributed DBMS

access control (RBAC) models [Sandhu et al., 1996] over traditional models. The
fundamental difference is that instead of specifying rules governing authorized
access between subjects and objects, organizational roles are analyzed, and con-
stant authorizations are attached to each role. Users are assigned to different
roles depending on the tasks they are executing. This intended to simplify the
role of security administrators and to provide them with more flexibility in the
specification of access rights.

The approach taken within this paper is to specify a role based mandatory
access control policy model for the security development organization. To sim-
plify the presentation, the notation for access control rules shall be given in the
(s,0,7) form, that is intuitively interpreted as a subject s is granted r-access to
an object o. Subjects represent active entities, usually acting on behalf of users
and objects represent passive data objects or other resources to be accessed by
subjects. Several types of access rights can be specified, such as write, read, eze-
cute, append, remove but we shall only be concerned with a minimum set of read,
write and append accesses. Ezxecution and removal rights are explicitly assumed
to be authorized only to the owner unit. Each organizational unit acts as a role
of Parent or Child regarding the type of access, and access rights to require-
ments are based on this role. Our model is mandatory, since units in roles are
not authorized to independently specify or alter access rights of requirements.
An alternative approach would be to specify a discretionary policy model, but
this is a trivial task and need not be considered herein.



3 Protection of requirement flows

Let the set H = {hy, ha, ... hi} be the harmonization flow within the N-layered
development organization that consists of k harmonization threads. Each thread
consists of N — 1 harmonization mappings. A harmonization mapping (or, for
simplicity, a mapping) is of form w; ; — ;41,5 where it must be that u;; €
Parent(u;y1,5). This means, that a harmonization thread is of form uq ; —
ugj, = --- = un,jy where each uy j, € Parent(ugi1j,,,)-

Security of requirement flows refers to the non-existence of mappings that
violate the security of any harmonization thread. Requirement integrity of a
requirement flow is satisfied if write and append access to requirements of a
unit are only granted to Parent units of that unit. Integrity as a general con-
cept means that information can only be modified or removed by an authorized
entity [iso, 1988]. In the harmonized development model, it is assumed, that
only Parent units of a unit are authorized to write or append its requirements.
Requirement confidentiality of a requirement flow is satisfied if read access to
requirements of a unit is only granted to C'hild units of that unit. Confidentiality
as a general term refers to the property of information being accessible only upon
an authorized request. Within the model, requirement confidentiality refers to
the property of requirements, where only C'hild units of a unit are authorized
to access its requirements for reading. More exact definitions for requirement
integrity and requirement confidentiality shall be given in Sect. 3.1.

Requirement integrity and confidentiality can be enforced by establishment
and enforcement of a requirement access control policy, analyzed in Sect. 3.1.
This is, anyhow, not enough for the development of systems with high security
requirements. In addition to requirement integrity and confidentiality, require-
ment non-interference must be enforced. This shall be studied in Sect. 3.3. Basi-
cally, requirement non-interference means, that some units may need to enforce
requirement independence. This refers to the prevention of conflicting require-
ments, specified in Sect. 3.2. Before formal analysis, intuitive definitions shall be
given to requirement independence and requirement non-interference. We say,
that a unit satisfies requirement independency if none of the units within the
requirement scope of that unit are modified by the units that are outside of
the requirement scope. Assume, that a unit within the model has high security
requirements, and it considers only those requirements trusted that it has full
control of. Basically, this means that no requirement outside of the scope of that
unit may modify requirements within that scope. The requirement Scope of a unit
refers to the collection of requirement threads from that unit onwards. When re-
quirement non-interference is concerned, we say that a requirement flow satisfies
requirement non-interference if none of the requirement mappings violates the
requirement independency of requirement independent units.

3.1 Requirement integrity and confidentiality

Requirement integrity and confidentiality can be protected by establishing and
enforcing a requirement access control policy for the requirement flow. Assume,



that each unit u; ; € U is acting both as a subject and an object for a harmoniza-
tion request where a subject is accessing an object for exchanging information
concerning harmonization. The notation shall be used, where u; ; refers to the
unit u; ; being a subject of a request for a harmonization operation op, and uy ;
refers to the unit u; ; being an object of a request for a request for harmoniza-
tion operation. Subjects are considered as active entities accessing objects for an
operation.

The access modes that are considered within the harmonization, are a subset
of access modes within the Bell-LaPadula (BLP) model [Bell and La Padula,
1973]. Since the model for harmonized development of information security
[Leiwo and Zheng, 1997a] is concerned with the exchange of information, the ex-
ecution of an object is not applicable. Instead, three access modes read,append,
and write are applicable. For integrity and confidentiality, the major concern
of the BLP model, is the specification of the access set b, that is composed of
triples (u;9 U s op) that refers to the acceptable access modes op that subject
s; ; 1s authorized to access object ug, ;. To protect requirement confidentiality,
condition 1 should be satisfied.

Condition 1 (Requirement Confidentiality) Vu;;,uf ;, € U : (uf ; €
Child(uf ;)) = (V(uf j,u? i, 0p) € b: op # read)

The significant difference between requirement confidentiality and confiden-
tiality within the BLP model is, that in the BLP model, protection is based on
security domains, but in the requirement confidentiality, on Child relation. So,
requirement confidentiality establishes a NRC (No Read of Child) condition. To
enforce confidentiality of requirements, that is prevent units from unauthorized
disclosure of requirements, the only protection method is to prevent them from
reading requirements from their Child units. Assume that there exists a unit
that gets requirements from two separate Parent units. Now, to prevent Parent
units from overriding requirements established by each other, they shouldn’t be
able to disclose each other’s requirements by reading the requirements from the
Child unit common to them. Requirement confidentiality prevents this type of
violation.

Requirement access control policy for requirement integrity is influenced by
the Biba model for integrity of information [Biba, 1977]. To protect integrity of
information within the model for harmonized development of information secu-
rity, NWP (No Write to Parent) protection shall be established. The requirement
flow satisfies NWP requirement if condition 2 is satisfied. Again, prevention of
read and append access modes is based on the Parent relationship, not according
to the security classification. Consider, for example, a case where a unit attempts
to falsifely override protection mechanisms required by one of its Parent units.
Prevention of such modification is essential to enforce the security of features
established by particular requirements.

Condition 2 (Requirement Integrity) Vui s, ug i €U (u;-’,,j, €
Parent(u} ;1)) = (V{ui ;,uf ji,0p) € b: ((op # write) A (op # append)))



We now say that a harmonization flow satisfies requirement confidentiality
if condition 1 is satisfied and that a harmonization flow satisfies requirement
integrity if condition 2 is satisfied. Enforcement of these conditions is not studied
within this paper.

3.2 Conflicts of requirements

To study conflicting requirements, an exact specification needs to be given for
requirement independence. Assume, that a unit u;; € U is declared to require
requirement independence. Requirement independence is enforced, if no unit
uy 4, where exists a harmonization thread w; ; = wi41,5, — ... = ug j, where
units U’ = {wsj,Uit1,5;,..-,Us j} are accessed, gets requirements from unit
ug j ¢ U'. To verify whether a unit u; ; enforces security independence, func-
tion @ shall be specified in equation 1. Unit u; ; satisfies requirement indepen-
dency if ©(i,j) = True.

True,if (i=N —1) AVupn ji € C’hild(ui,j) :
o Vun j» € Parent(un,ji) : uy jn € U’
O(i,j) = False,if Juy j € Parent(u; ;) : uy j ¢ U’ (1)
/\ui:,jzeC’hild(ui,]-) O(il’jl) Othe/rwise

Obviously, if unit u;,; does not satisfy requirement independency, there exists
one or more conflicting requirements that enable the requirement independency
of u; ;. In addition to the conflicts in requirement independency, the conflict may
be in the security level a particular requirement satisfies. Systems with multi-
level security (MLS) need to enforce several security levels. As protection always
increases the cost of processing, and the objective is to guarantee protection with
as small costs as possible, functions and mechanisms operating on information
with different classification needs to enforce different levels of security. Assume
two security classifications, C; and C3 where C7 dominates Cs. Security of Cs
is not violated if processed with functions and mechanisms enforcing C level
security, but unnecessary costs will be caused, since functions and mechanisms
enforcing C but not C7 would cost less and still provide adequate protection
for C5.

Other type of conflicting requirements, conflict of security level can be pre-
vented by establishing a classification for each object uf ;. This classification is
also the clearance of f ;, when unit u; ; is acting as a subject. The significant
property of classifications and clearances of units is, that in addition to provid-
ing a classification and clearance to the unit, they indicate the level of security
of information that the mechanism or function they establish is capable of pro-
cessing. If unit u;; dominates unit uwy j it has an intuitive meaning, that the
mechanism that w; ; establishes is capable of processing information with higher
classification than that established by wu; ;.

To give an exact specification of a conflict in security level, function ¢ shall
be formulated as in equation 2. Unit w;; is free of conflicts in security level
if #(i,j) = True. Boolean function Dom : U x U — {True, False} shall be



established to assist in the specification of . Dom/(u;,j,uy jv) = True if the
classification of u; ; is equal to or higher than classification of uy j» and False
otherwise.

S {True if Yuy j» € Parent(u;,;) : Dom(ui jr,u; ;)
(i, j) = F ; o A g (2)
alse if Juy j € Parent(u; ;) : Dom(u; j.uy )
Intuitively, function @ states that in any requirement mapping u; ; — uy jr
the classification of unit uy j may only be equal to or higher than the classi-
fication of w; ;. In the sense of security enforcement, this does not cause any
conflicts, but the cost-effectiveness of protection measure may reduce if some
requirements establish higher level of protection than needed to satisfy system
security objectives.

3.3 Protection of conflicting requirements

As defined in Sect. 3.2, two types of conflicts may occur: conflicts against re-
quirement independency and conflicts against requirement classification. Let o; ;
refer to the classification of unit u; ;. Let C' = {c1,c2,...c,} be the set of secu-
rity levels of the development organization. C' should be organized so that there
exists a partial order (C, <), where ¢; < ¢p < --- < ¢,. Intuitively, this means
that class ¢ is provide with higher security classification than ¢;, if k < 1. Also,
we say that o;; € ¢y, if a requirement at unit u; ; is provided with security class
ci- To establish a protection against requirement conflicts, it must be that every
unit belongs to exactly one security class Uy C U, so that formulae 3 and 4 are
valid.

U=J U (3)
k=1

Vi,j:1,2,...,N: (i # )= (U; UU; = 0) (4)

Now we say, that u;; dominates uy j/, if u;; € Uy and uy y € Uj, where
k <. This is same as o;; < oy -

Intuitively, prevention of conflicting requirements means that there shouldn’t
be any mapping u;; — uy j that might violate requirement independency or
where the classification of u; ; is lower than wy j, that is oy 5 < 05 ;. Scenar-
ios of the result of such violations are numerous. Consider, for example, that
requirement R; ; is provided with an encryption of highly sensitive information.
Now, if Ry j» provides with encryption of less sensitive information, and there
is a requirement flow from uy j» — w; ;, where a weaker property is established,
than that required by w; ;, the processing of higher level security may be seri-
ously violated. To prevent conflicts of requirements, a requirement access control
policy shall be establish to prevent requirement flow, that is write and append
access, u;; — Uy j where oy j < ;. So, condition 3 should be satisfied. A
harmonization flow satisfies prevention of classification conflicts of requirements
if condition 3 is satisfied.



Condition 3 (Classification conflict of requirements)
Voij <ot (V(uf;.uf i, 0p) €b) = ((op # read) A (op # append))

Intuitively, requirements can only flow from lower classifications to higher.
This may cause a reduction in cost effectiveness, but doesn’t violate the security
of the system. There are two ways to improve the cost effectiveness. Either, a
requirement access control policy can be established to prevent such flows, or
horizontal harmonization functions p (see Sect. 2) can be specified to act as
a down grader, where unnecessary high classified requirements are modified to
enforce only the level of security that is required by the target level. Preventing
flows is analogous to condition 3. Instead of preventing harmonization mappings
u;; — uy i where oy y < 05 also such mappings should be prevented in
every case 0;; # oy j. Specification of harmonization functions is the more
effective method, but shall not be studied in detail within this report. The major
philosophy within the horizontal harmonization is the reduction of complexity of
the design by identifying similar requirements within a given layer, and providing
a harmonized approach to these requirements.

To prevent conflicts of requirement independency, assume that there is a set
U" C U, where U" = {ui, ji, Wiz jos---> Ui, jn} i a set of all units requiring
requirement independency. Based on U", each subset U}’ C U" can be estab-
lished so, that each U} contains unit u;, j;, and all units u; j» where there exists
a harmonization thread that accesses u;, j, and uy j. To prevent conflicts of
requirement independency, it should be that if [ is the number of requirement
independent units, then Vi,j: 1,2,...,N: (i # j) = (U;'n U} =0).

A requirement access control policy to support requirement independency
should prevent any kind of access where subject u; is accessing object ug
in any access mode.A requirement flow satisfies requirement independency if
condition 4 is satisfied.

Condition 4 (Requirement independency)
Vu ; € Uy, ud o € Up, kit # k2 1 V(s,0,0p) : (s # uf ;) A (o # uf ;1)

The fundamental assumption here is, that access for subject s to object o in
access mode op is granted if exists a triple (s, 0,0p) € b. If such a triplet doesn’t
exist, access should be denied by definition.

4 Evaluation, conclusions and future work

A model has been proposed for specifying and enforcing a mandatory require-
ment access control policy for the processing of information security require-
ments. The value of the proposal lies in three major issues: provision of a foun-
dation for secure access to information security requirements, provision of evi-
dence of applicability of the generic security framework and improving a scientific
approach towards management of information security. First, the model estab-
lishes a formal foundation of secure automated processing of information security



requirements in distributed organizations. Applications areas include multina-
tional corporations and new types of organizations such as virtual and adaptive
organizations, where computing paradigms are based on networking and fre-
quent changes in systems architectures. As the major property of such organiza-
tions is information, protection of that information is essential. In a frequently
changing operational infrastructure, security should be rapidly adapted into new
organizational structures. Therefore, formal modeling leading into automation
is required. As automation reduces the need for human, informal intervention, a
model of protection of processing of requirements is required.

Second, the model provides evidence of the applicability of an underlying
model for the management of information security. As one of the generic re-
quirements for security models is provision of tools for analyzing the model itself
[Bell, 1988, it is essential that scientific advances in the management of informa-
tion security lead to models that can be formally analyzed to improve scientific
and practical knowledge of the management process by identifying new areas of
research and providing new types of analysis, such as formal approaches, of tra-
ditional research questions. One example of such traditional research questions
not addressed before, is the provision of security for the management of informa-
tion security. As has been shown in this paper, formal treatment of information
security requirements enables exact specification of intuitive concepts, such as
“management of information security” and “secure management of information
security” .

The fundamental question regarding applicability of the proposed model is
the fundamental question of security models [Bell, 1988]: Formulation of those
intuitive concepts always restricts their scope to meet requirements of formal
reasoning. Therefore, it is essential that the proposed model does not unnec-
essarily restrict the scope of concepts under analysis leading into significantly
reduced application scope of the model. As the model under analysis [Leiwo and
Zheng, 1997a] is focusing on continuous processing of information security re-
quirements, the approach taken herein does not restrict the applicability of the
model, and hence is within the constraints specified by the original model. As
has been argued before, treatment of the management of information security
as a continuous process of requirement processing has several advantages, and
hence the access control model does not unnecessarily restrict the scope of the
management of information security.

An obvious question is whether access control is an adequate protection mea-
sure for security requirements. In distributed systems, a secure requirement ex-
change protocol is required to provide assurance of confidentiality and integrity
of requirement during transformation, authenticity of units and non-repudiation
of requirement exchange transactions. There is, anyhow, no significant differ-
ence between requirement exchange and any other communication between dis-
tributed units. Therefore, requirement exchange can be integrated into an ex-
isting communication framework and assumed to be secure. As formal proof of
security is required only on systems with very high security requirements, an
explicit assumption can be made that a secure communication infrastructure



between units exists.
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