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Abstract

The current Intrusion Detection System (IDS) technol-
ogy is a major investment for a firm and its evaluation is de-
sired prior to a commitment. A testbed compares different
IDSs on a common platform. A major challenge in evaluat-
ing IDSs stems from the fact that they are generally tested
in specific environments. A real-world environment could
be different from the environment designed for a testbed.
The results obtained, from such testbeds, may not be accu-
rate and reliable. Hence, a quantitative and metrics based
evaluation of IDSs is desired.

We propose Testbed for evaluating Intrusion Detection
Systems (TIDeS), that allows a user to select the best IDS
for a specific customized environment. A quantitative anal-
ysis is provided by TIDeS, using fuzzy logic, under varying
network loads. We also propose robust metrics to evaluate
an IDS. We follow up with recommendations, based on our
experience, on the general practices in the field of IDSs.

Keywords: Testbed, TIDeS, Intrusion Detection, En-
vironment Profile, Evaluation Framework, Scalability,
Fuzzy Logic

1. Introduction

The evolution of security has brought forth systems that
alert the user about possible intrusions into their network.
Intrusion Detection Systems (IDSs) [32], as they are more
popularly referred to, have become common components
in the corporate and home networks and are still growing
in popularity. Yet, a commercial IDS remains costly. Al-
though there are few that are available for free, a user would
ideally like to check their effectiveness before committing
to one.

IDSs employ different technologies [7] and claim to ef-
fectively detect an intrusion. These various technologies
evoke questions about their effectiveness and their compar-
ative performance within a spectrum of network conditions.
IDSs have been tested in specific environments, but their
effectiveness under different environments have yet to be
measured. Under scrutiny are network parameters; for ex-
ample, the network bandwidth conditions and out-of-order
packet sequences.

Careful evaluations of IDSs to determine their effective-
ness by varying network parameters have always been de-
sired [19]. Hence, generic evaluations to suit various net-
work conditions along with the ability to scale the network
allowing a user to add legitimate and illegitimate traffic are
important factors in building a testbed.

The Air Force and The Defense Advanced Research
Projects Agency (DARPA) [23, 24] in association with Lin-
coln Labs have been developing testbeds. Some of these
systems are not available to the public to evaluate their own
networks. The testbed by Lincoln Labs, Lincoln Adaptable
Real-Time Information Assurance Testbed (LARIAT) [33],
is one such system. These systems were based on a specific
network implementation. For example, the initial testbed
for Air Force evaluation was based on the Air Force envi-
ronment.

Apart from a strong testing scenario, the need for a
testbed that provides a robust and a reliable metrics to quan-
tify an IDS has been suggested by National Institute for
Standards and Technology (NIST) [26]. The metrics should
be based on a quantitative analysis of the IDS by varying the
network parameters. Legitimate protocols and illegitimate
traffic should be easily included for testing by the system.
Apart from these, a user should be able to customize the
testbed to include the users’ own traffic profiles. In other
words, a testbed should be built with the plug and play ar-
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chitecture and be scalable. The present state of the testbeds
was the driving reason to put forth a generic and reliable
means for evaluating an IDS.

We propose TIDeS, a testbed that evaluates IDSs on a
common platform. The key to its strong evaluation frame-
work is the reliable rating mechanism based on Fuzzy Logic
[22], apart from the various testing mechanism. The testing
mechanism includes environment profiles, as recommended
by NIST [26], that are customizable by varying network
load and using different protocols available with the testbed.
TIDeS allows the testing of a set of IDSs to determine the
best IDS amongst them in a specific environment and/or the
users’ environment.

The paper first discusses in detail the design specifica-
tions of the TIDeS framework. The rest of the paper has
been organized as follows: Section 2 highlights the related
work. Section 3 illustrates the TIDeS framework and dis-
cusses in depth its design ideas. Section 4 explains the var-
ious ideas of the Fuzzy logic that have been used in the
design of the metrics. Section 5 demonstrates the various
procedures that are involved in the testing and the evalua-
tion of the framework. Section 6 discusses the results of
test performance on an IDS. Section 7 discusses the future
advancement to the system.

2. Related work
2.1. DARPA

DARPA [23, 24] perceived the need and problems in
evaluating IDSs. Working with Lincoln Laboratory at MIT,
on a testbed for IDSs from 1998-2001, DARPA has pro-
posed an evaluation schema for the evaluation of IDSs.

Designed to evaluate an IDS depending upon both
known and unknown attacks embedded in background le-
gitimate traffic, the DARPA evaluation [24] schema used
the Air Force network as the basis for their evaluation. The
Air Force network was modelled by creating virtual ma-
chines, more specifically, IP addresses. Background traffic
was launched and attacks were introduced in the network.
The testbed measured the probability of detection of attacks
and probability of false-alarm rates for the IDS under test.
The false alarm rates were used for the comparative assess-
ment of IDSs. However, the evaluations and corresponding
data were not made public, due to confidentiality. Also,
the suggestions were made that the testing was reportedly
flawed as it could not accurately model the Air Force net-
work [25]. The information was classified [25] and hence
the design was not made public.

In the 1998 DARPA evaluation [23], there were about
300 instances of 38 different attacks that were launched dur-
ing the testing phase. However, in the following year [24],
200 instances of 58 attacks were used. These tests lasted

over a period of five days to a week; each day based on a
22-hour format.

In the 1998 DARPA evaluation, the network consisted of
the simulated Internet and the internal network connected
through a router. The attack database only consisted of the
outsider attacks [20]. The internal network, however, was
not tested. The 1999 framework included the insider at-
tacks apart from Windows based attacks [21]. The frame-
work used two different subnets [18]; the first behaved as a
traffic generation system generating both legitimate and il-
legitimate traffic. The other subnet consisted of the targeted
victim systems. An internal traffic generator generated the
internal traffic, both legitimate and illegitimate, testing an
IDS for the internal attacks. The 1999 attack database also
included various other attacks that are classified into ‘user to
root access’, ‘remote to local’, and Denial Of Service DOS
probe attacks.

Real-time data collected from the Air Force network was
used to simulate the background traffic that was launched
according to a time-line. The IDS output was used to ascer-
tain the false positives and the false negatives which are the
measure of the effectiveness of an IDS.

Lincoln Laboratory, as a part of DARPA Framework has
come up with enhancements to the testbed, which has been
renamed as Lincoln Adaptive Real-time Information Assur-
ance Testbed (LARIAT) [33]. Unfortunately, LARIAT has
not been publicly available.

The corpus generated by the Lincoln Labs consisted of
the background data. Additionally, the attacks towards the
system can be replayed for different IDSs. Hence, having
the same testing scenario for all the IDSs. Though this is
used to the right effect, there are fundamental flaws in the
traffic data itself as mentioned by the DARPA evaluation
critique [25]. They are briefly mentioned below.

The number of attacks that were launched during the
testing over 10 weeks (5 days/week) was 300 [20]. This
would mean that the average number of attacks on these
machines were 5-6 per day. This is significantly lower com-
pared to the attacks on a network of utmost importance [25].
Also, the traffic characterization and the launching process
needs to be improved as the network architecture requires
to be scalable. The simulated traffic that was based on the
Air Force Network, was not accredited to be correct.

An IDS has a break point in terms of the bandwidth:
as the amount of data is increased, the false alarm rate de-
creases. This does not imply that the IDS detection capabil-
ity has increased. As the false rate is inversely proportional
to the total data that has been monitored, keeping the num-
ber of attacks constant and increasing the total data moni-
tored, gives a false impression of the capabilities of the IDS.

Development of an accurate evaluation framework is es-
sential, since false alarm rates for positive and negative ratio
would not be the right basis for measurement for a perfor-
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mance of an IDS. This is mentioned as a hidden fallacy [25].
2.2. Air Force architecture

The Air Force Research Laboratory (AFRL) [8] which
participated with the DARPA in the 1998-1999 evalua-
tions was inclined towards the testing of the IDSs under
more complex hierarchial network conditions. The Air
Force came up with an architecture consisting of five lay-
ers; namely, the scheduler, the master, the controller, the
slave layer, the automata layer and the virtual networking
layer.

The AFRL evaluations were also based on the Air Force
network. In these evaluations, an IDS was tested with
a 4-hours corpus that was generated. The DARPA and
the AFRL developed and used the same software in the
testbeds.

3. Testbed for evaluating Intrusion Detection
Systems (TIDeS)

There is a need for a scalable and rigorous testing plat-
form for an IDS under different network conditions [1].
New attacks, each with a unique method of exploiting and
compromising a system, are rolled out everyday. However,
the present testbed technology limits the user’s capability
by not allowing the testbed to be scalable to the user’s en-
vironment. A plug and play based architecture would allow
new traffic scripts to be easily incorporated into the testbed.

The pros and cons of the earlier testbeds and their recom-
mendations [8, 25] formed the basis for the development of
Testbed for Intrusion Detection System (TIDeS). A scalable
architecture, along with rigid metrics for evaluation, forms
the foundation for the TIDeS framework.

With its strong mathematical background in Fuzzy Logic
concepts, TIDeS provides the capability to evaluate an IDS
on the user’s network. The user can customize the testing
scenarios by being able to add to or remove attacks from the
attack database. Additional flexibility is because of being
able to map an entire network onto a few computers.

The TIDeS is a scalable suite for testing and evaluating
an IDS in various commercial and non-commercial environ-
ments. The addition of new traffic scripts requires minimal
effort from the user. The framework consists of testing sce-
narios, classified on the basis of network bandwidth condi-
tions and/or the real-time captured data for testing. These
testing scenarios are classified into:

1. Non-environmental based testing scenario
2. Environmental based testing scenario

Non-environmental based testing scenario does not de-
pend on data that has been collected on the network. The

Victim Terminals
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Virtual Machines: Traffic Launchers

Figure 1. The Testbed architecture

tests that are conducted in this scenario are described below.
These tests are performed until the IDS, under scrutiny, or
the network breaks down. These testing scenarios allows an
IDS to be tested in a wide operating range.

The All-Legitimate traffic testing scenario launches only
legitimate traffic during the testing phase. The network
traffic is increased till the IDS or network breaks down,
whichever occurs first. The number of false alarms are de-
termined and would be classified as false positives as there
are no attacks that were launched during this testing phase.

The All-Illegitimate traffic testing scenario launches
only attacks from the attack database. During the testing,
if an IDS does not detect an attack, it could be classified
as a false negative. Just as in the All-Legitimate traffic sce-
nario, the traffic is slowly increased to the break point of the
IDS or of the network, whichever occurs first.

A Mixed traffic testing scenario launches both the legit-
imate and illegitimate traffic, generated randomly, but the
launched traffic is logged. The IDS output and the logged
launch traffic profile are used to determine the false alarms.
Similar to the testing scenarios discussed above, the net-
work load is increased to the break point of the IDS or the
network.

Environmental based testing depends upon the traffic
that has been captured from the user’s network. The real-
time network data allows a background undetected noise to
be always present [19] and such an evaluation is desired.
This testing scenario is important, as the evaluation of IDS
is being performed under the actual network conditions; that
is, the real time network parameters [26]. Hence, monitor-
ing a user’s network would create a common matrix, which
we refer to as Environment Profile.

Such a testing of the entire spectrum of conditions leads
to the effective evaluation of IDSs. The results from the test-
ing is provided to the Fuzzy Logic Evaluation Framework.
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An IDS is given a ranking depending upon its performance
in the testing scenarios, viz., Non-Environmental and Envi-
ronmental based testing scenarios.

The flexibility in TIDeS’ architecture is due to its main
components, the Handler, the Virtual Machine Emula-
tor, the Launcher, the Environment Profile Generator, the
Scripts and the Evaluation Framework.

A short description of the different parts of the frame-
work has been defined in this section. The next subsections
describe the components in a greater detail. The Handler in-
terfaces with other components of the testbed. The Virtual
Machine emulator maps the entire network onto a single
computer. The Launcher launches the traffic by controlling
the modules, namely agents, that generate the traffic on the
network. Environment Profile Generator is used to gener-
ate the environmental traffic patterns of the user’s network.
Scripts are used to generate legitimate and illegitimate traf-
fic on the network. The Evaluation Framework consists of
the mathematical model that evaluates the effectiveness of
an IDS using Fuzzy Logic.

3.1. Handler

The handler is the main controller and is an interface to
the testbed. The handler has the capability of monitoring
the tests, apart form interfacing with the other components
of the testbed. Figure 2 shows the handler launching legiti-
mate traffic, with the duration of test being 30 minutes and
a network load of 100 kilobytes.

Handler, interfacing with the launcher which in turn in-
terfaces with agents, provides a scalable system in terms
of the testing conditions. Agents are the software modules
that perform the task of launching the traffic after receiving
control signals from a launcher. As shown in the Figure 2,
Agents shown can be modified to add or remove different
scripts.
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Figure 2. The Handler

The interface shown is also capable of selecting the envi-
ronment profile and sending control signals to agents. Apart

from these, the handler is portable to various operating sys-
tems, thus increasing scalability.

3.2. Virtual Machine Emulator

For testing an IDS, a testbed should appropriately cre-
ate traffic sessions originating from different IP addresses.
However, creating such an architecture would require enor-
mous requirements in terms of computers and is a physical
constraint to implement an entire network. A compromise
on the number of computers would have to be made because
of the cost constraints. A solution to this problem would be
to create virtual machines on a single physical computer.

The Virtual Machine Emulator emulates numerous vir-
tual machines with unique IP addresses on a single physical
machine, thus creating an effect of a virtual network. This
component also has the capability to emulating routers and
each Virtual Machine can have a different Operating Sys-
tem.

3.3. Launcher

L]
==

MachinT with IDS

Communication to Virtual IP on a
predetermined port ‘

A J
Agent Virtual Machine
L) L]
[ ER= [ 1J ol
Handler and Virtual Machine
Evaluator Emulator
Traffic Script Scripts / Traffic
‘ Traffic Launcher ‘ ‘ Handler ‘ Generator Profile

Figure 3. The communication for architecture
for launching traffic in the Testbed

The traffic is generated by the Launcher when a control
signal is received from the handler through the Agent and
then the Virtual Machine Emulator as shown in Figure 3.
The Launcher in turn activates the scripts that generate traf-
fic. The scripts interface with the various services with the
computer on which the IDS installed and tested.

The Launcher can launch an environment profile as de-
scribed in subsection 3.4. The handler activates the launcher
which in turn activates the environment profile. By access-
ing the different services, the scripts create the traffic on the
network.

Figure 3 shows how the communication architecture of
TIDeS is organized. The Handler as indicated in subsec-
tion 3.1 activates the agents. These Agents load the environ-
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mental profiles or the traffic scripts. These control signals
activate the Virtual Machine Emulator subsection 3.2. The
control is then passed onto the scripts. The scripts generate
the network traffic.

3.4. Environment Profile generator

To test an IDS, real-time traffic analysis is required. The
environment where a system is installed determines the per-
formance of the system [25]. As suggested, testing an IDS
with a standard benchmark would not be an ideal solution.
For instance, an IDS working in a home environment would
not be an ideal IDS working on a university network.

TIDeS has an important feature of letting the user config-
ure the amount of legitimate and illegitimate traffic that is to
flow through the network. This flexibility allows mapping
the traffic on the users’ network onto the TIDeS testbed for
traffic simulation.

The environment profile is generated from the real-time
conditions by analyzing networks. The Environment Profile
is exported to the machine that hosts the Virtual Machine
Emulator. These requests are used to create traffic on the
network. The traffic generator generates different environ-
ment profiles for each of the IP address. Hence, effectively
all the sub-profiles constitute the entire Environment pro-
file.

Figure 4 and Figure 5 illustrate the mechanism to cre-
ate an environment profile. Figure 4 shows the process of
separating the various IP addresses from a particular server
dump. Given server dumps from n servers, the parser pro-
gram parsers these dumps and creates virtual profiles for
individual IP addresses. Figure 5 shows the process of com-
bining the various generated individual files for a virtual IP

address.
——  Virtual Profile 1a
\{ Virtual Profile 1b

Server 1 Dump  [—»| Parser

Virtual Profile 1n

Figure 4. Creation of Environment Profile -
separating data logs of a server

Listed below are the Environment Profiles that are
present with the TIDeS framework.

1. University Environment Profile
2. Stand-alone Environment Profile

3. Home Environment Profile

Virtual Profile 1a

Virtual Profile 1a
Virtual Profile 1a

Figure 5. Creation an Environment Profile -
combining various server logs

. Combined Virtual
Combine X
Profile 1a

3.4.1. Protocols monitored. IDS detection capabilities
vary depending upon the amount of background traffic
present as shown in by [19]. There are a variety of proto-
cols on the Internet and more are added by the day. Some of
the most popular ones have been used to formulate the En-
vironment profile of the system, as these are the backbone
protocols of the Internet.

The TIDeS testbed has the capability to add new proto-
cols. The default protocols with TIDeS are HTTP, SMTP,
POP3, TELNET, FTP and SSH. The subsection 3.5.1 dis-
cusses the use of default protocols that were used in the
evaluation, in more detail.

Similar work has been performed for HTTP [9, 34] and
also for mail server protocols, SMTP and POP3 [6].

3.4.2. Capturing schema and Environment Profile. The
data was captured for a period of 7 days each over a period
of 24 hours. The data captured was the connection requests
by the machines.

University Environment Profile The details of the four
servers are given below:
Server 1 is a server that accepts HTTP connections. Server

HTTP
700

600
500
“;‘;400
e 300
ém 1 I||1IJ.|I|l|l I

100

18:41:0
19:08:4
19:37:4
20:06:2
AR B
21:02:5

Figure 6. HTTP Connections to server 1 Work-
ing Day

2 is an interactive server that accepts SSH, TELNET and
FTP connections. Server 3 is one of the two mail servers.
It accepts SMTP connections. Server 4 is the other mail
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servers, and accepts POP and IMAP connections. Both the
mail servers also accept SSH connections from the man-
agement staff, but not from the general users. These four
servers are used in a university ‘s network. The amount of
connections and the timing of the connections were stud-
ied over considerable time. The servers had been inopera-
tive for a few minutes everyday, early in the morning, for
maintenance. The servers were working for ‘working day’
period in a day, which includes the few minutes of main-
tenance. These servers run on Sun Solaris OS which has
Snoop as a packet capturing application developed by Sun
Microsystems.

Home Environment Profile The Home Environment
Profile is generated by monitoring a Home system. Typi-
cally, these systems are exposed to many attacks from the
Internet for the short duration they are exposed to the Inter-
net. Home users typically connect using their modems and
are connected to the Internet with a slow connection, usu-
ally 56kbps. At these rates, the systems cannot handle high
throughput and hence a different scenario for evaluation.

This profile need not be monitored for a longer period of
time as these systems connect to the Internet for approxi-
mately an hour or two at the maximum and connect during
different times of the day depending upon usage.

The connections and the data throughput was measured
for a 3-hour period at a home environment computer that
was connected to the Internet.

Stand-alone Environment Profile The Stand-alone En-
vironment Profile is generated by monitoring a Stand-alone
system, that is connected to the system and is not discon-
nected from the system for long periods of time and is not
normally shut down.

Connected to broadband, these machines are not only
vulnerable to attacks from the Internet, because of their high
speed connectivity, but also from insider attacks the organi-
zation.

This Environment profile has also been monitored for
over 24 hours a day for 7 days a week and a profile is
drafted.

3.4.3. Virtual Environment Profile. The traffic to a com-
puter system comes from many sources of the Internet. To
effectively evaluate the IDS, the TIDeS testbed has to gener-
ate an accurate model of the various network sources. This
requires a vast infrastructure. An alternate idea is to have a
Virtual Machine Emulator that emulates different machines
running different operating systems on the same machine.
The virtual network setup has to be created including
routers to other network components. This would enable

testing the IDS with traffic emanating from different IP ad-
dresses. To achieve this, a popular system called as Honeyd
[30, 35] has been used.

Honeyd is a popular Honeypot [35]. Honeypots cre-
ate virtual network to study the process of hacking by the
hacker community. All traffic coming for various non-
existent computers in network are created using Honeyd.
Honeyd interacts with the hacker as though there is a real
physical computer with an IP addresses and an Operating
System.

3.4.4. Honeyd used in TIDeS. Honeyd is typically a sys-
tem that is used to monitor hacker activities. Honeyd has
been used in a novel use in the TIDeS setup. With the help
of Honeyd IP addresses are generated.

Handler sends a setup signal to the virtual IP address on
a predetermined port. Honeyd receives this information and
initializes of a particular Environment profile. The environ-
ment profile would then provides requests to the computer
or network that is to be tested. The traffic is generated until
the environment profile is exhausted or a stop request from
the handler.

Figure 1 shows a configuration from the handler with
Honeyd on the Virtual Machine Emulator (VME). An en-
vironment profile server runs. As and when there is a con-
nection to it for a particular IP address, the VME starts by
launching the requests. Each of the different IP address run
a different environment profile script. Virtual Machine Em-
ulator module has been an important module to the TIDeS
as it allows a mapping to a large number of IP address, from
a single physical computer, for testing purposes.

3.5. Scripts

The detection capabilities of an IDS vary differently in
different traffic conditions. Different statistical throughput,
delay or even the order of requests for traffic introduces
changes in the detection capabilities of the IDS. Hence to
test IDS for its true capability, there is always a requirement
for generating authentic “real-time” scenarios.

The real-time scenarios are created, by automated
scripts, by the different environment profiles. These scripts
interact with different servers having services installed
on them. TIDeS, with its plug-and-play architecture, al-
lows traffic protocols to be incorporated into the evaluation
framework.

The Scripts are operating system independent and are ac-
tivated by a launcher as shown in figure 3. The scripts con-
nect to the server and interact with these services on the
server. There are 6 legitimate traffic scripts and approxi-
mately 40 attack scripts.

An IDS’s capabilities are dependent on the number of
times the IDS correctly distinguish an illegitimate traffic
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Attack Service Network Condition | % of the Network load/Error rate
Passguess POP3 protocol Very Low 0-20

Apache2 Apache webserver Low 20-40

Back Apache webserver Medium 40-60

CrashlIS IIS webserver High 60-80

DOSnuke NetBIOS - Windows machine Very High 80-100

Imapd IMAP server

Land Older TCP/IP implementations . .

Mailbomb SMTP protocol Tabl_e 2. Network conditions and their range
Processtable SMTP protocol setting.

SSHProcesstable SSH protocol

Teardrop Older TCP/IP implementations

Crashpentium Pentium hardware 3.5.2. Illegitimate traffic. Illegitimate traffic scripts create
Curld FTP protocol attacks on the network. TIDeS has about 40 attack scripts
Stacheldraht toolkit | DDOS - 4 different types incorporated into it. And again, because of a plug and play

DDOS

Scans for ports
Scans for ports
Scans for ports

Trinoo Toolkit
Vanilla portscan
Stealth portscan
Half-open portscan

UDP portscan Scans for ports
FTP bounce attack | FTP attack
PingSweep ICMP protocol
Fingerprinting ICMP protocol
Xdestroy X-server

Xkey X-server
Xscan X-server
Xsnoop X-server
Xtester X-server
Xwatchwindow X-server

Table 1. Default attack scripts present with
TIDeS

from the background traffic. Many ratios to calculate the
capabilities of the system have been proposed in the frame-
work in section 3.6.

The subsections below indicate the different legitimate
and illegitimate traffic that are incorporated into the TIDeS
framework.

3.5.1. Legitimate traffic. Legitimate traffic is used to gen-
erate the different background traffic to test the IDS. The
default protocols that were monitored in subsection 3.4.1
were used to create the traffic on the network. TIDeS has
incorporated about 6 legitimate protocols into it, namely,
HTTP protocol, SMTP protocol, POP protocol, SSH proto-
col, FTP protocol and TELNET protocol.

TIDeS has been built as a plug-and-play system and
hence new traffic can be incorporated into the system. All
that needs to be done is to create script for the protocol and
have the service present on the system to be tested upon.

architecture, new attack scripts can be easily included into
the architecture.

The illegitimate traffic scripts that are with the TIDeS ar-
chitecture is shown in Table 1. Some of the attacks that are
presented are directed towards the mail servers. Also some
of Distributed Denial Of Service attacks have been included
[14]. Some of the novel ways have been suggested [10, 31]
others are Windows based attacks [21]. Trinoo [15], the
popular toolkit has been included. Trinoo performs 4 types
of Distributed Denial of Service attacks(DDOS). Stachel-
draht [16], another DDOS tool, has been included too.

3.6. Evaluation framework

NFR security systems [32], Air Force Evaluations [8]
and, other organizations [3], have mentioned problems with
the IDS benchmarks and have laid out guidelines to effec-
tively test an IDS. Most recently, NIST [26] has proposed
new standards for creating a testbed and has recommenda-
tions for the design of testbeds.

The TIDeS evaluation framework has many parameters
that are used to evaluate IDS. Depth, defined as number of
attacks detected by the system to the total number of known
attacks; breadth, defined as the number of unknown attacks
to the attacks detected that fall outside the framework of
the system’s attack database; false alarms, performance un-
der stress, reliability and accuracy of detecting individual
attacks are few of the parameters.

The evaluation is based on error rate and network load
parameters. The decision making process is based on the
concepts of fuzzy logic and fuzzy rules. The fuzzy logic
sets are shown in Table 2. The evaluations involved in the
performance evaluation are performed with the help of per-
centages of false positives, false negatives, and cumulative
false alarms. Figure 8 explains the fuzzy rules and the map-
ping of the fuzzy set.

Apart from this, the evaluation depend upon Stress test,
Consistency and Reliability test and Accuracy test. Table 3
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Very Low | Low Medium High Very High
Very Low | Good Good Good Excellent | Excellent
Low Average Average Good Excellent | Excellent
Medium Poor Poor Average Average | Good
High Very Poor | Very Poor | Poor Average | Poor
Very High | Very Poor | Very Poor | Very Poor | Poor Poor

Table 3. The Fuzzy evaluation rules
mRN
) VL L M H VH

Machine with IDS 7

_ -

(SERETR,

irtual Machine Emulator

-~
Parser ‘

Handler and Evaluator

Launcher attack Comparator
List P

‘ Client ‘ ‘

Evaluation
Statistics

Figure 7. Communication architecture for
finding false positives and false negatives

describes the rules for the evaluations.

Figure 9 shows the TIDeS with the evaluator. It can be
seen from the figure that the testbed, through of Agents,
Handler generates network traffic. The traffic generated
from the launcher and the IDS outputs are compared by the
evaluator. The evaluator helps determine the performance
of an IDS. Other taxonomies [2, 13] give suggestions for
evaluation metrics for IDS along the guidelines suggested
in [17]. These classes are:

e Managerial and Architectural Metrics

e Performance Metrics

e Analytical Metrics

e Interactivity Metrics
3.6.1. Managerial and Architectural Metrics. These met-
rics evaluate the architectural efficiency of an IDS. These

are subjective measurement criterion requiring user evalua-
tion. These metrics are:

e Distributed Management: Determines the distribution
capabilities among different analyzers. It is used to
determine the extent an IDS supports distributed man-
agement.

Legend

VL: Very Low
L: Low

M: Medium

H: High

VH: Very High

Membership

0 20 40 60 80  Network Load

Figure 8. The Fuzzy Rules and the mapping
of the fuzzy set

Handler

Target Systems

Evaluator

Figure 9. The Testbed with Evaluator

e Configuration Difficulty: The ease with which the IDS
can be installed and configured by the user. How well
a user understands the deployment of an IDS would
enable a correct deployment of the IDS.

e FEase of Policy and License Management: The ease of
setting security and intrusion detection policies as well
as the difficulty in obtaining, updating and extending
licences.

e Availability of Updates: The availability and cost of
updates of signature and/or behavior profiles as well
as the availability and cost of product upgrades.
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Adjustable Sensitivity: The ease of altering the sensi-
tivity of IDS at various times and for different envi-
ronments in order to achieve a balance between false
positive and false negative error rates.

Data Storage Capacity Needed: The amount of disk
space consumed for storing the signature profiles, logs
and other application data.

Scalable Load Balancing: The performance of load-
balancers and its effects. It measures the ability of an
IDS to partition traffic into independent, balanced sen-
sor loads, and the ability of load-balancing subprocess
to scale upwards and downwards.

Multiple Sensor Support: The cardinality of sensors
supported.

IP Fragment vs Stream Reassembly: According to
[32], it is necessary of IDS today to do reassembly
and defines three important reassembly-related activ-
ities that an IDS can perform, namely defragmenting,
reordering and stream reassembly'. An IDS that does
not perform reassembly can easily miss an attack that
has been artificially fragmented and transmitted out of
order. This parameter, however, is difficult to evalu-
ate as it is difficult to extract details from the vendors
pertaining to the criteria used in reassembling the TCP
streams.

e State Tracking: This is yet another critical subjective
metric as it works effectively to reduce false positives.
A network IDS that performs state tracking will know
what sessions the target sees and will not raise alerts on
traffic that the target would discard as invalid. This is
useful in hardening the NIDS against storms of random
traffic used to confuse it. It also means that the IDS
will be able to keep accurate information of TCP ses-
sion start-up times, the client-server relationship, and
amounts of data transferred in either direction.

3.6.2. Performance Metrics. These metrics measure and
evaluate the parameters that impact the performance of the
IDS. They measure the ability of an IDS to perform a partic-
ular job and to fit within the performance constraints of the
monitored system. We use the Fuzzy-Logic based evalua-
tion framework for these metrics. The performance metrics
considered are:

e Observed False Positive Ratio: This is the ratio of
alarms wrongly raised by the IDS to the total number
of transactions. Considering ‘D’ to be the set of IDS

IThe process of combining multiple TCP segments so that they repre-
sent a complete stream of data as the target system received it.

detected intrusions and ‘A’ to be the set of actual intru-
sions, with “I” being the total transactions, the False
Positive Ratio is given by

D—-(DNA
D~ (D1 4) 0
T
The mathematical equation for this is:
Num.of FP x 100
/ (@)

TotalTransactions

e Fualse Negative Ratio: This is the ratio of actual attacks
that are not detected by the IDS to the total number of
transactions. This is given by

A= (D = (An D))

(3)
|A]
where the terms A, D and T are the same as in 1.
Mathematically:
Num.of FN x 100
4

Total AttackTransactions Launched

where Num. of FN is calculated as

noF' N = Total Attacks — TotalTruePositives?
&)

o Cumulative False Alarm Rate: The weighted average
of False Positive and False Negative ratios.

e Induced Traffic Latency: Given by the delay measured
in the arrival of the packets at the target network in the
presence and absence of an IDS.

o Stress Handling and Point of Breakdown: The point of
breakdown of an IDS is defined as the level of network
or host traffic that results in a shutdown or malfunc-
tion of IDS. It is measured as packets/sec or number of
simultaneous TCP streams.

o IDS Throughput: This is defined as the observed level
of traffic up to which the IDS performs without drop-
ping any packets.

3.6.3. Analytical Metrics. The metrics considered in this
class are as follows:

e Depth and Breadth of System’s Detection Capability:
The depth of the IDS’ detection capability is defined as
the number of attack signature patterns and/or behav-
ior models known to it. The breadth of the system’s
detection capability is given by the number of attacks
and intrusions recognized by the IDS that lie outside
its knowledge domain.

2A true positive is when an attack is successfully detected by the IDS
given by total alarms raised by the IDS - num. of FP
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e Reliability of Attack Detection: This is defined as the
ratio of false positives to total alarms raised. Reliabil-
ity of attack detection is given by:

|D - (AN D)|
> (®)
Mathematically:
Num.of FP x 100
/ )

Total AlarmsRatsed

e Possibility of Attack: This is defined as the ratio of
false negatives to true negatives >. Possibility of attack

is given by
A= (D = (AN D)))| ®)
T — DI
Mathematically:
Num.of FN x 100
/ ©)

TotalTransactionsPassedbythel DS

where Total Transaction Passes by the IDS is given by
Total Trans. Passed =
Total Transactions Launched - Total Alarms Raised

e Consistency: This is given by the variation in the per-
formance (false positive and false negative measure-
ment) of an IDS under varying network load and traffic
environments.

e Error Reporting and Recovery: The extent of event no-
tification and logging. This is again a subjective crite-
ria requiring user discretion.

3.6.4. Interactivity Metrics. These are again a set of sub-
jective metrics demanding user analysis. These metrics are:

e Firewall Interaction: Ability to interact with the Fire-
wall systems.

e Router Interaction: Degree to which an IDS interacts
with the router and redirects attacker’s traffic to a Hon-

eypot.

e SNMP interaction: Ability of an IDS to send an SNMP
trap to one or more network devices in response to a
detected attack.

e User friendliness: The ease to set up and configure an
IDS in users’ environment.

3 A true negative is when a non-attack packet is allowed to pass through
by the IDS

4. Fuzzy Logic and its use in IDS evaluation

The evaluation of Intrusion Detection Systems is inher-
ently complex and non-linear in nature. The dependency
of the IDS on the operating environment makes it impor-
tant for us to have a flexible and yet unbiased evaluation
framework. Fuzzy systems come in handy in designing
such applications as they combine the high level flexibil-
ity and knowledge representation of conventional decision
support and expert systems with the power and analytical
depth of natural computing paradigms [11]. Their proven
ability as universal approximators coupled with their abil-
ity to handle complex, non-linear, and often noisy systems
with a minimum set of rules makes them a powerful tool in
design and construction of intelligent, information decision
support systems.

Among the basic concepts that underlie human under-
standing, three stand out in importance: granularization
(partitioning of whole into parts), organization (integration
of parts into a whole) and causation (association of causes
with effects). A granule may be viewed as a clump of
points (objects) drawn together by indistinguishability, sim-
ilarity, or functionality. Modes of Information Granulation
(IG), in which granules are crisp, play an important role in
many theories, methods and techniques like interval anal-
ysis, quantization, rough set theory and qualitative process
theory. These theories do not reflect is that human reason-
ing and concept formation granules are fuzzy, as are their
attributes and their attribute values. Fuzzy IG, on the other
hand, plays a pivotal role in the remarkable human ability to
make rational decisions in an environment of partial knowl-
edge, partial certainty, and partial truth. Fuzzy logic pro-
vides machinery for dealing with fuzzy information granu-
lation in ways that parallel human reasoning and decision-
making process.

The generalization of two-valued logic leads to multi-
valued logic and parts of fuzzy logic. Any theory, method,
technique or problem may be fuzzified by replacing the con-
cept of a crisp set with that of a fuzzy set. Similarly, any
theory, method, technique or problem can be granulated by
partitioning variables, functions and relations into granules.

4.1. Fuzzy Logic basics

A fuzzy set has been defined as a collection of objects
with membership values between 0, a complete exclusion,
and 1, a complete membership. The membership values
express the degrees to which each object is compatible with
the properties or features distinctive to the collection [29].

Fuzzy sets and fuzzy logic have become one of the
emerging areas in contemporary technologies of informa-
tion processing. Fuzzy sets involve capturing, representing
and working with linguistic notations - objects with unclear
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boundaries.

A fuzzy set is characterized by a membership function
mapping the elements of a domain, space, or universe of
discourse X to the unit interval [0, 1] [22]. That is,

A: X —0,1]

Thus , a fuzzy set A in X may be represented as a set of
ordered pairs of a generic element x € X and its grade of
membership:

A= (2. pa@))e € X).

14 1s the membership function associated with the fuzzy
set A. The value of the function denoted as 114 (x) describes
the degree of membership of x in A.

Fuzzy systems are knowledge-based or rule-based sys-
tems [36] at the heart of which is a knowledge-base sys-
tem consisting of the so-called fuzzy IF-THEN rules. A
fuzzy IF-THEN rule is an IF-THEN statement in which
some words are characterized by continuous membership
functions. For example, the following is a fuzzy IF-THEN
rule:

IF the false alarm rate of the IDS is high,

THENlesserscoreisawardedtothel DS. (10)

where the words ‘high’ and ‘less’ are characterized by the
membership functions shown in figure 10.

Figure 10 illustrates membership function for ‘high’,
where the horizontal axis represents the false alarm rate
of an IDS and the vertical axis represents the membership
value for high and Membership function for ‘less’, where
the horizontal axis represents the points awarded to IDS per-
formance and the vertical axis represents the membership
value for less.

Membership

Less High

Predictor

Figure 10. Membership function for ‘High’ and
‘Less’

The starting point of constructing a fuzzy system is to
obtain a collection of fuzzy IF-THEN rules from human ex-
perts or based on domain knowledge. The next step is to

combine these rules into a single system. Different fuzzy
systems use different principles for this combination.

4.2. Fuzzy Logic with IDS

In the measurement of the IDS capabilities, numerous
parameters and evaluation metrics to be considered. The
impact of an IDS’ accuracy is organization specific. Some
organizations may have high tolerance of false positives be-
cause staff and time availability to investigate them, while
other organizations would rather have a system that misses
some attacks as long as it doesn’t raise many false alarms.

Consequently, the user would like to have a test com-
bine the false positive/false negative information into a sin-
gle synthetic value and grade the performance over a rigid
evaluation framework. A flexible and unbiased framework
in evaluating the performance of various IDS. A static linear
mathematical formula-based model may not provide the re-
quired flexibility and may not encompass the organization
requirement criteria. Fuzzy logic, on the other hand, pro-
vides a simple non-linear logical solution to such problems
that is flexible and that easily encompasses the organiza-
tional IDS constraints. It provides engineers the decision
making tool that parallels human reasoning.

The Fuzzy set approach starts off by encapsulating all
available domain knowledge and organizing it into a man-
ageable format. A collection of ‘IF-THEN’ rules forms a
suitable control and decision making protocol. Most impor-
tantly, these rules include linguistic terms as in equation 10
that are inherently associated with the generalization aspect.
Because of the assumed generality, the same protocol (un-
derlying control and decision making philosophy) can be
used successfully in a broad spectrum of IDS evaluation sit-
uations, once the linguistic terms have been sensibly cali-
brated. For example, the term heavy network load means
something different during the peak hours of work in a lab
in a university than at a highly protected private govern-
ment networks. The context is of paramount importance,
and fuzzy sets are ready to cope with this conceptual chal-
lenge.

4.3. Fuzzy Sets and its Membership values

Selection of linguistic variables and its constraints and
calibrating it to perfection is the key for building a good
fuzzy-logic based decision making framework. An advan-
tage of using fuzzy logic is that we can use the same lin-
guistic terms and sets for different metrics and recalibrate
the set constraints for different traffic profiles and organiza-
tions. This flexibility is extremely important in the evalua-
tion of systems as complex as the Intrusion Detection Sys-
tems. It allows us to use a single framework for a variety of
IDS evaluation situations.
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Keeping this reusability in mind, we have defined
generic fuzzy linguistic terms and have calibrated the set
constraints on the scale of 0 to 100. The linguistic variables
defined for the input in Figure 11 variables are defined in
Table 2.

Legend

VL: Very Low
L: Low

M: Medium

H: High

VH: Very High

Membership

0 20 40 60 80  Network Load
Figure 11. Fuzzy sets for input variables like
network load

The set variables can be used to represent various pa-
rameters like network load, false positives, false negatives,
cumulative false alarm rates etc,. The set constraints can be
calibrated differently for different organizations and traffic
requirements. The output of the Fuzzy system can also be
modelled on the same Fuzzy sets or can also be change as
per the user requirements.

5. IDS testing and evaluation

The testing of IDS proceeds in TIDeS is through var-
ious different grading strategies. The metrics developed
in subsection 3.6 included different metrics including the
Managerial and Architectural Metrics, Performance Met-
rics, Analytical Metrics and Interactivity Metrics. Some of
these Metrics that are defined are subjective and depend on
the user inputs. The non-subjective metrics require testing
and hence the various tests needs to be incorporated into the
system.

5.1. The Evaluator

The evaluator performs the grading of an IDS depending
on the results of the tests that are performed on the IDS. The
results from the test program * and the IDS are fed to the
evaluator which then grades the performance of the system.
There are two crucial elements that the evaluator considers
for grading:

4indicating the traffic type launched onto the network and the number
of such transactions

e Error Rate (False Positives and False Negatives)
e Network Load

The grading is based on various comparisons between
the error rates and network load. The basic decision making
process is based on the concepts of fuzzy logic and fuzzy
rules. The network load and error rates are classified into
various fuzzy category sets as described in Figure 11.

The tests are carried at various levels, testing the differ-
ent aspects of the IDS performance. The tests start at a very
low network load and proceed to the overflowing point and
the system is thereby tested for its performance at varying
levels of network load.

5.2. Basic tests

Below is outlined a brief sketch of the possible tests and
its corresponding evaluation scheme.

o Test I: Testing for False Alarms

— Case I: False Positives

Only the attack traffic is launched and is directed
towards the system in an isolated test network
starting at very low network load range. The Net-
work load is measured as the percent of total net-
work bandwidth occupied by the traffic. The %
false positive alarms are measured as per Equa-
tion 1. Mapping the %FP and average network
loads during the testing phase, onto their respec-
tive fuzzy sets and obtain their membership in the
corresponding set. During the period of test, the
network load would be fluctuating between the
minimum and maximum range values. The net-
work load input is therefore the average network
load experienced during the test period. The test-
ing is carried on until the system breaks down
and falls into the poor or the very poor category.
The value of the test determines the false positive
membership of the system.

— Case 2: False Negatives
A similar process process is repeated for false
negatives with only legitimate traffic launched at
the IDS. The amount of traffic predicted as at-
tacks now become the false negatives. Similar
calculations are made for false negatives giving
us the output false negative performance set.

— Case 3: Cumulative False Alarms
The output sets obtained in the above tests are fed
back to the fuzzy evaluator to obtain a cumulative
performance report for the system. This process
is known as forward chaining, where the fuzzy
result of one test is forwarded for further evalua-
tion. The evaluation process would be similar to
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the above discussed method, giving us a precise
grade for the system’s error rate performance on
a fuzzy scale.

e Test 2: Testing Performance Under Stress

From the tests performed in the previous scenario, a
plot of graph of % error v.s. network load is made. The
deterioration in the performance of the system yields
the stress analysis.

e Test 3: Consistency and Reliability

— Case I: Error consistency test: The test is similar
to test 1. However, the network traffic is a mix-
ture of legitimate as well as attack traffic. The
Yoerror in this case is measured as follows:

(%FP + %FN) x 100

% Error =
° totaltransactions

(11

Similar to test 1, we have the performance of
the IDS tested at various network loads and its
consistency checked against the results of test 1.
A reliable IDS would be the one with consistent
performance. The extent of reliability would be
obtained by forward chaining the results of test 1
and test 3 to the evaluator.

Besides error consistency, we also measure the
ratio of %FP to %FN and the possibility of at-
tack given by

Percentage possibility of Attack =

%FN x 100

totaltransactionspassed

(12)

— Case 2: Consistency over period of time:
Launching a mixed traffic mix at various times
over the period of a day, week or month and an
analysis of the consistency in the IDS result is
measured.

o Test 4: Testing with Environment Traffic Profiles In
this test, an organizational environment is simulated
using an environment profile. Capturing schema is
explained in the section. During the test, the traffic
launching is modelled in a way to simulate the exact
pattern of traffic as was observed during the data gath-
ering phase. The purpose of including this provision
is to have the IDS tested in an almost real-time envi-
ronment with real-time traffic generated by the testbed.
The IDS is evaluated for all the metrics and compari-
son is made between the real-time environment results
and the simulated environment result.

5.3. Other tests and final assessment

e Depth test:
Theoretical Depth: This is the number of attacks
known to the IDS opposed to total number of known
attacks.
Practical Depth: This is the number of attacks actually
detected by the IDS.

e Breadth test: This is given by the number of attacks
detected by the IDS that are unknown to it.

Final assessment is made based upon the results of all the
tests performed. Either taking the average of all the results
obtained or using the forward-chaining mechanism, an final
assessment of an IDS can be made.

6. Results

Various quantitative analysis is performed on the IDS
during the testing phase with the TIDeS framework. These
quantitative values are fed to the evaluation framework that
performs the fuzzy evaluations of the systems. However
currently, IDS do not have a standard method of displaying
alerts. This remains a serious flaw in the IDS output format
as they do not conform to a similar alert messages.

There are efforts to get a common signature for IDS out-
put formats into XML format to determine various attacks
and their time stamp. IDMEF, a common messaging for-
mat being proposed by Intrusion Detection Working Group
[12], is an effort towards this direction. However, the effort
is in very primitive stages. Many IDSs have not adopted
these standards. Some IDSs were taking steps towards this
direction, at the time of writing of this paper. However, the
process of creating a common platform for all the alerts for
all IDSs needs to accelerated.

A preliminary analysis has however been performed un-
der these constraints, by approximating the alert time and
the time of launching the attack on the network.

The preliminary results shown below, are performed
where there are alerts generated by an IDS when there was
no illegitimate traffic launched on the network. The evalua-
tions were performed on the working of an well-known IDS.
The testing launched 897 legitimate traffic transactions. The
number of attacks that were detected were 170 under a net-
work load of 10% of a T1 LAN conditions. This indicates a
18.5% error in the detection capabilities.

Figure 12 shows the various fuzzy set evaluation for %FP
(False Positives) for the test phase 1 for All-legitimate traf-
fic. The evaluator also performs evaluations for %FN (False
Negatives), %Network Load, % Error and % attack possi-
bility. The same is performed for all the different testing
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phases. The overall performance will give the complete per-
formance of the system. For the fuzzy sets indicated in Fig-
ure 11, the evaluations indicate a 41.8% False positive error
and 58.1% as the error score.

FSM graph for %FP

0 20 40 60 80

Figure 12. The Fuzzy Sets evaluations for
Phase 1

However, as mentioned before, IDSs available need to
have a common IDS output format. Further testing of vari-
ous IDSs depend upon a step towards the IDMEF by these
IDS. Even if some of the IDSs do not conform to such a
methodology, a complete testing of the IDSs in the market
would not be possible, unless the IDS outputs are evaluated
manually by a large group of personnel. Provisions with
the evaluator allow the manual feed of the false alarms and
evaluate the IDS.

7. Conclusion and future work

The development of traffic profiles and the evaluation
framework allows TIDeS to be built to evaluate systems in
the users environment. Moreover, since TIDeS has been
built in a plug and play architecture, the user can easily in-
troduce or remove scripts depending on users’ environment.
The TIDeS system consists of approximately 40 illegitimate
scripts and has 6 legitimate traffic scripts. As more proto-
cols and attacks are being discovered, more legitimate and
illegitimate scripts will be added to the system.

Fuzzy Logic has been used to evaluate an IDS. These
technique of evaluation allows a set of values to be mapped
onto the performance of a system. Lingual terms are
mapped onto values in the system with the help of this fuzzy
logic evaluation schema.

However, the testing of the systems have been impeded
by the fact that the output of the IDS are not conforming to a
standard format. There is a move towards a standard output
using IDMEF. The process of checking the signature using

IDMEF, which converts the output of a system into XML
format, has to be tested with TIDeS.

As many attacks are being discovered everyday, more il-
legitimate traffic scripts need to be added into the system.
The second direction towards the future work is to incorpo-
rate more scripts into the system. As the system is plug and
play format, the executable scripts can be simply plugged
into the system. Attacks mentioned in [27, 28] can be im-
plemented to increase the attack set. Apart from these, at-
tacks that can be launched as a process of integrating the
SMTP protocol with MTA agents [5] and some ICMP pro-
tocol based legitimate and illegitimate scripts can be imple-
mented [4]. These are presently very important as ICMP is
emerging as a widely used protocol.

Another important direction of future work, is the en-
vironment profiles wherein the simulation is performed by
capturing data from the users’ network. More data is to be
collected to get an average over time to average the effect
of background noise. Adding more Environment Profiles to
the system into the standard traffic profiles will allow the
user to test the IDS with the system that might very closely
resemble users’ environment, in case, the user does not wish
to capture data on the network. The TIDeS can be scalable
to more accurately model the environment profiles by set-
ting up victim and normal machines.
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