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Abstract. An one-way hash chain generated by the iterative use of a
one-way hash function on a secret value has recently been widely em-
ployed to develop many practical cryptographic solutions, especially elec-
tronic micropayment schemes. In this paper, we propose a new concept
called a weighted one-way hash chain. We then proceed to use the new
concept to improve in a significant way the performance of micropayment
schemes. We also show that the proposed technique is especially useful in
implementing micropayment on a resource restrained computing device
such as a hand-held computer.

Keywords: Cryptography, Electronic commerce, Micropayment, One-way
hash chain, Portable computing device.

1 Introduction

Internet micropayment schemes have received growing attention recently, largely
due to the fact that these schemes exhibit the potential of being embedded in
numerous Internet based applications. As a special type of electronic payments
[1], micropayment schemes allow a customer to transfer to a merchant a sequence
of small amount payments over the computer network in exchange for services
or electronic products from the merchant. With these services or products, often
it is not quite appropriate to pay the total amount of money either in advance or
afterwards. This is particularly true in certain cases where real time bargaining
results in the requirement of a small payment being received and verified by the
merchant. Possible practical applications of the above micropayment model in-
clude digital newspaper [2], on-line journal subscription, on-line database query,



multimedia entertainment over the Internet, and Internet advertisement (say via
lottery tickets [3]). More examples can be found in [3,4]. In addition, accounting
and pricing for Internet services and mobile telecommunication may represent
yet another set of promising applications of micropayments [5-9].

The most notable representatives of micropayment schemes include those
proposed in [3,4, 10-14]. The fundamental cryptographic tool for most of these
payment systems is a one-way hash chain which has been known widely by re-
searchers ever since Lamport first proposed its use in one-time passwords [15, 16].
One-way hash chains have also been extensively employed in the development
of a special class of high-speed signature schemes called the one-time signature
schemes [17-21]. As this class of signature schemes use only one-way functions,
they can be very fast by the use of efficient cryptographic hash functions, rather
than less efficient trap-door one-way functions [22].

Some notations and symbols about a one-way hash chain are reviewed in the
following.

Notation 1 When a function h is iteratively applied r times to an argument
Ty, the result will be denoted as h"™(x,,), that is

R (zn) = h(h(- -~ (h(2n)) - ).
r times

When the function A() in the iteration is instantiated with a one-way hash
function, such as MD5 [23], SHA [24], and HAVAL [25], the result is a one-way
hash chain as shown in Fig. 1. Note that within the chain, each element x; is
computed as h"~*(z,,).

xo = h"(zn) — 21 = h"fl(mn) =y = hl(xn) — T

Fig. 1. One-way hash chain.

2 Review of the PayWord Micropayment Scheme

The PayWord micropayment scheme [4] which is mainly based on the idea of
using a one-way hash chain, will be particularly illustrative in explaining our
ideas on weighted one-way hash chains. In this section we briefly review the
scheme.

Prior to the first transaction taking place between a customer and a mer-
chant, the following preparatory steps need to be carried out.

(1) The customer generates a payment chain as follows:

To €~ Ty € T2 ¢+ = Tp1 < T



where x; = h(z;y1) for i =n—1,n—2,---,1,0, and h() is a cryptographic
one-way hash function. The value z,, is a secret value selected at random by
the customer.

(2) The customer signs, e.g., using RSA [26], on the root zg, together with the
merchant’s identity and other pieces of information (if required):

Signc(Merchant-ID||zg||Cert)

where “Cert” which is used as a proof of credentials, is a digital certificate
issued to the customer by a bank. Note that the signature on xg acts as a
commitment.

(3) The customer then sends

Signc(Merchant-ID||zg||Cert), Merchant-ID, Cert, x
to the merchant.

After completing successfully the above steps between the customer and the
particular merchant, the number z; (i = 1,2,...,n) can now be used as the ith
coin to be paid. When receiving a new coin x; form the customer, the merchant

verifies whether x;_1 ks h(z;). The merchant accepts z; as a valid payment only
if the verification is successful. Note that the merchant can store a valid z; in
place of x;_1.

3 Related Work on Improving Micropayment Schemes

In our view, a good micropayment scheme should be designed in such a way to
meet the requirements of minimizing the computational, storage, and adminis-
trative costs for interactions with the bank. Indeed, many micropayment schemes
that have been developed by various researchers share a simple structure and
acceptable performance with the one-way hash chain described above.

It should also be pointed out that ease of implementation is another fun-
damental requirement of a payment system, especially in such applications as
portable micropayment systems and mobile telecommunication charging schemes
as mentioned earlier. These environments generally involve the use of portable
computing devices which often have limited computing resources, e.g., a small
amount of memory space, a relatively slow CPU, and a short life span of batter-
ies.

In [7], an experimental portable micropayment system based on PayWord [4]
has been reported. From the discussions given in the paper, it becomes clear that
for a general purpose portable device, while a small or moderately large value of
n (call the length of the payment chain) would be acceptable, a larger n can cause
unacceptably lengthy delay in computation. On the other hand, a larger value
of n reduces the required amount of computation for public key based signature
which is actually the essence of developing PayWord-like micropayment schemes.



To solve the above problem with contradicting requirements, a straightfor-
ward alternative of using a larger value of n was suggested in [4,7]. The al-
ternative method allows one to construct different payment chains for different
denominations. This method, however, introduces a new problem in that it com-
plicates the task of implementation and operations (also stated in [7]). The al-
ternative method also requires much more memory space to store the x,,’s (the
random secret) for all the payment chains, and to remember the index of the last
spent coin of each payment chain. Thus, the alternative method does not really
provide satisfactory solutions from the viewpoint of portable devices. Further-
more, we also note that the method complicates the operation of the merchant
and requires the merchant to store the last received coin of each chain from the
customer. For all these difficulties in practice, proposals of this type will not be
considered in the following discussions.

We argue that the development of efficient structures different from a simple
one-way hash chain is necessary for good micropayment schemes, especially for
those to be implemented on a portable computing device. Currently, only very
limited research results on this topic can be found in the literature.

One of such attempts is a structure called PayTree proposed in [27]. While a
PayTree does offer a solution for a multi-merchant environment where a PayTree
can be spent among many different merchants, it has two drawbacks that dis-
courage the use of PayTree in practice. The first drawback is that the customer
needs to store all the leaf nodes (as independent random numbers) of a PayTree.
These leaf nodes represent electronic coins bought by the customer from a bank.
In a practical application, as the number of leaf nodes could be large, the cus-
tomer may need to prepare a large amount of memory space to store all the node
values. The second drawback is that double spending of a coin in the PayTree
scheme cannot be avoided, although it can be detected afterwards. The reason is
simple: the same coin can be paid to many different merchants by the customer.
This drawback complicates greatly the system’s operation.

In a more recent development, the authors of [28] proposed a new tree-based
structure called an unbalanced one-way binary tree (UOBT). A major differ-
ence between UOBT and PayTree is that UOBT facilitates merchant specific
micropayments in a simple way similar to the conventional one-way hash chain
structure. In a scheme based on UOBT, a secret random value is chosen as the
root (very much like the x,, in the one-way hash chain structure). This secret
value is used to construct a tree from the root towards the lower levels in an
unbalanced binary tree, such that given a child node, no parent node can be
derived from the child node. In [28], it was demonstrated that the UOBT ap-
proach can improve the performance of micropayment schemes significantly. An
independent analysis recently carried out by Peirce [29] further confirm that the
UOBT approach is superior to the conventional one-way chain not only from a
theoretical point of view, but also an implementor’s point of view.

The main contribution of this paper is to propose a new technique for im-

proving the performance of micropayments based on one-way hash chains. The
core of the new technique is to assign, in a randomized manner, a different de-



nomination to each coin. An interesting feature of the new technique is that it
complements UOBT [28], and can be combined with the UOBT approach using
two different methods. The first method is straightforward, and it assists the fur-
ther enhancement of the performance of UOBT. This is based on the observation
that although the UOBT constructs a tree instead of a chain, a value in the tree
still stands for a coin in the same way as a value in an ordinary one-way hash
chain. The second method is of special interest in that it enables the spending
of a single UOBT structure among several different merchants, whereby further
enhancing the overall performance of a micropayment system.

4 The Proposed Solution

In a real world application involving a customer and a merchant, it would be
quite possible that the customer is asked to pay several coins a time in order to
obtain services from the merchant. Think of the case of browsing an interesting
web site. Instead of paying fees page by page, it would make more sense for the
customer to pay the overall costs prior to or after viewing all the relevant pages
for a particular topic.

Let us consider the case where the number of coins to be paid, say c, is
assumed to be a random integer selected from [1,¢]. Examining the micropay-
ment schemes (and their implementation) published previously in the literature,
one can see that all these proposals have implicitly assumed that c is a random
integer. Realizing this, some researchers suggest to use different chains for dif-
ferent denominations [4, 7]. While this would certainly improve the performance,
the major aim of this paper is to examine ways on how to further improve, in
a significant way, the performance of a PayWord-like micropayment scheme in
which the customer is asked to pay more than one coin a time to the merchant.
The starting point of our solutions is the use of so-called weighted one-way hash
chains. We show how these weighted chains can be used to provide a far better
alternative to improve the overall performance and implementation of a micro-
payment system.

4.1 The Weighted One-way Hash Chain

With the conventional one-way hash chain approach, typically each coin in a
payment chain is assumed to be worth d cents. When z; is the last spent coin
and ¢ more coins need to be paid to the merchant for a new payment transaction,
the customer computes ;4. = h"=U+9)(z,,) and passes it over to the merchant
as a new coin. The last spent coin is then updated to x4, and j to j+c. Clearly,
the value of each payment will be worth a multiple of d cents. The actual value
of d can be determined at the outset between the customer and the merchant.

In order to improve the performance of micropayment systems based on one-
way hash chains, e.g., the PayWord scheme [4], the following new concept is
introduced and its applications will be examined.



Definition 1 A weighted one-way hash chain {xg, 21,22, ,Tpn_1,Tn}, where
x; = h" " (xy,), consists of a generic one-way hash chain together with a specific
weighting value w; being assigned to each x;.

A possible weighting assignment mechanism is the self-encoding method, i.e.,
to let w; = f(x;) where the function f can be any well defined mapping from a
value x; to a weight w;. For a concrete example, when w; needs to be a random
variable over [1,¢], the function can be defined as

w; = (x; mod t) + 1. (1)
When z; > t, the function can be modified to
w; = ((x; mod 2°) mod t) + 1 (2)

where b > [log, t]. In Eq. (2), w; can be computed with little effort by a binary
arithmetic processor, especially when x; > t and ¢ is not a power of two. Note
that x; generated by a typical cryptographic one-way hash function will have a
value close to 10%°. However, if ¢ is not a power of two, w; obtained from Eq. (1)
will be distributed more uniformly over [1,¢]. As a real example, for t = 6, setting
b=25o0rb=061in Eq. (2) will result in an acceptable w; that is more or less
uniformly distributed over [1, 6].

4.2 Micropayment with Varying Denomination

Based on a weighted one-way hash chain as discussed above, the original Pay-
Word micropayment scheme can be modified as follows. The payment chain
generation process is still the same but the signature part needs some minor
modifications. More specifically, we define

Signc(Merchant-ID||zg ||Other-Info||Cert)

where ‘Other-Info’ describes the parameters ¢ and b and some other necessary
information, e.g., d if it is different for each chain. During the payment process,
the denomination of each coin is determined by its weighting value described in
the previous sub-section.

Suppose that in the ith payment transaction, the customer is required to pay
the merchant ¢;-d cents (where ¢; is an integer between [1, t]), i.e., paying ¢; coins
in the one-way hash chain. Fig. 2 describes the payment procedure performed
by the customer when the weighted one-way hash chain is employed. For each
new payment which costs ¢; - d cents, the customer computes a pair of integers
{z;,e}. If e = 1, x; is the coin value exactly next to the one received by the
merchant in the previous transaction. If e > 1, more than one coin will be spent
and z; is the dominating one, i.e., all other coins are derived from z;.

An additional variable B (it stands for balance) can be defined to further
facilitate the use of a weighted payment chain. The variable B is originally
set to zero and will be modified during a payment transaction. The operations



between Step (2.7) and Step (2.17) are optional. Note that if both ¢; and w;
are random integers over [1,¢], then the variable B will statistically remain in
a limited range [—4d, +4] for most of the time. The parameter § depends mainly
on the value of ¢. From this point of view, operations between Step (2.7) and
Step (2.17) are not really required. However, the customer may intentionally
break the rule by spending c; larger than the computed w; for every payment.
This will make B much larger than an expected parameter ¢ after the whole
payment chain is spent, resulting in a situation that is not fair to the merchant.
To avoid this possible cheating by the customer, operations between Step (2.7)
and Step (2.17) compute one or more additional coins in order to keep B within
the specified range. In Step (2.7), 6 = 2t is selected, primarily as an example.

Initially: B« 0; j <0

For each new payment worth ¢; -d cents:

2.1 if j<mn then
2.2 j—j+1

2.3 z; — "I ()

2.4 wj — ((z; mod 2°) mod t) + 1

2.5 B<—B+(wj—ci)

2.6 e—1

2.7 while B < —2t do

2.8 if j <n then

2.9 j—ji+1

2.10 R A

2.11 wj « ((x; mod 2°) mod t) + 1

2.12 B «— B+ wj

2.13 e—e+1

2.14 else

2.15 (stop because there are not enough coins)
2.16 endif

2.17 endwhile

2.18 else

2.19 (stop because there are not enough coins)
2.20 endif

2.21 send z; and e to the merchant

Fig. 2. Customer’s payment procedure based on a weighted one-way hash chain.

Fig. 3 describes the corresponding payment verification process performed
by the merchant. The variable X, is initially set to xg. It is used to store the
last received coin. Naturally, the coin will have to pass the verification process.
For each newly received payment {x;, e}, the merchant checks whether or not
X¢ = h®(x;). The merchant also adjusts the variable B according to one or more
computed weighting values w and checks whether or not B > —2t (let ¢ be 2t).



If the two verifications are both correct, the merchant stores x; into X, as the
last received coin. After the successful completion of the present transaction,
say the pth transaction, the merchant should have collected (Z?:l wj) - d cents
from the customer. As in the payment procedure by the customer, the checking
of whether Biey,, > —2t in Step (3.8) is optional.

Initially: B« 0; Xy« xo

For each received {z;,e} worth c¢;-d cents:

31 X «—xi; Btemp<— B

3.2 for j from 1 to e

3.3 w + ((X mod 2°) mod t) + 1
3.4 Btemp — Btemp +w

3.5 X «— h(X)

3.6 endfor

3.7 Btemp — Btemp — C;

3.8 if X = X, and Biemp > —2t then
3.9 (accept the payment)

3.10 Xg — X

3.11 B «— Biemp

3.12 else
3.13 (reject the payment)
3.14 endif

Fig. 3. Merchant’s payment verification based on weighted one-way hash chain.

4.3 Some Useful Special Weighting Assignment Algorithms

For some practical micropayment applications, the value of ¢; may not be uni-
formly distributed over the range of [1,¢], e.g., small values or large values of ¢;
will occur more frequently. In the following, the weighting value w; (over [1,t])
of each coin x; is computed by using simple algorithms given in Fig. 4, where
(@it—2, Tit—3,---,Ti1,Ti0)2 are the t —1 least significant bits in the binary rep-
resentation of z;. For the case of small value bound payments in which small
values of ¢; will occur more frequently, the special weighting assignment mecha-
nism in Fig. 4(a) can be employed. As an example, in Fig. 4(a), if ¢ = 5 then the
probabilities for w; to be 1, 2, 3, 4, and 5 are 1%, 1%’ 1%7 1—16, and 1—16, respectively.

On the other hand, for the case of large value bound payments, the weighting
assignment mechanism in Fig. 4(b) can be useful. Consider the case of ¢ = 5.
Then the probabilities for w; to be 1, 2, 3, 4, and 5 are %, %, 1—26, %, and 1%,
respectively.

One more problem to be raised is whether or not a special weighting as-
signment mechanism is required for medium value bound payments (or more



Input: (%it—2,Tit—3,...,%i1,%i,0)2
Output: w;

4da.1 w; «—1; j—t—-2
4a.2 while z;; =1 do
4a.3 wi — w; + 1
4a.4 j—j—1

4a.5 endwhile

(a) Algorithm for small value bound payments.

Input: (wiyt_z, Tit—3,...,%i,1, $¢70)2
Output: w;

4b.1 w; —t; j—t—2
4b.2 while Tij = 1 @
4b.3 W; <— W; — 1
4b.4 j—j—1

4b.5 endwhile

(b) Algorithm for large value bound payments.

Input: (@it—2,Tit—3,---,Ti1,%i,0)2
Output: w;

4c.1 wiH[%];j%th;kel;pHO
4c.2 while z;; =1 do

4c.3 w; — w; + (—1)? - k

4c.4 je—j—1L k—k+1 p—p+1
4c.5 endwhile

(c¢) Algorithm for near normally distributed value bound payments.

Fig. 4. Proposed special weighting assignment algorithms.

precisely as the normally distributed with mean at [£]). Interestingly, the as-
signment mechanisms provided in Eq. (1) or Eq. (2) more or less meet the above
requirement, since the weighting w; computed via these two approaches will be
a random integer, almost uniformly selected from the range of [1,¢]. Therefore,
statistically the variable B will still remain in a limited range [—4’, +¢'] during
the payment process. However, in this case, &' may be larger than the value ¢,
especially when either Eq. (1) or Eq. (2) is employed for uniformly random pay-
ments as shown in Fig. 2. As a better alternative, for near normally distributed
value bound payments in which medium values of ¢; are expected to occur more
frequently, the special weighting assignment mechanism described in Fig. 4(c)
can be employed. Consider the case of ¢ = 5. Then the probabilities for w; to be

1 2 8 4 1 :
1, 2,3, 4, and 5 are 15, 75, 14> 16> and 74, respectively.



Of course, the actual distribution of ¢; over the range [1,¢] or equivalently
the expected value of ¢; will be determined by a number of factors, such as the
customer’s payment behavior, prices of products, or a combination of the above
two. These, however, are out of the main concerns of this paper.

Nevertheless, let us point out that in typical micropayment applications, the
parameter ¢ should not be a very large integer, e.g., 10 < ¢t < 20 may represent
a reasonable range of values. Therefore, generally speaking, there is perhaps
little need to consider more complex weighting assignment mechanisms than the
simple ones discussed above. In a rare situation where a large payment (i.e.,
¢; > t) needs to be executed, the customer can simply send more than one
coin to the merchant, just like in the conventional one-way hash payment chain
approach.

5 Analysis of Performance

In this section, a comparison of the performance of various possible micropay-
ments based on the weighted and the conventional one-way hash chains will be
carried out. To simplify the analysis, it will be assumed that the value of ¢; is
uniformly distributed over the range of [1,t] and e = 1 for every transaction.

Lemma 1. With a conventional one-way hash chain (with length n), if each
payment transaction is worth ¢; coins (i.e., ¢; - d cents) where ¢; €g [1,t], then
the expected computational cost for each d cent transaction is approximately
n/(t + 1) evaluations of a one-way hash function.

Proof. The expected total number of hashing operations required to evaluate all
the coins ¢; within a payment chain is

m 7 77,2
T = Z ancj zm
i=1 Jj=1
ci €r [1,1]

where ¢, is the last spent coin of the chain. Therefore, the expected computa-
tional cost for every d cent transaction is roughly about 7'/n = n/(t+ 1) hashing
operations. a

Lemma 2. With a weighted one-way hash chain (with length n), if each payment
transaction is worth c;-d cents, where ¢; €g [1,t], then the expected computational
cost for each d cent transaction is approzimately n/(t + 1) evaluations of a one-
way hash function.

Proof. The expected number of all the cents embedded in the chain is

D:Z(czwd):(t—kl)#.
i=1



Whereas the total number of hashing operations required to evaluate all the
coins z; (1 =1,2,---,n) is

Therefore, the expected computational cost for each d cent transaction is Di/d =

(n—1)/(t+1) = n/(t+1) evaluations of hashing. Note that we have taken into
account the fact that n > ¢ in most applications. a

Note that for transactions worth ¢; - d cents (¢; €g [1,¢]) in a payment chain
of length n, Lemma 1 and Lemma 2 indicate that on average, the conventional
one-way hash chain and the proposed weighted one-way hash chain perform
equally well for paying d cents (i.e., the defined smallest amount of payment for
the specific micropayment scheme).

However, this does not imply that both techniques perform equally efficiently
for all micropayment applications. While a conventional one-way hash chain can
be used to embed n - d cents, a weighted chain with length n can on average
represent (% -n) - d cents. We note that if the parameter ¢ is equal to one, i.e.,
being an equally weighted chain with all w; = 1, the weighted chain is reduced
to a conventional chain.

Recall that with the conventional one-way hash chain approach, after spend-
ing all the n coins, it requires the customer to generate a new payment chain and
to create a new public key based signature for the chain. When this happens too
often, the overhead of the micropayment scheme will be increased significantly.
At the first glance, the selection of a large value n may require the customer to
sign chains less frequently. In fact, this does not completely solve the problem,
simply because a large n will result in the requirement of spending more time in
evaluating each single coin. As was mentioned earlier, the first good solution to
the problem is to use an unbalanced one-way binary tree [28]. A major benefit
of such an unbalanced tree is that it requires less frequent generations of public
key based signatures and a smaller amount of computation time for each coin.
In what follows, we analyze in detail how and why the use of weighting over each
coin represents yet another important contribution to solving the problem.

Lemma 3. Suppose that (%n)d cents will be embedded into a single chain and
each payment transaction will be worth ¢; - d cents where ¢; €g [1,t]. Then, the
conventional chain approach will take % times of computation when compared

with the approach of employing a weighted one-way hash chain.

Proof. In order to embed ( % -n) - d cents into a single conventional chain, it
requires the chain length to be enlarged to n’ = % -n. However, from the result

of Lemma 1, this will result in

n' t+1 n

Tl G A T

: (3)



expected number of hashing evaluations for each d cent transaction. This repre-
sents % times of the computational cost required by a weighted one-way hash
chain. a

Clearly, by reducing the computational complexity from F (see Eq. (3)) down
to i34, ¢t > 1, the proposed weighted one-way hash chain technique will signifi-
cantly improve the performance of micropayment systems, by an order of O(t).

We have the following more general result that indicates in greater detail
performance improvement achievable by the use of a weighted one-way hash

chain.

Lemma 4. Assume that there will be an equal amount of money to be embedded
into two one-way hash chains, one conventional and the other weighted. Further
assume that each payment transaction will be worth c; - d cents, where ¢; is a
random (but not necessarily uniformly distributed) integer selected from [1,t]
and with an expected value of E. Then, the conventional one-way hash chain
approach will take E times of computation when compared with the weighted
chain approach.

To summarize the above discussions, by using a weighted one-way hash chain,
the computational cost of the customer can be reduced to about % times of that
required by a conventional one-way hash chain. It is equally important to note
that the same level of improvement is achieved on the merchant’s side.

As discusses earlier, weighted one-way hash chains and unbalanced one-way
binary trees (UOBTS) introduced in [28] represent two complementary methods
for improving the performance of micropayment systems. These two techniques
can be combined to provide even a greater number of efficient solutions. To close
this section, we note that

(1) The UOBT technique improves the customer’s performance in the order of
O(y/n). However, it does not improve the merchant’s performance and in
fact it requires the merchant to store O(y/n) more temporary values (for
details see [28]).

(2) The proposed weighted one-way hash chain technique improves both the
customer’s and the merchant’s performances in the order of O(t).

(3) Both the weighted one-way hash chain and the UOBT are suitable for im-
plementing on portable computing devices.

6 Conclusions and Future Works

We have proposed the novel concept of a weighted one-way hash chain, and
proven that the chain is very useful in the design and implementation of elec-
tronic micropayments, especially for those systems to be used with portable
devices. An important characteristic of the proposed weighted one-way hash
chain is that it improves not only the performance of the customer but also that
of the merchant.



It is interesting to consider the role of weight assignment on each computed
hash value. If weighting is defined to encode the coin denomination, then a mi-
cropayment scheme with varying denomination is obtained. On the other hand,
if weighting is defined to encode the identity of merchant, then a micropayment
scheme for multiple merchants can be readily constructed. This is particularly
true when each hash value within the UOBT is mapped to a predefined set of
merchant identities.

More interestingly, if each hash value of the UOBT is given two weighting
values via two separate weighting assignment functions, one being used to encode
a merchant’s identity and the other to encode the coin denomination, then a
micropayment scheme for multiple merchants with varying denominations can
be obtained.

Examining other possible weight assignment methods for various applications
other than micropayments is an interesting open research topic.
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