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Abstract — This paper studies nonlinear character-
istics of (Boolean) functions which are important in
cryptography. Main contributions of this paper are:
(1) we show that the restriction of a function on a
coset has significant influence on cryptographic prop-
erties of the function, (2) we identify relationships
between the nonlinearity of a function and the distri-
bution of terms in the polynomial representation of
the function, (3) we prove that cycles of odd length
in the terms, as well as quadratic terms, in a function
play an important role in determining the nonlinearity
of the function. Results in this paper will contribute
to the study of new cryptanalytic attacks on encryp-
tion algorithms, and counter-measures against such
attacks.

I. MOTIVATION AND DEFINITIONS

In his pioneering work on the theory of secrecy systems [5],
Shannon suggested the concept of a “product cipher” which
employs a concatenation of several different types of basic
transforms. Most modern ciphers have been designed by fol-
lowing Shannon’s suggestion. A core component of these ci-
phers is the so-called S-boxes each of which is mathematically
identical to a tuple of nonlinear (Boolean) functions. Recent
progress in cryptanalysis, especially the discovery of linear at-
tacks, has highlighted the significance of research into nonlin-
ear characteristics of functions. In this work we focus on the
following three nonlinear indicators which have received less
extensive studies so far: (1) the restriction of a function to a
coset, (2) the distribution of terms, and (3) the hypergraph of
a function. We pay special attention to connections between
the three indicators and the nonlinearity of a function.

Let Vi, be the vector space of n tuples of elements from
GF(2). An affine function f on V, is a function from V, to
GF(2) that takes the form of f(z1,...,%Tn) = a171 B -+ B
anTn ®c, where aj,c € GF(2), j =1,2,...,n. Furthermore f
is called a linear function if ¢ = 0. The nonlinearity of f, de-
noted by Ny, is the minimal Hamming distance between f and
all affine functions on V,, i.e., Ny = min;_, »  on+1 d(f, @:)
where @1, P2, ..., Pan+1 are all the affine functions on V;,.
The nonlinearity of functions on V,, coincides with the cover-
ing radius of the first order binary Reed-Muller code R(1,n)
of length 2" [2], and it is upper bounded by 2"~ — 95n-1
[4]. If Ny = 2"~ — 22"~ then f is called a bent function [3].
Bent functions on V,, exist only for even n.

Let f be a function on V,, and U be an s-dimensional sub-
space of V.. The restriction of f to a coset II; = 3; & U,
j=0,1,...,2"7° —1, denoted by fn;, is a function on U, and
it is defined by fm;(a) = f(8; ® ) for every a € U.
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II. MAIN RESULTS

Let f be a function on V., W be a p-
dimensional subspace of Vi, and II be a coset of W. Then
the nonlinearity of f and the nonlinearity of fu are related by
N; — Ny <277t —opt

Theorem 2 Let f be a function on V., W be a p-
dimensional subspace of Vi, and II be a coset of W. If the
restriction of f to Il, fr, is an affine function on II, then the
nonlinearity of f, Ny, satisfies Ny < 2"~1 —2P~1,

Theorem 3 Let f be a function on V, and J be a subset
of {1,...,n} such that f does not contain any term x;, - - xj,
where t > 1 and ji,...,j5: € J. Then the nonlinearity of f,
Ny, satisfies Ny < 2" ' —2°7! where s = |J|.

Theorem 4 Let f be a function on V, and P be a subset
of {1,...,n} such that for any term x;, ---x;, witht > 1 in
f, {41, -, 4t} NP # O holds where ) denotes the empty set.
Then the nonlinearity of f, Ny, satisfies Ny < 2"71 —2n=p~1
where p = |P)|.

For a f function on V,, we define the hypergraph [1] of the
function, denoted by I'(f), by the following rule: Let X =
{z1,...,2.}. A subset of X, E; = {zj,,...,xj,} is referred
to as an edge of I'(f) if and only if zj, - -z, is a term of f.

Theorem 5 Let f be a bent function on V,. Then either
[(f) contains a cycle of odd length or f contains %n disjoint
quadratic terms.

Theorem 6 Let f be a function on Vy,, whose nonlinearity,
Ny, satisfies Ny > 2"~ — 2571 yhere t is real with 1 <
t < In. Then either T'(f) contains a cycle of odd length or f
contains at least 3t disjoint quadratic terms.

Theorem 7 Let f be a function on V,,, whose nonlinearity,
Ny, satisfies Ny > 2" — 23"=1 Then either I'(f) contains
a cycle of odd length or f contains a quadratic term.

Theorem 1
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