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Abstract - The new signature scheme, t ra i tor  trace- 
able signature scheme is presented, which allows the 
signer to convince any arbiter of the recipient's in- 
fringement, if the recipient distributes illegally the 
signature which he got. We use the techniques of a 
proof of knowledge of discrete logarithm[l][2], iden- 
tification of double spender in an off-line electronic 
cash[3][4], and a signcryption scheme[5]. Our scheme 
consists of 3-move and it is more compact and effi- 
cient compared with the previous scheme[6], due to 
eliminate the cumbersome cut-and-choose like tech- 
niques. Moreover, our accusation protocol does not 
require the private-key of the recipient of signature, 
i.e., signer can convince any arbiter of the recipient's 
infringement without help of original recipient: 

I. INTRODUCTION 
In a conventional digital signature scheme, after issueing the 
digital document with his signature, the signer cannot con- 
vince anyone who has leaked his signed document, since he 
can reproduce it arbitrarily. Recently] [6] proposed that the 
technique of tracing traitor[7][8] could be applied to  the mes- 
sage with signature in order to  prevent illegal proliferation of 
it. This approach is effective in case that both the message 
and signature are valuable for anyone. 

However, this method[6] is not efficient in communication 
and computation, due to  involve the cumbersome cut-and- 
choose like technique. Moreover, [6] has the following two 
problems, 1) an accusation protocol requires the private-key 
of the recipient of signature. Therefore] if the recipient is not 
available, the arbiter cannot make decision of accusation, 2) 
after accusation protocol, the signer can know the complete 
signature which is known only by recipient before accusation. 
This means that [6] is not robust against signer making wrong 
accusations. 

11. TRAITOR TRACEABLE SIGNATURE 

In this paper, we propose the new signature scheme, traitor 
traceable signature, which solves several problems of [6] : 1) 
if the recipient distributes illegally the signature which he 
got, our scheme allows the signer to convince any arbiter 
of the recipient's infringement, 2) We use the technique of a 
proof of knowledge of discrete logarithm, identification of dou- 
ble spender in an off-line electronic cash, and a signcryption 
scheme, which are well estimated to be (provably) secure, 3) 
our scheme consists of 3-move and it is more compact and effi- 
cient compared with the previous scheme[6] ~ due to eliminate 
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the cumbersome cut-and-choose like techniques, 4)our accusa- 
tion protocol does not require the private-key of the recipient 
of signature (the signer can convince any arbiter of the recip- 
ient's infringement without help of original recipient), 5)the 
signature can be generated to the recipient only once per each 
execution of this protocol in order to  prevent the signer from 
making wrong accusations. 

Table 1: Traitor Traceable Signature Scheme 
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