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Security Analysis of Signcryption Scheme from ¢g-Diffie-Hellman

Problems*

SUMMARY In this paper, we analyse the Libert-Quisquater’s ¢g-DH
signcryption scheme proposed in SCN’2004. Although the paper proved
that their scheme is secure against adaptive chosen ciphertext attacks in the
random oracle model, we disprove their claim and show that their scheme
is not even secure against non-adaptive chosen ciphtertext attacks, which is
the weaker security than the adaptive chosen ciphertext attacks. We further
show that the semantically secure symmetric encryption scheme defined in
their paper is not sufficient to guarantee their signcryption scheme to be
secure against adaptive chosen ciphertext attacks.
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1. Introduction

The basic concept of a signcryption scheme is to provide
confidentiality and authenticity simultaneously and was first
proposed by Zheng in 1997 [10]. Since then, many sign-
cryption schemes were proposed. It was only recent that a
formal security proof model [2] was formalized by Baek,
Steinfeld and Zheng in 2002. They also gave a secu-
rity proof of Zheng’s scheme [10] in the random oracle
model. In 2003, Boyen [5] proposed a secure identity-based
signcryption scheme with ciphertext anonymity, which was
provably secure in the random oracle model. Their se-
curity proof model was slightly different from that of [2]
which included the ciphertext anonymity. In 2004, Libert
and Quisquater [7] modified Boyen’s security proof model
to non-identity based signcryption scheme and proposed a
signcryption scheme. They proved that their signcryption
scheme was secure in the random oracle model with the
following properties: semantically security against adaptive
chosen ciphertext attacks, ciphertext anonymity and key in-
visibility. In 2005, Tan [9] showed that none of the above
properties were achieved under their defined attacks games.
In 2004, Libert and Quisquater [8] also proposed an im-
proved signcryption from g-Diffie-Hellman problems and
proved that their scheme was secure against adaptive cho-
sen ciphertext attack in the random oracle model. In this
paper, we disprove their claim and show that their scheme is
not even secure against non-adaptive chosen ciphertext at-
tacks. We also show that the semantically secure symmetric
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encryption scheme defined in their paper [8] is not sufficient
to guarantee their signcryption scheme to be secure against
adaptive chosen ciphertext attacks.

2. Libert-Quisquater’s g-DH Signcryption

A signcryption scheme normally involves three stages,
that is, key generation, signcryption generation and de-
signcryption. Now, we describe the Libert-Quisquater’s g-
DH signcryption scheme [8] as follows:

Key Generation: Let p be a prime number and k be a pos-
itive integer such that 2! < p < 2¥ and G, and G, be two
groups of the same prime order p. Let g be a generator of G,
and e be a bilinear map such thate : G| XG|; — G,. Let Hy,
H, and Hj be hash functions such that H; : {0,1}" — Z,,
H, : G xG, x G, = {0,1}* and Hs : {0,1}* — {0,1}4,
where A is a positive integer. Also assume a pseudo-random
function H” : {0,1}" — {0,1}. Let (&, D) be a semanti-
cally secure symmetric encryption scheme™ of key length
A. Consider a user u, first chooses a random x,, € Z, and
computes X, = g™. Then, the public key of user u is X, and
the private key is x,. We denote the sender and the receiver
as s and r respectively and their private and public key pairs
are (xs, Xs) and (xr, X;) respectively.

Signerypt: To signerypt a message m € {0, 1}*, where n is
a positive integer, for the intended user r, the sender s first
chooses a random w € Z, and computes
_ w
H(byllm) + x5

c1=¢" €Gy1, 2 =wd Hy(ci, X, X)),

c3 = E(ml|Xs) € {0, 1},
where k = Hs(w) € {0, 1}!. Then, the ciphertext is C =
(b, €1, €2, €3).
De-signerypt:  Upon receipt of a ciphertext C =
(bu,c1,c2,c3), the receiver r computes w = ¢ @

Hy(cy, X, c’f’). Ifwé¢ Z;‘,, then return L, otherwise computes
the following:

bm = H/(xS’m)5 v

k= Hy(w), mliXs = Dy(c3), o =cv.

The receiver accepts the message m if and only if
e(a, Xsg™ ®rlm) = e(g, g).

**An adversary against such a symmetric encryption is unable
to decide which one of two chosen messages matches a challenge
ciphertext without having access to encryption or decryption ora-
cles.
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3. Analysis

In this section, we describe the attacks game in the secu-
rity against adaptive chosen ciphertext attacks which was
defined in [8]. Although the authors [8] proved their scheme
was secure in the random oracle model, we will show that
the scheme is in fact not secure based on their defined at-
tacks game listed in [8]. Now, we describe the attacks game
as follows:

Definition 1: [8] (Security Against Chosen Ciphertext
Attacks) A signcryption scheme is secure against chosen
ciphertext attacks if no probabilistic polynomial time ad-
versaries have a non-negligible advantage in the following
game:

1. The challenger runs the key generation algorithm to gen-
erate a private/public key pair (sk;, pk;’) and gives pk; to the
adversary A.

2. A submits a number of queries to the signcryption and
de-signcryption. In signcryption queries, A chooses a mes-
sage m € M and an arbitrary public key pk; and sends
them to the challenger. The challenger runs the signcrypt
oracle Signcrypt(m, sk}, pk;) and returns the result. In
de-signcryption queries, A submits a ciphertext C to the
challenger. The challenger runs the de-signcrypt oracle
De — signcrypt(C, sk;). If the obtained signed-plaintext is
valid for the recovered sender’s public key, then returns the
plaintext, otherwise returns the symbol L.

3. A chooses two equal-length messages mg, m; € M and
an arbitrary private key sks and sends them to the challenger.
The challenger then flips a coin b € {0, 1} to compute a
ciphertext C* = Signcrypt(my, sks, pk;) of m; with the
sender’s private key sks and the under attacked receiver’s
public key pk;. Then, C* is sent to (A as a challenge cipher-
text.

4. A continually makes a number of queries to the sign-
cryption and de-signcryption. A is not allowed to query the
de-signcrypt oracle of the challenge ciphertext C* with the
private key sk;.

5. At the end of the game, A outputs bits »" and wins
if ' = b. The adversary A’s advantage is defined to be
Adv™ A A) = 2Pr[b’ = b] - 1.

Based on the above attacks game for proving the se-
curity against adaptive chosen ciphertext attacks, we show
that the Libert-Quisquater’s g-DH signcryption scheme is
not secure against non-adaptive chosen ciphertext attacks as
follows:

Claim 1: The Libert-Quisquater’s g-DH signcryption
scheme is not secure against non-adaptive chosen ciphertext
attacks.

Proof: Assume that given the receiver’s public key X; and
the adversary A first chooses a sender secret key xs and
two equal length messages myo and m; such that b,, =
H'(xs,mp) = 0 and b,, = H'(xs,m;) = 1 and send xs,
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mg and my to the challenger. The challenger then com-
pute the challenge ciphertext C* = (by, , ¢}, ¢, ;) where
b € {0,1}. Upon receipt of the challenge ciphertext C* =
(b’,;b,cT,c;,c@, then b,,, must be equal to either b,,, or
by,. Hence the adversary A can make a correct guess b’
which is equal to b. Therefore, we conclude that the Libert-
Quisquater g-DH signcryption scheme is not secure against

non-adaptive chosen ciphertext attacks. O

As mentioned in the paper [8], the introduction of b,, =
H' (x5, m) is to achieve tight security reduction without a ran-
dom salt. We showed in claim 1 that this leads to insecurity
of signcryption scheme against non-adaptive chosen cipher-
text attacks. In the following, we further show that even ig-
noring b,,, the signcryption is also not secure against adap-
tive chosen ciphertext attacks with the assumption of the se-
mantically secure symmetric encryption scheme (&, D) de-
fined in [8]. In [6], Goldreich gave a construction of a se-
mantically secure symmetric encryption scheme (Construc-
tion 5.3.9 or Construction 5.3.12 and proved in Proposition
5.4.12, [6]) which was briefly described as follows: Let the
semantically secure symmetric encryption scheme be (&, D)
such that E(z,m) = fi(z) ® m where f; is a pseudorandom
function using secret key k, random string z and message
m. One of the example is a block cipher encryption in the
counter mode. This example also shows to be semantically
secure in [3].

Claim 2: The semantically secure symmetric encryption
scheme (&, D) in the Libert-Quisquater’s g-DH signcryption
scheme does not sufficiently guarantee their signcryption to
be secure against adaptive chosen ciphertext attacks.

Proof: Let the semantically secure symmetric encryption
scheme be (&, D) constructed as above. Assume that given
the receiver’s public key X;, the adversary A first chooses
a sender secret key xs and two equal length messages my
and m; and send these to the challenger. The challenger
then computes the challenge ciphertext C= (me, C1,C,C3)
where b € {0,1}. Upon receipt of the challenge cipher-
text C = (b, C1,C2,C3)", the adversary first makes a “wild
guess” that b to be 0 and constructs a new ciphertext by
choosing a random message 7 whose length is equal to that
of m( and computing the following:

>

= XSgHmB,,,,,umo)—H](onrh),
&3 = &3 @ (mo & m)||(Xs @ Xs).

Then, the adversary A sent the ciphertext C =
(0, ¢1, 2, ¢3) to the challenger for de-signcryption. Upon
receipt the query, the challenger computes & = ¢, @
H,(¢,, X, E’f’)ﬁ. Ifo ¢ Z;, then returns L, otherwise com-
putes the following:

k = Hy(@), m'||X,=Di(@s), 6=c"".

"Here, we ignore the attack on b,,, as in Claim 1.
"1t is noted that @ is the same as that computed in the challenge
ciphertext.
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If e(6, X,g"1Om)) = e(g, g)", then the challenger re-
turns the message m’, otherwise rejects the message. If the
response from the challenger is message m’ (which is equal
to /1), then the adversary will know that my is the plaintext
for the challenge ciphertext (as the adversary A uses mg to
compute the new ciphertext C). If the response is rejected,
then m is the plaintext for the challenge ciphertext. Hence,
the adversary will make a correct guess of b. Therefore, the
Libert-Quisquater’s g-DH signcryption scheme is not secure
against adaptive chosen ciphertext attacks. O

It is noted that an attacker does not make use of the
signer’s secret key in the proof of the claim 2. So, the Libert-
Quisquater’s g-DH signcryption scheme is also not secure in
the sense of the outsider security defined by An, Dodis and
Rabin [1] in 2002. The outsider security is defined as the
same as that of definition 1 except that an attacker is given
the sender’s public key instead of the sender’s secret key.

4. Conclusion

In this paper, we showed that the Libert-Quisquater’s g-DH
signcryption scheme is not secure against non-adaptive cho-
sen ciphertext attacks which is the weaker security than the
adaptive chosen ciphertext attack as claimed in the paper [8].
We further demonstrated that the semantically secure sym-
metric encryption scheme is not sufficient to guarantee the
Libert-Quisquater’s g-DH signcryption scheme to be secure
against adaptive chosen ciphertext attacks.
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