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Abstract of Thesis entitled

Forward Security from Bilinear Pairings:
Signcryption and Threshold Signature

submitted by

CHOW Sze Ming, Sherman

for the degree of
Master of Philosophy in Computer Science

at the University of Hong Kong
in August 2004

Given the trend for data to be transferred and transactions to be made on-line, the
security of online communications has become a matter of increasing concern. One
of the current solutions is public key infrastructure (PKI), in which a trusted authority
known as the Certificate Authority (CA) issues a certificate to users. Each certificate
contains a public key representing a user in the electronic world and a digital signature
by the CA assuring the relationship between the keys and the user. Each user also gets
the corresponding private key from the CA, which gives a user the power to digital sign
a document and decrypts an encrypted document directed to him.

Despite years of research developing this system, PKI has not been adopted as
widely as hoped. One of the major problems is users must first subscribe to PKI in
order to receive an encrypted message. Thus has created a “chicken and egg” situation,
as potential users are unable to assess the potential value of PKI before subscribing.
Many mobile devices have network connectivity nowadays. However, it has so far been
difficult to deploy PKI in mobile ad-hoc networks, due to security concerns and po-
tential availability (frequent sudden disconnections). This thesis aimed at providing
cryptographic schemes which address these problems.

In ID-based cryptography, the public key can be any string, such as an email address,
that can identify the user. This new paradigm is become more popular recently, since it
provides a more convenient alternative to PKI. Signcryption scheme is a cryptographic
primitive that combines encryption and signing in one step at a lower computational
cost, but with higher security than the “sign-then-encrypt” approach. Devising a forward
secure ID-based signcryption scheme with public verifiability is an open problem.

Threshold signature schemes lower the chance of key exposure by sharing the key
among different entities. They also address the problem of unavailability, in which any
subset consisting of a threshold number of shared-key holders can give a valid signature.
Combining these properties is particularly useful in an ad-hoc network environment.
However, existing schemes are inefficient for ad-hoc networks.

In this study, we utilize bilinear pairing to devise an ID-based signcryption scheme
which close the open problem, and a threshold signature scheme which is efficient in
key updates and round-optimal in signing. Both schemes are forward-secure, so that the
security of the systems will not be completely broken even key exposure occurs.
(400 words)
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Chapter 1
Introduction

1.1 Motivation

S tudy carried out in this thesis explores cryptographic schemes from bilinear pair-

ings on elliptic curve, which are forward-secure and provide better solutions than

the schemes working with traditional public key infrastructure (PKI). The major re-

sults are a forward-secure identity-based (ID-based) signcryption scheme and a forward-

secure threshold signature scheme.

In traditional PKI, a trusted authority known as the Certificate Authority (CA) issues

certificate to users. Each certificate contains a public key representing a user in the

electronic world and a digital signature by the CA assuring the relationship between the

keys and the user. Can we remove the use of certificate in public key cryptosystems?

In many situations we want to enjoy confidentiality, authenticity and non-repudiation

of message simultaneously. Signcryption is a cryptographic primitive that combines en-

cryption and signing in one step. What are the security attributes signcryption schemes

should posses? Can we devise a signcryption scheme that can achieve all of the de-

sirable security attributes? Indeed, devising a forward-secure ID-based signcryption

scheme with public verifiability was an open problem.

Many mobile devices have network connectivity nowadays. However, it has so far

been difficult to deploy PKI in mobile ad-hoc networks (MANET) due to its inherent

1



2 INTRODUCTION

dynamic and unpredictable nature. Can we obtain digital certificate under the transient

and volatile nature of MANET?

Forward-secure threshold signature schemes can lower the chance and also the dis-

astrous consequence of complete secret exposure. At the same time, they also address

the problem of unavailability. However, existing forward-secure threshold signature

schemes are not efficient in key updates and require quite a few number of communica-

tion rounds among the signers and the signature requester in the signing process. Thus,

these schemes are not useful in situation where key update and signing are frequently

such as MANET. Can we devise a more efficient forward-secure threshold signature

scheme?

This thesis positively answers all the above questions.

1.2 Synopsis

The rest of the thesis is structured in 3 parts.

Part I: This part explains and presents relevant background material. In Chap-

ter 2, we cover various topics in security and cryptography, which include traditional

public key cryptography, identity-based cryptography, security issues in mobile ad-

hoc network, forward security, signcryption and threshold signature. Chapter3 firstly

covers the frameworks and requirements of forward-secure ID-based signcryption and

forward-secure threshold signature, then specific literature surveys on these two classes

of schemes are presented.

PartII : This part contains the technical preliminaries that are necessary for under-

standing the rest of the thesis. In Chapter4, we give the essences of the formal security

analysis in modern cryptography that will be used throughout the thesis, together with

two new intractable problems which are the variants of existing well-known problems.

Chapter5 reviews how ID-based encryption, ID-based signature and hierarchical ID-

based signature are constructed. This chapter also presents the difference of security

notions for schemes in traditional PKI and ID-based schemes, using ID-based signcryp-
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tion as an example.

Part III : This part contains the major results of this thesis. Our forward-secure

ID-based signcryption scheme is presented in Chapter6. We analyze our scheme and

show our scheme is provably secure in the random oracle model in the same chapter. In

Chapter7 we begin our work on forward-secure threshold signature. Related building

blocks will be described before the discussion of our proposed scheme. Security and

efficiency analysis of the scheme will also be given in this chapter. Finally, we review

the contributions of this thesis and discuss the open problems pertaining to the work

carried out in this thesis in the last chapter.

1.3 Chapter Summary

This chapter aimed to provide the motivation and the overall structure of this thesis.

2 End of chapter.
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Part I

Background
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Chapter 2
Overview

H istory of cryptologyis very long.Cryptologyhas two branches:cryptography

andcryptanalysis. Cryptography, which comes from the Greek “kryptos” (se-

cret) and “grapho” (writing), means the art of “secret writing” originally. The Arabs

were the first to protect texts by using digits to substitute for letters. We use their word

cipher(a digit) to refer to the result of secret writing. Cryptanalysis, on the other hand,

aimed at looking for ciphers’ weaknesses and breaking their security.

The earliest well-knowncryptosystems(systems for encoding and decoding mes-

sages using cryptography), dates back to the first century BC, was devised by Julius

Caesar. Cryptography is used to be anart for a long time. Most early cryptographers

proposed cryptographic algorithms based on their instinct instead of mathematical the-

ory. Claude Shannon’s classified article “Communication Theory of Secrecy Systems”

[Sha49] turned cryptography to an exactscienceas a division of mathematics. In the

history of cryptology up to 1975, encryption (encoding the plaintext into ciphertext)

and decryption (the reverse of encryption) algorithm of all the cryptosystems employ

thesame key, this means the principal who encrypts a message and the one who will be

receives and decrypts must agree with a key known only by them but no one else before-

hand. In 1976, Martin Hellman, a professor at Stanford University, and Whitfield Diffie,

a graduate student, introduced the concept ofpublic key cryptography[DH76]. The en-

7



8 OVERVIEW

cryption key can be public, while the corresponding key is kept private. Public key

cryptography is also known asasymmetriccryptography as one cannot derive (mathe-

matically and practically) the private decryption key from the corresponding public key.

This concept circulated in the public research community until 1977, when a method

for obtaining digital signatures and public-key cryptosystems was proposed in Martin

Gardner’s column on Mathematical Games in Scientific American [Gar77]. Nowadays

this cryptosystem is known as RSA named after its inventors Ron Rivest, Adi Shamir

and Len Adleman [RSA78].

Security by obscurityis well-known to be flawed, if not worse than no security at all.

Auguste Kerckhoff’s principle from the late 1880s [Ker83] states that system designers

should assume that the entire design of a security system is known to all attackers,

with the exception of cryptographic key secrets. So we do not need to place extra

effort to prevent the cryptosystems from reverse engineering for security purpose. A

famous example of the danger oflimited cryptographic algorithm, which the security

depends on the secrecy of the implementation details, is A5/1 stream cipher used in

GSM. However, the great threat is migrated to the secrecy of the key.

To deal with thekey exposureproblem, there are two main classes of solutions. The

first approach is to prevent key exposure altogether; however, it is not always practical.

For example, we need some degree of physical security to prevent the devices from

physically compromised. A different class of approaches tries to minimize the damage

caused by the key exposure,thresholdcryptography andforward-securecryptography

can be viewed as different means of taking this approach.

In threshold cryptography, the secret key is shared among many entities in a “spe-

cial” way. Cryptographic tasks like decryption and signing can only be done if a thresh-

old number (or more) of active participants help by using their respective share of secret

key. The exposure of the secret keys of any group of size smaller than the threshold size

does not enable the adversary to complete the cryptographic task.

For cryptographic schemes to be forward-secure, the exposure of the secret key cor-



TRADITIONAL PUBLIC KEY CRYPTOGRAPHY 9

responding to a given time period does not enable any adversary to “break” the scheme’s

security (in the sense of the corresponding cryptographic scheme) for any prior time pe-

riod.

Two fundamental services of cryptography are encryption and digital signature. En-

cryption provides confidentiality of messages as only the intended recipient can get the

original message (plaintext) from the encrypted message (ciphertext), while digital sig-

nature provides non-repudiation and authentication of the messages.

In this thesis, we propose two forward-secure cryptographic schemes: namely anID-

based signcryptionscheme and athreshold signaturescheme, both of them are extended

notion of traditional signature (and also encryption for the signcryption case).

2.1 Traditional Public Key Cryptography

To have secure communication over the Internet, basically an unsecured public net-

work, we need the help of an infrastructure which is known aspublic key infrastructure

(PKI). In PKI, a trusted-by-all party calledCertificate Authority (CA)provides adigital

certificateto each individual or organization. Each certificate is associated with akey

pair: a public key and a private key. The public key represents an individual or an orga-

nization in the electronic world, while the corresponding private key gives an entity the

power to digitally sign a document and decrypt the encrypted document that is directed

to him/her.

Since the public key is usually a “random” string that is unrelated to the identity

of the user, certificate also includes a digital signature by CA on a user’s public key

to assure the relationship between the cryptographic keys and the user. When a user

(says Alice) wants to send a message to another user (says Bob), she must obtain an

authorized certificate that contains the public key of Bob.

Despite many years of effort (including the recent effort of Hong Kong government),

PKI has not been adopted as widely or as quickly as hoped. There are many well docu-

mented reasons [Gut02] about the difficulty of deploying the technology by the service
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providers (such as maintaining a gigantic online certificate directory) and the difficulty

of using the technology by users (such as the strict online requirement and difficulty of

locating the certificate). There is also privacy issue associated: the certificate must be

accessible to the user of the PKI system and hence a vast amount of information about

the certificate entities is made available to the world. Another major problem is users

must first subscribe to PKI in order to receive an encrypted message. As potential users

are unable to assess the potential value of PKI before subscribing, this has created a

“chicken and egg” situation.

2.2 Identity-Based Cryptography

In 1984, Adi Shamir introduced the notion ofidentity-based (ID-based) cryptogra-

phy to solve the certificate management problem (or the public key distribution prob-

lem). The distinguishing property of ID-based cryptography is that a user’s public key

can be any binary string, such as an email address, that can identify the user. Then a

trusted party calledPrivate Key Generator(PKG, c.f. CA in traditional PKI) generates

the associated private key on user’s demand, with the help of PKG’s master secret key.

Since the public key can be easily derived, PKG does not need to maintain a list of

certificates issued. Each user only need to store the PKG’s system parameter instead

of a database of certificates of other users, hence ID-based cryptography is supposed to

provide a more convenient alternative to the traditional PKI.

ID-based cryptography can be easily extended to support access control policy as

well. Since the public key is not some random bits but a human / machine readable

string. PKG can simply concatenate the extra condition in key usage with the user’s

identifier. For example, the user holding the private key of “user@domain.com||expiry :

08/2004” can no longer use his/her private key after 08/2004 as the verification pro-

cesses will return fail if he/she claimed some other expiry date instead like 09/2004.

Shamir suggested a concrete ID-based signature scheme; however, ID-based encryp-

tion scheme (IBE) was left as an open question [Sha85]. There have been several con-
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structions of IBE afterwards, (for example, bandwidth-inefficient scheme in [Coc01])

but none of these proposals are fully satisfactory until the work of Dan Boneh and Matt

Franklin in 2001 [BF01]. They proposed the first practical IBE scheme by utilizing

bilinear pairings (which will be described in more details in later chapters). After-

wards, bilinear pairings have been used extensively in the design of ID-based schemes

(e.g. [CC02, GS02, ML02, Boy03b, Hes03, LQ03, NR03, LBD+04]) and other crypto-

graphic schemes (e.g. [BLS01, BGLS03, CHK03, DFK+03, HWI03, LQ04]).

2.3 Security Issues in Mobile Ad-Hoc Network

Many mobile devices (e.g., laptops, handheld digital devices, personal digital assis-

tants and wearable computers) have network connectivity nowadays, which give rise to

wireless network. With advancement in wireless networks in general, recently we have

a new network paradigm: mobile ad-hoc network (MANET). A MANET1 is an au-

tonomous system of mobile nodes (routers and associated hosts) usually connected by

short range wireless channel. These nodes can freely and dynamically self-organize into

arbitrary and temporary network topologies, allowing people and devices to seamlessly

internetwork in areas without any preexisting communication infrastructure.

Mobile wireless nodes are usually less physically secure (compared with traditional

computational devices like desktop computers) and communication channels are subject

to eavesdropping due to the open medium nature, so there is a great need to maintain

MANET’s security. There are many security challenges in MANET [PH03]. For avail-

ability, we need to have secure routing [PH02]. A few examples of ad-hoc network

applications which need to have confidentiality and authenticity in the communication

includes ad-hoc group meeting [AG00], surveillance sensor networks [BHBR01], mili-

tary battlefield [KaG+02], disaster recovery and emergency operations [VOT04] (where

the news reporters may be the eavesdropper).

PKI is again one of the solutions to enable the secure communication within ad-hoc

1Actually MANET is somewhat synonymous with Mobile Packet Radio Networking, a term coined
via during early military research in the 70’s and 80’s.[CM99]
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networks. However, like the case in wired network, it is also non-trivial to deploy PKI

in MANET. Due to its inherent dynamic and unpredictable nature, the idea of single CA

is not practical.

2.4 Forward Security

Forward security has different senses in different cryptographic schemes. Basically,

the exposure of the secret key corresponding to a given time period does not enable any

adversary to “break” the scheme’s security for any prior time period.

2.4.1 Forward Secure Signature

The notion of forward security for signature and public key encryption was intro-

duced by Ross Anderson in an invited talk given at ACM Conference on Computer and

Communications Security in 1997 [And97].

Mihir Bellare and Sara Miner extended the security definition for ordinary signa-

tures [GMR88] to forward-secure digital signature scheme with two concrete construc-

tions in [BM99]. One is a binary certification tree scheme using any ordinary signa-

ture scheme, and the other is transformed from Fiat-Shamir [FS87] ordinary signature

scheme. Subsequent constructions followed these two approaches too. The first ap-

proach treats ordinary signature schemes (e.g. RSA) as black box, and tries to construct

forward-secure signature schemes out of them with random number sequence ([Kra00]

generates many certificates in advance in a pseudorandom manner) and different tree

constructions ([Kra00] employs Merkle tree while [MMM02] modifies the [BM99]’s

tree-based scheme and removes the requirement of fixed number of time periods prior

to key generation). The second approach [BM99, AR00, IR01] modifies specific sig-

nature scheme using various techniques likerepeated squaring. These schemes have

different trade-offs. Based on [OS91], [AR00] shortens the secret and public keys of

[BM99]. Both of [BM99, AR00]’s signing and verification times are linear in the num-

ber of time periods, subsequent schemes have faster signing and verification time [IR01]

(based on [GQ90], but key generation and update time are linear in the number of time
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period supported) or faster update time [KR03] (inspired by [Son01]).

Recently, forward-security is built into other signature schemes except the stan-

dard one. For examples, forward-secure threshold signature schemes [AMN01, TT01,

CLT03], forward-secure group signature [Son01] and forward-secure blind signature

scheme [DCK03]. Unfortunately, the later two constructions were shown to be insecure

by [Wan04] and [LC04] respectively.

For the applicability of forward-secure signature, [CJMM03] evaluated the practical

performance and the feasibility of deploying forward-secure signature in real world ap-

plications, while [GDH+04] gave an analysis of the suitability of using existing forward-

secure threshold signature scheme in private keys of MANET’s users.

2.4.2 Forward Secure Encryption

Using session keys allows different sessions to be independently secure: even if

one session key is compromised, the security of any other session will not be affected.

In most session key exchange (or establishment) protocols, long term keys are used to

establish session keys. The term “(perfect) forward secrecy” was first appeared in 1989

from the session key exchange protocols proposed by Christoph G. Günther [Gün90].

A protocol is said to provide forward secrecy if the compromise of long term key does

not compromise past session keys that have been established before the compromise of

the long term key.

In the sense of encryption, forward security means a break-in to the system does not

compromise the secrecy of previously-encrypted information. A trivial forward secure

public key encryption scheme [CHK03] can be obtained from a forward-secure key-

exchange protocol: the sender and the receiver first generate a shared session keyK

together, then the sender encrypts the message usingK, finally both parties promptly

erase this shared key [AAB+98]. However, this solution isinteractive.

The concept of forward security is also defined in private-key cryptography [BY03]:

the confidentiality of data that have been encrypted using some secret information in the
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past is not compromised by loss of the secret at present.

For ID-based signcryption, we borrowed the definition in [BY03] and adopted it in

public-key cryptography, where the secret information we consider here is the private

signcryption key of the sender.

Non-interactive solution for forward-secure symmetric-key encryption [BY03] and

public-key encryption [CHK03] have been studied previously, but not for ID-based sign-

cryption with public verifiability.

2.4.3 Other Key-Evolving Paradigms

There are other key-evolving paradigms except forward-secure schemes. These

paradigms differ in configurations (usually involving more than one entity), adversary

settings and security properties.

• Weak Forward-Security: In the weak forward-security paradigm, there is an ad-

ditional entity called security mediator (SEM), which holds a share of the user’s

private key. The user and the SEM must cooperate to sign on a message or decrypt

the ciphertext received. It is weaker than the normal sense of forward-security as

the forward-security of the scheme is defined with respect to one party’s private

key share only, i.e. the compromise of only one of the parties’ secret still ensure

the forward-security of the scheme, but the compromise of both parties’ secret

implies a total-break of the cryptosystem.

This weaker notion of forward-security was proposed in [Tsu03], together with

the construction of weak forward-secure signature scheme and encryption scheme

enabled by mediated RSA [BDTW01].

• Strong Forward-Security: The inherent weakness in forward-security paradigm is

that the security of the system is in question after the key compromise, until the

public key is revoked. The notion of strong forward-security was introduced in

[BCKM01] to address this weakness. Their scheme requires the user sending the
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updated public key in each time period to CA to get certification. However, notice

that keeping the same public key to be used in all time periods is the basic feature

of the original definition of forward-secure schemes.

• (Strong) Key-Insulation: There is a special entity called thebasein this paradigm,

which is responsible for updating the user’s secret key at the start of each time pe-

riod. With the help of this additional entity, the security against the key-exposure

is somehow stronger than that of forward-secure schemes. Even the adversary

adaptively obtained the user’s secret keys fort distinct periods, the scheme re-

mains secure in any other periods. The base is assumed to be fully trustable, which

is different from the weak forward-security paradigm, in which the compromise

of only the SEM does not enable the adversary to break the whole scheme. The

notion of strong key-insulated cryptography addressed this weakness, where the

base may be untrusted.

Indeed, the first work [DKXY02a] introducing the concept of key-insulation al-

ready gave the definition of strong key-insulated cryptography. There was a re-

finement of this concept in the later work [DKXY02b], which named this notion

as strong key-insulated cryptography and proposed the definition of correspond-

ing normal key-insulation.

A strong key-insulated public key encryption scheme was proposed in [DKXY02a]

while a strong key-insulated signature scheme was proposed in [DKXY02b].

• Intrusion-Resilience: This paradigm can be considered as the extension of both of

the forward-security and the key-insulation paradigms. The configuration of this

paradigm is similar to that of the key-insulation paradigm. If the key-exposures

occur alternatively between the signer and the base (i.e. either one of the signer

or the base is compromised), the scheme remains secure for all unexposed time

periods. On the other hand, if the key-exposures occur at both sides, the scheme

remains forward-secure (of course except the period when the user’s secret has
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already been exposed). Similar to the case of strong key-insulated schemes, key

exposure of the base is allowed. The base and the user’s secret keys are both

forward-secure in this paradigm, but not in the key-insulated paradigm.

The notion of intrusion-resilience was proposed in [IR02] together with a con-

crete construction of intrusion-resilient signature scheme. General constructions

of intrusion-resilient signatures have been studied in [Itk03]. Similar to the case

of signature, intrusion-resilient public-key encryption was proposed in [DFK+03]

and a general construction was proposed in [DFK+04]. The construction in [DFK+03]

made use of the bilinear pairings.

2.5 Signcryption

In many situations we want to enjoy confidentiality, authenticity and non-repudiation

of message simultaneously. A traditional approach to achieve this objective is to “sign-

then-encrypt” the message, or employing special cryptographic schemes otherwise.

2.5.1 Signcryption and Other Related Notions

An example of the encryption schemes that provide more than confidentiality is

authenticated encryption(e.g. [HMP94, HMP95, LC95]). Authenticated encryption

provides data integrity in addition to the confidentiality provided by normal encryption.

However, early authenticated encryption schemes provide no non-repudiation.

In 1997, Yuliang Zheng proposed a novel public key cryptographic primitive that

combines encryption and signing in one step at a lower computational cost, which is

calledsigncryption[Zhe97, Zhe98]. Zheng claimed that the schemes in [Zhe97] pro-

vide both data integrity, confidentiality and non-repudiation. Later work in [Zhe98]

proposed a variant of [Zhe97] which supports multiple designated receivers. Indeed,

non-repudiation for signcryption is not trivial to achieve, the straight-forward construc-

tion only enables the intended recipient to verify the authenticity of the message since

the signcrypted message is “encrypted”. As pointed out by [PM98], the schemes in

[Zhe97], which can be viewed as variants of the general authentic message encryption
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in [HMP95], cannot achieve the non-repudiation property: the information given by the

intended recipient to settle a dispute compromises the privacy of all other signcrypted

messages, i.e. confidentiality is compromised to achieve non-repudiation.

Instead of giving authenticity to encryption, another way is to incorporate encryp-

tion features intosignature schemes with message recovery. Examples of signature

schemes with message recovery include the discrete logarithm based signature schemes

in [NR95], and RSA signature without using hash function. There were some con-

fusions in the cryptographic community about the properties of digital signature with

message recovery and authenticated encryption: [MY99] showed that [Che98] is not a

signature with message recovery but an authenticated encryption (which has been con-

firmed by the author of [Che98] in [Che99]). A distinction is made by [Yeu99] with one

concrete construction for both classes of schemes. Signature schemes with message

recovery provide data integrity and non-repudiation without revealing the recipient’s

private key, but not confidentiality, while authenticated encryption schemes provide all

of confidentiality, data integrity and non-repudiation if the recipient leaks his/her private

key.

In resolving a repudiation dispute, if the surrender of private key is not necessary,

then a third party must get some other help from the intended recipient. Some au-

thenticated encryption schemes [HMP94, LC95] simply do not have any repudiation

settlement procedure, while some other [Zhe97, PM98, HW99, Zhe98] require interac-

tion to settle a repudiation dispute, which is inconvenient and only a limited number of

parties can get convinced.

Non-interactive repudiation dispute settlement is achieved in convertible authenti-

cated encryption schemes [LKP00, WH02] or signcryption scheme with public verifia-

bility [ BD98]. The recipient can convert the ciphertext into an ordinary signature that

can be verified by every party, which provided flexibility in the verifiability. However,

message under signcryption must be revealed to the party who want to do the verifi-

cation in all these constructions [BD98, LKP00, WH02]. This requirement motivated
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the work in [GLZ99], in which public verification can be done without accessing the

plaintext. Besides, only short messages are supported by [LKP00].

There are some public verifiable signcryption schemes that are compatible with

standardized signature schemes. The first work is [YL02], which is based on Ko-

rea Certificate-based Digital Signature Algorithm (KCDSA). Another work [SLS03] is

based on Digital Signature Algorithm (DSA) [Nat95], a more widely used standardized

signature. Their paper also pointed out that [YL02] leaks a small amount of information

about the message.

Since convertible authenticated encryption schemes achieved non-repudiation with-

out the surrender of private key and (possibly expensive) interactive protocol, essentially

they can be regarded as signcryption schemes with public verifiability. In the rest of the

thesis, we stick to the original definitions and whenever the term “authenticated encryp-

tion” is used, we refer to a scheme without non-repudiation property.

2.5.2 Provably Secure Signcryption

All signcryption schemes mentioned previously (e.g. [Zhe97, BD98, PM98, HW99])

were proposed with no rigorous treatment of security (the essence of rigorous treatment

of security will be given in Chapter4). It turned out that some signcryption schemes are

actually insecure.

The cryptanalysis and the corresponding fix of [Zhe97] in [PM98] was cryptana-

lyzed and fixed by [HW99]. Some signcryption schemes with public verifiability (e.g.

[BD98, WH02]) are actually inherently insecure under a reasonable definition of confi-

dentiality of signcryption (which is called “semantic security”, details will be explained

in Chapter4). Publicly verifiable authenticated encryption in [MC03] was shown in

[WLH03] that the third party will reject a valid signature produced by their scheme

with non-negligible probability. Moreover, it was shown in [WBMC04] that it is forge-

able under the condition that the public key registered by the forger is dependent on the

victim’s public key. (Note that such attack is practically infeasible in ID-based cryp-
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tography since there should be a standard in the composition of string used to represent

users.) New publicly verifiable authenticated encryption scheme based on Schnorr sig-

nature scheme [Sch91] was proposed in [WBMC04] too.

A new notion called group signcryption was proposed in [KM03], a concrete con-

struction based on distributed schemes [MVN99, MV00] was also presented; how-

ever, no formal proof of security was provided. It was later shown to be failing to

meet the security requirements of coalition-resistance, traceability and unforgeability

by [WDKM04]. Analysis in [WDKM04] also showed that the scheme in [HC03], while

being the combination of two cryptographic primitives that were widely believed are

secure (the ElGamal encryption algorithm [ElG85] and the Schnorr signature scheme

[Sch91]), indeed cannot satisfy the requirements of confidentiality.

There are several literatures studied the formal models and security proofs for sign-

cryption schemes [An01, ADR02, BSZ02, MLM03]. Treatment of authentic encryption

in the public key setting was provided in [An01]. The model in [ADR02] did not make

non-repudiation a requirement of signcryption and did not aim at making signcryption

more efficient than traditional “sign-then-encrypt” approach. A variant of [Zhe97] was

proposed and proven secure in [BSZ02], but the non-interactive non-repudiation proce-

dure is complex. It made use of zero-knowledge proof and the only suggested method

for this is the one used in the proof of Cook’s theorem that boolean satisfiability is NP-

complete [Coo71]. No details of practical implementation are given. A signcryption

scheme based on the intractability of the integer factorization problem was proposed in

[SZ00], the scheme has provable unforgeability of ciphertext but no proof on chosen

ciphertext security (will be described in Chapter4).

The first formal model of non-repudiation for signcryption was developed in [MLM03],

accompanied by two provably secure signcryption schemes in their model, one is based

on RSA and another is based on discrete logarithm problem. Yet, their model addressed

the security in a single-user setting instead of the more realistic multi-user setting.

Up to this point, all schemes mentioned do not support ID-based public keys.
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2.5.3 Parallel Signcryption

Another way to provide both confidentiality and non-repudiation simultaneously and

efficiently is to perform signing and encryption in parallel. In [ADR02], commitment

of a message is encrypted and the corresponding de-commitment is signed, the message

can be recovered from the commitment with the de-commitment. Such a mechanism

decreases the computation time to signcrypt a message to the maximum time required

by the encryption and the signing, but there are some computational overheads in the

commitment step. Later construction [PP03] employed the secret sharing technique

[Sha79] to perform the commitment step: one of the shares is treated as the commitment

while the other is the corresponding de-commitment. Apart from the improvement of

the efficiency of the commitment step, the scheme achieved a strong notion of security

(chosen ciphertext secure and existentially unforgeable, more details in the next section)

from weakly secure encryption and signature scheme. Another signcryption scheme

employed secret sharing technique is [AI03], but it is actually a simple concatenation of

signature and ciphertext.

Recently [DFJW04] proposed another technique to perform parallel signcryption,

which achieve optimal exact security, flexible key management, compatibility with

PKCS’s [Kal98] standard and other properties; but [LQ04] pointed out that their scheme

cannot achieve ciphertext anonymity: the recipient of the message needs to know from

whom the signcrypted message emanates, or he/she cannot perform unsigncryption.

But whether this is a weakness or a useful property depends on the application domain

[GLZ99, Boy03b].

2.6 Threshold Cryptography

Threshold cryptography lowers the chance of complete secret exposure by sharing

the secret among different entities. No single entity will get hold of the complete secret.

Moreover, they also address the problem of unavailability, because anyt out ofn entities

are sufficient to perform the cryptographic task, wheret is the pre-determined threshold
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size andn is the number of entities sharing the secret (witht ≤ n). For a(t, n) threshold

decryption scheme, the ciphertext is generated by a single sender as usual but it can be

decrypted only if the collaborating subgroup is larger than or equal tot. Any t − 1

entities learn no information about the message being encrypted. For a(t, n) threshold

signature scheme, a valid signature can only be given by the co-operation oft or more

entities, butt− 1 or fewer entities cannot generate a valid signature.

These schemes are getting more and more popular due to the increasing prevalence

of MANET and pervasive computing applications, where ad-hoc groups are very com-

mon [BSS02]. One important application of threshold signature is to address the prob-

lem of low security level and low availability of a single CA in MANET. Before the

generation of signature, the ad-hoc group need to share a common secret first, which

may involve the use ofsecret sharingtechniques ordistributed key generation. More-

over, to cope with perpetual leakage, the concept ofproactive securitywas introduced.

2.6.1 Secret Sharing

Secret sharing scheme enables a secret to be kept collectively by a group of par-

ticipants in a way that only a qualified subgroup can reconstruct the secret. In(t, n)

threshold secret sharing, the secret is shared (viadistribution protocol) among a net-

work ofn participants(one of them may be a trusteddealer); anyt of them can recreate

the secret easily (viareconstructionprotocol), but any set of fewer members gain no

information about the shared secret (in the sense that all possible values are equally

likely).

The concept of threshold secret sharing was proposed in [Sha79] and [Bla79], uti-

lizing Lagrange polynomial interpolation and projective spaces respectively.

After these seminal works, other constructions of threshold secret sharing appeared.

A modification of [Bla79] was proposed in [Sim91] based on affine spaces. Construc-

tion from congruence class based on Chinese Remainder Theorem was proposed in

[AB83], the formal security proof of the scheme was later presented in [QPV02]. A few
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schemes based on the technique of multiplicative secret sharing [DCB95, BBDW96,

WLXZ00] were also proposed: [DCB95] proposed a multiplicative non-abelian sharing

schemes while [BBDW96] worked on an abelian group and provided a better bound on

the share size expansion, [WLXZ00] further improved the scheme in [BBDW96] with

the notion of multiple perfect hash families.

There are generalization of secret sharing scheme [ISN87, BL90], which enable the

secret to be reconstructed from authorized subsets with different cardinalities, instead

of groups of the same size. Some work [WWW02] aimed at redistribution of secret

from (t, n) access structure to a(t′, n′) one. Apart from these generalizations, there

were many research works that extended the capabilities of secret sharing schemes;

for examples, removing the requirement of trusted dealer, (publicly) verifiable secret

sharing and proactive secret sharing.

2.6.2 Distributed Key Generation

The original motivation of secret sharing is for enabling the mutually suspicious

entities with conflicting interests to cooperate with each other. However, in the basic

version of secret sharing (e.g. [Sha79]), participants can neither verify the validity of

their shares obtained in the distribution protocol nor verify the validity of their shares

constructed by other in the reconstruction protocol. Hence a trusted dealer is assumed

(actually, the trusted dealer also knows the secret).

Torben Pryds Pedersen designed the first scheme of distributed key generation (in-

stead of centralized key generation by trusted dealer) in [Ped91], which is a non-interactive

scheme assuming the existence of broadcast and private channels. This work is simple

and efficient, but it was later proven by [GJKR99] that the key generated is not uni-

formly distributed in the key space (two malicious members can bias the last bit of the

public key with probability of3
4

instead of1
2
). [CGJ+99] further improved the solu-

tion proposed in [GJKR99] to withstand adaptive attacks, where the adversary chooses

which participants to corrupt at any time and based on any information he sees during
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the protocol.

In [JL00], protocols ([CGJ+99, FMY99a, FMY99b]) which are secure against adap-

tive attacks were found to be insufficient to support cryptosystem secure against adaptive

chosen ciphertext attack and signature scheme secure against adaptive chosen message

attack (these two notions will be described at Chapter4). [JL00] proposed two new

models of security for adaptive attacks: the first one dealt also with concurrent ad-

versaries whereas the second presents erasure-free adaptive security with persistently

inconsistent players.

All previously mentioned schemes (except one of the schemes in [JL00] which uses

inefficient non-committing encryption) assumed the existence of private channels. Pri-

vate channels are usually implemented by the establishment of a secret key between

each pair of participants, which involves an extra round (and hence extra cost) before

the execution of the actual protocol. Moreover, the use of private channel make it dif-

ficult to detect whether the faulty participant is the sender or the receiver. So publicly

verifiable encryption scheme (PVE) [CD99] was used by subsequent proposal in [FS01]

to detect whether the sender has sent faculty parts in a “private” channel. The result in

[FS01] is a one round scheme which generates a discrete logarithm key with public

channels only, utilizing publicly verifiable secret sharing (PVSS) scheme and PVE.

Recently, [ZI03] generalized the round-optimal distributed key generation protocol

in [FS01] by using any arbitrary homomorphic encryption other than Paillier cryptosys-

tem [Pai99] used in [FS01]. With this generalization, the security of the protocol only

relies on a single class of mathematical assumptions instead of involving the composite

degree residuosity assumption relied by [Pai99].

2.6.3 Proactive Security

Throughout the lifetime of a threshold cryptosystem, more and more parties may

get compromised, or the shares holding may get corrupted or lost. To prevent the secret

to be lost forever when there are less thant correct shares remain, an obvious solution
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is to reconstruct the secret before this happens. However, the threshold nature of the

scheme is destroyed forever. Rafail Ostrovsky and Moti Yung introduced the concept

of proactive security for secret sharing in [OY91]: at the beginning of each predefined

time period, a sharerenewalprotocol is executed so that all compromised or lost shares

are regenerated, but the secret stays the same.

Amir Herzberget al. [HJKY95] introduced robustness into this notion by using the

verifiable secret sharing (VSS) scheme in [Ped92].

2.6.4 Threshold Signature

Any threshold cryptosystems can be realized by secure multi-party computation, but

these multi-party protocols [Yao82, GMW87] were designed to compute a single arith-

metic or boolean function, which only provided inefficient constructions of threshold

signature scheme. Followed by the first efficient threshold cryptosystem introduced by

Yvo Desmedt in [Des88], many threshold schemes were devised, Some are based on

standard or well-known signature schemes. To name a few examples, threshold version

of Digital Signature Standard (DSS) [Nat00] includes [GJKR96b, CGJ+99, FMY99a,

JL00], threshold RSA signatures includes [DF92, DDFY94, GJKR96a, FGY96, BF97,

FGMY97, PS98, Rab98, CGJ+99, FMY99a, FMY99b, Gil99, Sho00], (some of these

work are not specific to threshold RSA signature: for examples, function sharing, thresh-

old public key cryptosystem, two-party and distributed RSA key generation) while

[LHL95] and [LCT03] are the threshold version of ElGamal [ElG85] and Guillou-

Quisquater (GQ) [GQ90] signature respectively.

2.7 Chapter Summary

This chapter starts by a very brief history of cryptology. The idea of traditional

public key cryptography and its shortcomings are discussed. A new paradigm of pub-

lic key cryptography which is known as ID-based cryptography is introduced. Secu-

rity issues in emerging mobile ad-hoc network are discussed briefly. We also gives

literature surveys on forward-secure cryptography schemes (which includes signature
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and encryption), other key-evolving paradigms (which includes weak forward-security,

strong forward-security, key-insulation, strong key-insulation and intrusion-resilience),

signcryption schemes with other related notions (which includes authenticated encryp-

tion and signature schemes with message recovery.) and threshold signature schemes

with related techniques (which includes secret sharing, distributed key generation and

proactive security).

2 End of chapter.
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Chapter 3
Literature Survey

E nough background on the existing works in the area of signcryption and thresh-

old signatures are given in the last chapter, now we move to two more specific

literature surveys: ID-based signcryption and forward-secure threshold signature. For

the better understanding of these two notions, the frameworks and the requirements of

forward-secure ID-based signcryption and forward-secure threshold signature will be

given before the respective survey.

3.1 ID-based Signcryption

3.1.1 Framework

An identity-based (ID-based) signcryption scheme consists of five algorithms:Setup,

Extract, Signcrypt, Unsigncrypt andTP Verify (if public verifiability is satisfied).

In essence,Setup generates common public parameters and master secret depending on

the security level parameter;Extract generates the private key(s) for each user accord-

ing to the user’s public identity;Signcrypt produces the ciphertext from a sender to

a designated recipient;Unsigncrypt recovers the original message after checking its

integrity and origin;TP Verify enables any third party to verify the integrity and origin

of the message. The functions of these algorithms are described as follows.

• Setup: On an unary string input1k wherek is a security parameter, it produces
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the common public parametersparams, which include a description of a finite

message space together with a description of a finite ciphertext space; and the

master secrets, which is kept secret by the Private Key Generator (PKG)

• Extract: On an arbitrary string inputID, it computes the private signcryption

keySID and the private decryption keyDID, corresponding to(params, s). Note

that in our framework, the signcryption key and the decryption key are not neces-

sary the same.

• Signcrypt: On input(m,SIDA , IDB), it outputs a signcrypted ciphertextσ, cor-

responding to(params, s).

• Unsigncrypt: On input(σ, IDA, DIDB), it outputs the original messagem and

ephemeral datatemp for public verification (if the scheme provides public verifi-

ability), or the symbol⊥ if σ is not accepted as a valid ciphertext, corresponding

to (params, s).

• TP Verify: On input(σ, IDA,m, temp), it outputs> for “true” or⊥ for “false”,

depending on whetherσ is a valid ciphertext of messagem signcrypted byIDA

or not, corresponding to(params, s).

These algorithms must satisfy the standard consistency constraint of ID-based sign-

cryption, i.e. if σ = Signcrypt(m,SIDA , IDB), then we must have(m, temp) =

Unsigncrypt(σ, IDA, DIDB) and> = TP Verify(σ, IDA,m, temp).

The framework of ID-based signcryption is illustrated in Figure3.1.

3.1.2 Requirements

An ID-based signcryption scheme should provide the following properties.

1. Forward Security (FwSec): Following the definition from [LQ03] and [BY03], an

ID-based signcryption scheme provides forward secureencryptionif knowing the

private key of thesendercannotrevealthe messages he or she signcrypted before.



ID-BASED SIGNCRYPTION 29

Figure 3.1: Framework of ID-based Signcryption

2. Public Verifiability (PubVer): An ID-based signcryption scheme is publicly verifi-

able if given a messagem, a signcrypted messageσ, and possibly some additional

information provided by the recipient, a third party can verify thatσ is a valid sig-

nature of the sender form, without knowing the recipient’s private key.

Note that we adopt a different definition from that in [JJR+03], we refer the public

verifiability defined in [JJR+03] aspublic ciphertext authenticity, which we will

revisit later.

3. Provable Security (ProvSec): An ID-based signcryption scheme is said to be

provably secure if it satisfies the property ofindistinguishability against adaptive

chosen-ciphertext-and-identity attacks(also known as semantical security) and

is secure againstan existential forgery for adaptive chosen-message-and-identity

attacks.

Depending on the applications, an ID-based signcryption scheme may need to sat-
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isfy additional requirements. In this thesis, we consider the following additional

requirements.

4. Public Ciphertext Authenticity (PubCAuth): An ID-based signcryption scheme is

said to provide public ciphertext authenticity if any third party can verify the va-

lidity and the origin of the ciphertext without knowing the content of the message

and getting any help from the intended recipient.

This requirement is useful in applications such as authentication of encrypted

messages by firewalls [GLZ99] in which the origin of the received signcrypted

message must be verified by a third party before the message is accepted in the

system.

5. Recipient Anonymity (ReAnon): An ID-based signcryption scheme is said to pro-

vide recipient anonymity if any third party cannot learn from the ciphertext that

who can unsigncrypt the ciphertext successfully. Again, the recipient anonymity

should be preserved even the private key of thesenderis compromised.

This requirement is important for scheme with public ciphertext authenticity, or

any third party will have the full knowledge of where is the ciphertext originated

and who is the intended recipient. For scheme with forward security, the recipient

is the only one (except the trusted PKG) that can unsigncrypt a ciphertext. If the

adversary can know who is the intended recipient easily, the recipient may face

the threat of being compromised or forced to unsigncrypt the ciphertext.

3.1.3 Existing Work

Before our proposed ID-based signcryption scheme,noneof the previous ID-based

signcryption schemes can satisfy all the above requirements. John Charles Malone-Lee

gave the first ID-based signcryption scheme [ML02]. His scheme provides forward

security and public verifiability. However, the scheme is not semantically secure. As

pointed out by [LQ03], this scheme is the result of a combination of a simplified ver-
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sion of Boneh and Franklin’s ID-based encryption [BF01] with a variant of Florian

Hess’s ID-based signature [Hes03]. Roughly speaking, the signcrypted message is a

concatenation of a signature and a ciphertext. In other words, the signature of the

message is visible in the signcrypted message, so the scheme cannot be semantically

secure [SLS03]. The scheme proposed by Ryuichi Sakai and Masao Kasahara [SK03]

is semantically insecure too. Possibly their scheme only provides forward security and

receipt anonymity.

On the other hand, Divya Nalla and K. Chandrasekhar Reddy’s ID-based signcryp-

tion scheme [NR03] cannot provide public verifiability as well as public ciphertext au-

thenticity since the verifications can only be done with the knowledge of recipient’s

private key. Benôıt Libert and Jean-Jacques Quisquater proposed three ID-based sign-

cryption schemes [LQ03]. None of them can satisfy the requirements for public verifi-

ability and forward security at the same time.

Xavier Boyen’s multipurpose ID-based signcryption scheme [Boy03b] is the only

existing scheme that provides public verifiability and forward security and is also prov-

ably secure. However, this scheme aimed at providing ciphertext unlinkability and

anonymity. So, a third party cannot verify the origin of the ciphertext, thus the scheme

does not satisfy the requirement of public ciphertext authenticity. We remark that

Boyen’s scheme is very useful in applications that require unlinkability and anonymity.

3.2 Forward-Secure Threshold Signature

3.2.1 Framework

We adopt a standard framework of a forward-secure threshold signature scheme

[AMN01, TT01, CLT03]. For a(n, t) forward-secure threshold signature scheme, there

aren signers each with a secret key share, where anyt out of n signers can function

together to generate signatures. A(n, t) forward-secure threshold signature scheme

consists of four components: key generation (KeyGen), distributed signing (Sign), dis-

tributed key evolution (Update), and verification (Verify). The functions of these al-
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gorithms are formalized as below.

• KeyGen: On input of the total number of signersn, the threshold number of sign-

erst, the total number of time periodsT and an unary string input1k wherek is a

security parameter, it produces the public parametersparams, which include the

public keyPK, a description of a finite message space together with a description

of a finite signature space. Each signeri also getsSK(i)
0 as the share of the secret

key valueSK0 for period 0.

• Sign: On input of (i, j, m, SK(i)
j ), wherem denotes the message to be signed

andSK(i)
j denotes theith share of the secret keySKj for periodj (1 ≤ j ≤ T ), it

outputs the partial signatureσ(i). A third party or any signer are able to construct

the final signatureσ given the set oft partial signatures{σ(i)}.

• Update: On input of (i, j, SK(i)
j ), whereSK(i)

j denotes theith share of the secret

key SKj for periodj (1 ≤ j ≤ T ), it outputsSK(i)
j+1 and deletesSK(i)

j . As a

result, the system’s secret key is implicitly evolved toSKj+1. For the forward-

security, we requireUpdate to be aone-way function(OWF), i.e. it is efficient

to calculate the output form a given input, but not the reverse. The key evolution

paradigm is illustrated in Figure3.2, where “Private Key (i)” denotes the private

key at the time periodi.

• Verify: On input(σ, j, PK,m), it outputs> for “true” or⊥ for “false”, depend-

ing on whetherσ is a valid signature of messagem signed by the corresponding

secret key ofPK at jth time period or not.

3.2.2 Requirements

Apart from the standard requirements on the consistency and the unforgeability, a

practical forward-secure threshold signature schemes should satisfy the following list

of efficiency requirements, especially when used for situations like MANET.
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Figure 3.2: Key Evolution in Forward-Security Paradigm

1. Small Signature Size: In MANET, bandwidth is limited and each packet are prob-

ably transmitted via multi-hops, it is desirable to have a small signature size.

2. Small Storage Size (of Public Key and Private Key): Mobile devices typically have

a small storage capacity, the scheme’s private key size should be kept as small as

possible. Since CA(s) needs to keep a repository of certificates (each containing

a public key) and each device usually keep a number of certificates for efficiency

purpose, the public key size should be small too.

3. Computationally Efficient Operations (Key Generation, Key Update, Signature

Generation and Verification): Mobile devices are typically with less computa-

tional power, the operations of the scheme should be as efficient as possible, es-

pecially for those frequently used operations like key update and signature gener-

ation.



34 LITERATURE SURVEY

4. Round-Complexity of Operations (Key Generation, Key Update and Signature

Generation): In MANET, the network condition is volatile and unreliable, the

operations of the scheme should requires as few interaction as possible. Opti-

mally, the communication should requires only a single round.

3.2.3 Existing Work

Threshold cryptography has been well studied, however, the results in forward-

secure threshold signature schemes are far more limited. There have been several pro-

posals of forward-secure threshold signature schemes.

Michel Abdalla, Sara Miner and Chanathip Namprempre [AMN01] gave a threshold

version of [BM99], and proposed two threshold schemes. One is based on multiplicative

secret sharing and the other on polynomial secret sharing. The multiplicative scheme

introduced requires alln signers to be present to sign messages and perform key update,

hence it can only tolerate mobile eavesdropping adversaries and isnot a truly threshold

signature scheme. The polynomial scheme can tolerate mobile halting adversaries and

only requires(2n + 1)/3 signers to perform signing and key update. However, the

signing protocol needsO(lg(l)) communication rounds, wherel is the length of the

hash output. So this scheme is not useful in situation such as an ad-hoc network.

Wen-Guey Tzeng and Zhi-Jia Tzeng [TT01] gave a threshold version of [AR00],

which improves on [BM99] in key sizes. The threshold scheme proposed is both robust

and efficient. However, for the polynomial-based construction, the evolution of secret

key needsO(l) rounds of communication. In the multiplicative construction, commu-

nication round performance is improved but it still requires alln signers to perform

signing and key update, (i.e.not a truly threshold signature scheme) or at leastt out

of n signers to reconstruct the secret of the other unavailable signersexplicitly. As a

consequence of reconstruction, the scheme is no longer a threshold one, or the regen-

eration and redistribution of the new secret must be done after every signing or update

operation. This makes the scheme ratherimpractical.

Cheng-Kang Chu and Li-Shan Liu and Wen-Guey Tzeng [CLT03] proposed a better



CHAPTER SUMMARY 35

forward secure threshold signature scheme by integrating [IR01] and [LCT03]. How-

ever, the scheme inherits the inefficiency of [IR01]: without any optimization, the cost

of key update isO(T ) whereT is the number of time periods; even optimization tech-

niques in [IR01] were applied, the cost of key update isO(log5 T ) while secret storage

required is increased toO(log T ). Moreover, the multiple uses of VSS protocol make

the scheme requires a few number of communication rounds.

3.3 Chapter Summary

In this chapter, we have given the framework of forward-secure identity-based sign-

cryption and forward-secure threshold signature. In particular, we give a new paradigm

for identity-based signcryption in which the private signcryption key and the private

decryption key are separated.

We have also given a list of requirement for forward-secure identity-based sign-

cryption and a list of requirement for practical forward-secure threshold signature in

MANET, which existing schemes cannot satisfy all of them simultaneously.

2 End of chapter.
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Chapter 4
Provable Security

R ather than defined in a rigorous manner, the security notions for cryptosystems

that their designers wished to meet were intuitive at the early stage of cryp-

tography studies. Cryptosystems designed in this way were “insecurity-prone”, crypt-

analysis often appear after the publication of the designs, modifications were made to

prevent specific attacks and later the scheme was found to be still insecure (the scheme

is still vulnerable to the attack or another line of attack is opened). It is widely ac-

cepted that this approach is doomed to be flawed, which gives rise to a sub-discipline of

cryptography: provable security.

Provable securitystemmed from the pioneering work of Shafi Goldwasser and Sil-

vio Micali [GM84] in probabilistic public key encryption. The approach is to design

the cryptosystem based on someatomic primitives: computationally problem that are

assumed to be intractable. Security definitions and adversary models are precisely spec-

ified to capture what it means for the cryptosystem to be “secure” or what it means to

“break” the cryptosystem.

A security proof is constructed via a reduction from the hardness of breaking the

underlying atomic primitive to the hardness of breaking the cryptosystem, similar to the

way one proves the NP-completeness of a problem by reducing from boolean satisfia-

bility. Such proof assures us the only way to defeat the cryptosystem in the prescribed
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model is to break the atomic primitive. The implication is: as long as the atomic prim-

itive is sound (i.e. the underlying problem has no reasonably-efficient solution), the

prescribed cryptosystem is secure under the chosen definition of security and adversary

model.

Security proof is essential to assert the level of the security a cryptosystem provides,

a provably secure cryptosystem provides “fit-for-application” security that simple “text-

book cryptography” cannot provide. One example is RSA, possibly the best known

cryptosystem. Informally speaking, RSA [RSA78] is insecure [Mao03] under “lunch-

time” attack [KY00], an attack aimed at decrypting a certain ciphertext by querying

the decryption mechanism for some other predefined ciphertext in a short duration of

time says lunch time; but RSA optimal asymmetric encryption padding (RSA-OAEP)

[FOPS01] is provably secure against an even stronger mode of attack (ciphertext is

not necessarily predefined, it can be prepared after the interaction with the decryption

mechanism started).

4.1 Computational Assumptions

Cryptography is the study of human’s stupidity (which can be considered as a rephrase

of the statement by Adam Young and Moti Yung: “Modern cryptography is made possi-

ble by the failures in modern algorithmics.” [YY04]). Security of modern cryptosystems

are often based on the intractability of some computational problems, e.g. if you can

factor, then you can break RSA, but the integer factorization problem is presumed to be

intractable.

There are many computational problems in number theory, to name a few, theeth

roots problem, the (computational and decisional) composite residuosity problem (e.g.

relied by Paillier cryptosystem [Pai99]), the quadratic residuosity problem (e.g. relied

by the ID-based encryption scheme in [Coc01]), the Phi-hiding problem [CMS99], etc.

In this section, problems related to the security of our proposed schemes are discussed,

i.e. problems related to discrete logarithm and bilinear pairing.



COMPUTATIONAL ASSUMPTIONS 41

4.1.1 Bilinear Pairing

Bilinear pairing (see [BF01] for implementation details) is a mathematical structure

that is recently applied extensively in cryptography. It gives rise to many cryptographic

schemes that are yet to be (efficiently) constructed using other cryptographic primitives,

e.g. aggregate signature [BGLS03] and short signature [BLS01]. One of the most

distinguishing cryptographic scheme enabled by bilinear pairing is ID-based encryption

[BF01], which solved the open problem proposed by [Sha85] in 1984. Currently, the

research of pairing-based cryptosystems still continues at a furious rate. We describe

the key properties of bilinear pairing below.

Let (G1,+) and(G2, ·) be two cyclic groups of prime orderq. The bilinear pairing

is given aŝe : G1 ×G1 → G2, which satisfies the following properties:

1. Bilinearity: For allP,Q,R ∈ G1, ê(P +Q,R) = ê(P,R)ê(Q,R), andê(P,Q+

R) = ê(P,Q)ê(P,R).

2. Non-Degeneracy: There existsP,Q ∈ G1 such that̂e(P,Q) 6= 1.

3. Computability: There exists an efficient algorithm to computeê(P,Q) ∀P,Q ∈

G1.

4.1.2 Discrete Logarithm Problems

There are many famous discrete logarithm based cryptosystems, like ElGamal en-

cryption and signature [ElG85], Schnorr signature [Sch91], Cramer-Shoup encryption

[CS98], Pointcheval-Stern signature [PS00] and Digital Signature Algorithm (DSA)

[Nat00].

Definition 1. Let p be a prime such thatp − 1 has a large prime divisor, given a

generatorg of a groupZ∗p and a valuega ∈ Z∗p wherea < p−1, the Discrete Logarithm

problem is to computea.

In this thesis, we consider the variant of discrete logarithm problem which is known

as elliptic curve discrete logarithm (ECDLP), since all the current admissible pairings

(Weil pairing and Tate pairing [BF01, Jou02, GHS02]) are realized on elliptic curve.
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Definition 2. LetE be an elliptic curve defined over a finite fieldK = F2N . Given a

generatorP ∈ E(K) where the order ofP is q (i.e. ord(P ) = q), andQ generated by

P (i.e.Q ∈< P >), the Elliptic Curve Discrete Logarithm Problem (ECDLP) is to find

the integera ∈ {0, q − 1} such thatQ = aP .

4.1.3 Diffie-Hellman Problems

In the seminal paper of public key cryptography [DH76], the first protocol that al-

lows two entities to establish a session key over an untrusted network with passive eaves-

droppers is proposed, which is now known as Diffie-Hellman key exchange. Diffie-

Hellman key exchange is based on the assumed intractability of solving the following

problem: the computational Diffie-Hellman problem.

Definition 3. Given a generatorP of a groupG and a 2-tuple(aP, bP ) ∈ G2, the

Computational Diffie-Hellman problem (CDH problem) is to computeabP .

Some cryptosystems’ security (e.g. Cramer-Shoup cryptosystem [CS98]) is based

on the intractability of the decisional variant of the CDH problem.

Definition 4. Given a generatorP of a groupG and a 3-tuple(aP, bP, cP ) ∈ G3, the

Decisional Diffie-Hellman problem (DDH problem) is to decide whetherc = ab.

There is a “gap” between computational problems and decisional problems. The gap

problems can be considered as a dual to the class of the decisional problems [OP01].

Informally, a gap problem is to solve the computational problem with the help of the an

oracle that can solve the related decisional problem.

Definition 5. The Gap Diffie-Hellman problem (GDH problem) is to solve the CDH

problem in a groupG with the help of the oracle that solves the DDH problem inG.

4.1.4 Bilinear Diffie-Hellman Problems

The existence of bilinear pairings leads to the definition of the following problems:
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Definition 6. Given two groupsG1 and G2 of the same prime orderq, a bilinear

map ê : G1 × G1 → G2 and a generatorP of G1, the Decisional Bilinear Diffie-

Hellman problem (DBDHP) in(G1,G2, ê) is to decide whetherh = ê(P, P )abc given

(P, aP, bP, cP ) ∈ G1
4 and an elementh ∈ G2.

Definition 7. Given two groupsG1 andG2 of the same prime orderq, a bilinear map

ê : G1×G1 → G2 and a generatorP ofG1, the Computational Bilinear Diffie-Hellman

problem (CBDHP) in(G1,G2, ê) is to computeh = ê(P, P )abc given(P, aP, bP, cP ) ∈

G1
4.

4.1.5 Modified Bilinear Diffie-Hellman Problems

Both DBDHP and CBDHP are assumed to be hard and no known algorithm can

solve any of them efficiently. In this thesis, we consider variants of DBDHP and CB-

DHP, in whichc−1P is also given as input. We refer these variants as MDBDHP (Mod-

ified DBDHP) and MCBDHP (Modified CBDHP).

Definition 8. Given two groupsG1 andG2 of the same prime orderq, a bilinear map

ê : G1 × G1 → G2 and a generatorP ofG1, the Modified Decisional Bilinear Diffie-

Hellman problem (MDBDHP) in(G1,G2, ê) is to decide whetherh = ê(P, P )abc given

(P, aP, bP, cP, c−1P ) ∈ G1
5 and an elementh ∈ G2.

Definition 9. Given two groupsG1 andG2 of the same prime orderq, a bilinear map

ê : G1 × G1 → G2 and a generatorP of G1, the Modified Computational Bilinear

Diffie-Hellman problem (MCBDHP) in(G1,G2, ê) is to computeh = ê(P, P )abc given

(P, aP, bP, cP, c−1P ) ∈ G1
5.

Obviously DBDHP and CBDHP are harder than MDBDHP and MCBDHP, respec-

tively. However, no known existing efficient algorithm can solve MDBDHP and MCB-

DHP, to the best of our knowledge. Indeed, our actual scheme only needs to publish

(P, aP, bP, cP ). In [BDZ03], it is shown that inverse computational Diffie-Hellman

problem (On inputP and cP , outputsc−1P ) is equivalent to computational Diffie-

Hellman problem. So it is computationally infeasible to derivec−1P from the public
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system parameters.

We believe that MDBDHP and MCBDHP are interesting in their own rights as their

intractabilities may give raise to new cryptosystems like our proposed scheme, in which

the private signcryption key and the private decryption key are separated.

4.2 Formal Security Notions

In the realm of provable security, we need to define theadversarial goals, schemes

only secure against a less ambitious goal is of less security level. We will describe

different notions of security of encryption and signature one by one.

On the other hand, what powers an adversary may have, i.e. theadversarial models,

must be defined clearly too. A trivial method for breaking the security of most crypto-

graphic schemes is to try every possible key from the keys pace. A secure cryptographic

scheme should not be breakable in a way more effectively than the abovebrute-force at-

tack. We consider other types of cryptanalytic attacks below, ordered from the weakest

threat model to the strongest threat model.

4.2.1 Adversarial Goals in Attacking Encryption Schemes

The most fundamental security property of an encryption scheme is confidentiality.

• All-or-Nothing Secrecy: For a given plaintext-ciphertext pair under an encryp-

tion algorithm, the adversary either reveal the whole private decryption key, or

nothing. And for a given ciphertext from an encryption algorithm, the adversary

either determines the whole plaintext block correctly, or nothing. The meaning of

“nothing” is that the adversary does not gain any other knowledge before or after

its attempt to attack.

This is the weakest notion of confidentiality. In real applications, we may have

someapriori informationwhich is known by the attacker. Examples include pre-

defined format of electronic file (e.g. “%PDF” in Adobe PDF file, “%!PS” in

PostScript file), small domain (which are small in comparison with the domain
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size in cryptographic sense, e.g. key spaces) of values in the file (e.g. the decision

of buy/sell, the user’s password). These information may assist in achieving the

adversary’s goal. Most “textbook encryption algorithm” can achieve this notion

of security and it was simply considered as “notion of insecurity” in [Mao03].

• Indistinguishability: In contrast to all-or-nothing secrecy, this notion of confiden-

tiality captures the impossibility of extracting any information from a ciphertext

about the plaintext.

This notion of confidentiality was proposed together with the probabilistic en-

cryption scheme in [GM84]. Note that the essential property of the probabilistic

algorithm is that even the same plaintext is encrypted under an encryption key

twice, the two resultant ciphertexts will be different with an overwhelming proba-

bility. Probabilistic encryption algorithm challenges the adversary by the follow-

ing “game”, which also defines what is meant by indistinguishability. At the start

of the game, the adversary first prepares two distinct message of equal length and

sends them to the encryption oracle, then the challenger tosses a fair coin and en-

crypts either one of the plaintexts according to the face of the coin appeared. The

resultant ciphertext is then presented to the adversary. If the adversary is unable

to guess the face of the coin seen by the challenger (i.e. which plaintext is en-

crypted) with probability significantly greater than1
2
, then the encryption scheme

is considered to be indistinguishable.

This security notion is named assemantic securityin [GM84]: whatever is ef-

ficiently computable about the plaintext given the ciphertext, is also efficiently

computable without the ciphertext [Mao03]. This level of confidentiality is indeed

essential, since many message contain certain “non-secret partial information”.

For example, consider the ciphertext encrypting the name of the candidate/option

chosen in an e-voting event, there is no need for the adversary to decrypt the

ciphertext if the adversary is fully capable to distinguish the ciphertexts. Most di-
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rect applications of one-way trapdoor function (e.g. RSA) are very weak in hiding

such kind of semantic information [GM84].

• Non-Malleability: Indistinguishability sounds secure, but it only guarantees the

security of the scheme against a passive adversary, i.e. the adversary only pos-

sesses the power to eavesdrop the ciphertext but not modifying it. Non-malleability

[DDN91] lifted the security notion of encryption scheme by ensuring the integrity

of the ciphertext in the sense that the corresponding plaintext is modified in a

manner controlled by the adversary.

Consider the use of encryption in sending the value of a bid to another party, if the

encryption scheme is malleable, then the adversary gain advantage by modifying

others’ bid to an unreasonable value.

Indistinguishability and non-malleability capture different requirements of en-

cryption scheme, however, they are indeed related to each other. It has been

shown in [BDPR98] that non-malleability implies indistinguishability and indis-

tinguishability implies non-malleability under adaptive chosen-ciphertext attack

(CCA2), an attack model which we will cover shortly. We only need to de-

sign an encryption scheme that is indistinguishable under CCA2 to achieve non-

malleability under CCA2.

4.2.2 Attacks on Encryption

Assuming both of the encryption and decryption algorithm are publicly known, the

adversary power is characterized by the resource he/she can access in the attack, i.e. the

information he/she holds and the ways he/she can interactive with the encryption and

decryption oracles in the case of encryption.

• Ciphertext-Only Attack: The adversary is only given some ciphertexts, and the ad-

versary’s goal is to reveal information of one or more plaintext from these cipher-

texts. Encryption scheme succumbed to this type of attack is simply considered
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as insecure.

• Known-Plaintext Attack: In this attack the adversary is given a few examples of

plaintexts and the corresponding ciphertexts, but this set cannot be chosen by the

adversary. It may be assumed that all ciphertexts were produced using the same

key and the adversary knew this fact too. The goal of this attack is to reveal

information given by the decryption result of one or more ciphertexts that the

adversary has not yet seen.

• (Non-Adaptive) Chosen-Plaintext Attack: The adversary can ask the encryption

oracle to encrypt some chosen plaintexts and see the encryption result. However,

these plaintexts must be submitted in one single batch. The adversary cannot

query for the encryption oracle twice and choose what plaintext to be encrypted

in response to the encryption oracle. Again it may be assumed that all ciphertexts

were produced using the same key and the adversary knew this fact too. The goal

of this attack is to determine information given by the decryption result(s) of one

or more ciphertexts that is/are not included any encryption request.

• Adaptive Chosen-Plaintext Attack: This threat model is the enhanced version of

chosen-plaintext attack, in which the adversary is permitted to present the encryp-

tion requests adaptively, i.e. the adversary can formulate the plaintext to submit

after obtained some previous queries’ result.

The probabilistic encryption scheme in the pioneering work in provable security

[GM84] was shown to be secure against this class of attack.

The above two notions are mainly for assessing the security of private key encryp-

tion schemes. All adversaries have the power to mount chosen-plaintext attack on

any public key encryption scheme.

• (Non-Adaptive) Chosen-Ciphertext Attack: This threat model is similar to known-

plaintext attack, but decryption oracle is given in addition to the encryption oracle.
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Notice that only temporary access of the decryption oracle is given to the adver-

sary, and not the secret key.

This attack is also known as a “lunch-time” attack: the scenario that an employee

probes the decryption device when left alone in the office during a short period of

time such as lunch-time [KY00, Mao03].

The first public-key encryption scheme that is provable secure against this class

of attack is [NY90], based on the quadratic residuosity intractability.

• Adaptive Chosen-Ciphertext Attack: As pointed out by [RS92], “lunch-time” at-

tack is bounded by an artificial constraint, hence they proposed a stronger notion:

the adversary can adaptively choose the ciphertexts to be decrypted based on pre-

viously received plaintexts.

An encryption scheme based on the non-interactive zero-knowledge proof of knowl-

edge was proposed in [RS92] which is secure against adaptive chosen-ciphertext

attack. Several email encryption protocols were shown to be insecure against this

class of attack in [KS00].

4.2.3 Adversarial Goals in Attacking Signature Schemes

For a signature scheme to be secure, it should be unforgeable. Just like the case

of confidentiality in encryption, there are various levels of unforgeability in signature

schemes.

• Total-Break: The adversary can get the private key of another user (and hence

universal forgery is also possible).

• Universal Forgery: The adversary can forge signatures on messages of his/her

choice.

• Selective Forgery: The adversary can forge a signature on a particular class of

messages.
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• Existential Forgery: The adversary can forge a signature for at least one message,

but the choice of the message is not in control, and hence the message whose

signature is obtained may be random-looking or nonsensical.

The severities of these forgeries are in descending order, e.g. an existentially un-

forgeable signature scheme is stronger than a selectively unforgeable scheme.

4.2.4 Attacks on Signature

The attacks of signature scheme are somewhat different from those of encryption. In

encryption scheme, there are two oracle services provided: encryption and decryption

(although the encryption oracle is only useful in the symmetric setting). In signature

scheme the verification algorithm is inherently accessible to all parties (including ad-

versary), so in encryption’s scenario there are message attacks and ciphertext attacks

but only message attacks for signature schemes.

• Key-Only Attack: The only thing that is given access to the adversary is the public

verification key.

• Known-Message Attack: Message attack is an attack in which the adversary is

given access to the signatures of messages created using one’s private signing

key. In a known-message attack, the adversary is given a few examples of mes-

sages and their corresponding signatures, but these messages are not chosen by

the adversary. It may be assumed that the signing oracle always uses the same

key and the adversary knew this fact too.

• Generic Chosen-Message Attack: In this attack, the adversary can ask for the

signing oracle to sign a set of messages prepared in a single batch, before knowing

the public key of the user under attack. The attack is generic since the set of

messages prepared are independent on the public key of the user under attack.

• Directed Chosen-Message Attack: It is the variation of generic chosen-message

attack, in which the message to be submitted the signing oracle is prepared after
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the knowledge of the public key of the user under attack, i.e. the attack is directed

at a particular user.

• Adaptive Chosen-Message Attack: It is the strongest form of attacks for signature

schemes, where the adversary is able to request for the signatures of adaptively

chosen messages, based on the signatures that are obtained from the signing ora-

cle.

4.3 Random Oracle Model

Random oracle is a popular tool for proving the security of cryptosystems. The

model for such a security proof is calledrandom oracle model(ROM) [BR93]. In

reality, the random oracle is usually instantiated by cryptographic hash function, which

can emulate the imaginary random oracle’s behaviour to a certain degree.

4.3.1 Cryptographic Hash Function

A hash functionis a deterministic function which maps a string of arbitrary length

to a string of fixed length called thehashed value. Hash function is used in many areas

of computer science, e.g. a data structure called hash table utilizing the hash function

is used in many algorithms. Similar to hash function, cryptographic hash functions are

used universally in cryptography: digital signatures (e.g. [Bel00]), public-key cryp-

tosystems with fit-for-application security (e.g. [BR95]), and the random sequence gen-

erators used in key agreement, authentication protocols (see [Boy03a]), non-interactive

proof of knowledge protocols (e.g. Fiat-Shamir heuristic in [FS87]), and e-commerce

protocols like micro-payment aggregation via gambling (e.g. [Whe97, MR01]).

A hash function is necessarily many-to-one due to the pigeon principle, as the do-

main of the hash function is larger than its range. Collisions in hash function is possible:

consider two messagesm0 andm1 which are two arbitrary elements of the domain of a

hash functionH(·), ∃m,m′ s.t. H(m) = H(m′),m 6= m′. The existence of collision

requires cryptographic hash function to satisfy the following additional properties.
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1. Mixing-Transformation: on any inputm, the output hashed valueH(m) is compu-

tationally indistinguishable from a uniform binary string in the interval[0, 2|H|),

where|H| denotes the output length ofH.

2. Preimage Resistant (One-Way, or Hard to Invert): giveny from the rangeH, it is

hard to findm such thatH(m) = y.

3. Second-Preimage Resistant: givenm from the domain ofH, it is hard to find

m′ 6= m such thatH(m) = H(m′).

4. Collision Resistant (or Collision-Free): it is hard to find a pair of distinct mes-

sagesm,m′ such thatH(m) = H(m′).

A cryptographic hash function should also have practical efficiency like a normal

hash function. In our proposed schemes, cryptographic hash function is used. More

inquisitive readers may find [Pre99] for various definitions of hash functions, some

generic constructions and attacks of hash functions.

4.3.2 Random Oracle Paradigm

Random oracle is a complete idealization of the functionality of a hash function.

Similar to the hash function, random oracle also gives deterministic output; but the out-

put of random oracle is uniform in the output space, while the mixing-transformation

property of a hash function only requires the output of the function to becomputation-

ally indistinguishablefrom the uniform distribution in the range of the function. Below

is the formal definition of a random oracle.

Definition 10. A random oracleR is a function from{0, 1}∗ to {0, 1}∞ such that for

a given querys toR, each and every output bit ofR(s) is chosen uniformly at random

and independent of every bit ins.

There exists no computing mechanism that can provide the functionalities of random

oracle in all of the existing computational models. Actually, the random oracle ’s prop-

erties of determinism and uniform output implies the entropy of its output is greater than
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that of its input, which is contradictory to Shannon’s entropy theory [Sha48]. Hence ran-

dom oracle is just a theoretical construction but does not exist in reality. (Please refer

to [Mao03] for a more detailed descriptions of Shannon’s entropy theory and computa-

tional indistinguishability.)

Despite of the disparity between the theory and reality, Mihir Bellare and Philip Ro-

gaway made use of the random oracle for proving the security of cryptosystems [BR93].

The security proof in random oracle model (ROM) is to assume all parties including ad-

versaries have access to a random oracle simulated by a special simulator; then prove

the cryptosystem is secure in this model, and finally replace the random oracle with a

cryptographic hash function, e.g. SHA [Uni95, Uni01], in the actual implementation of

the cryptosystem.

The random oracle is simulated by returning a new randomly chosen value except

for repeat queries, in which the same response is returned as the query result. By this

simulation the simulated oracle has the properties such as preimage resistance and col-

lision resistance of a hash function.

Due to the good approximation of the random oracle behavior from cryptographic

hash functions, it is reasoned that if any weaknesses in this actual implementation of

cryptographic scheme is found, it must come from the weakness in the hash function

used to instantiate the random oracle, and not from the weakness in the cryptographic

design.

The choice of cryptographic hash function is important. Bellare and Rogaway

warned that using MD5 [Riv92] in a simple way is not a suitable replacement for the

random oracle. In [CGH04], Ran Canettiet. al. showed a failure of random oracle

methodology by presenting a cryptosystem that is provably secure in ROM but totally

insecure when the random oracle is instantiated by any hash function. However, their

construction is rather artificial. So proving the security of cryptosystems in ROM is still

considered to be a good engineering principle. Indeed, schemes analysed in this model

also enjoyed widespread acceptance with standards bodies, e.g. RSA-OAEP [BR95]
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and probabilistic signature scheme (PSS) [BR96] with RSA.

4.3.3 Forking Lemma

The use of forking lemma [PS00] to prove the unforgeability of signature schemes

is very popular in recent years. This lemma is used for proving the security of a class

of signature schemes that covers many signature schemes, (e.g. Fiat-Shamir signature

[FS87] and Schnorr signature [Sch91]), in the random oracle model.

The forking lemma is applicable to signature that makes use of the hash function

and produces signature in the form of a triplet(h, σ1, σ2): suppose the hash function

is H(·), h is obtained from hashing the messagem together with part of the signature

σ1, i.e. h = H(m,σ1), while the remaining part of the signatureσ2 is dependent on all

of σ1, the messagem and the hash valueh. Moreover, each invocation of the signing

algorithm gives a new signature that is independent of any other signature produced,

even the signature is made on the same message (like probabilistic encryption scheme).

Recall that a security proof shows a reduction from the breaking of a certain difficult

problem to the breaking of the cryptosystem. The reduction is usually obtained from the

game played between two parties: the challenger and the forger, in which the challenger

simulated the cryptosystem and interacts with the forger to solve the underlying hard

problem. The challenger is given a random instance of the difficult problem, then it

embeds this instance of problem to the simulation of the hash function (modeled as the

random oracle), the key generation and the signing oracle of the scheme. If the forger

can launch an successful attack on this simulation of the scheme, then the challenger

can solve the given instance of hard problem.

Suppose the forgery made is(h, σ1, σ2), there is only a negligible probability that

the signature will verify but the forger did not make any hash oracle query of(m,σ1).

Such a query is called thecritical query. For the challenger to solve the hard problem,

the forking lemma uses the “oracle replay attack”. The forger algorithm is executed

at least twice, but each time it is interacted with a different simulation of the random
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oracle. The simulations of the random oracle are the same until the forger present the

critical query. At this point a new random response is given to the adversary, which

causes afork in the execution of the adversary.

The forger’s algorithm is able to output a valid forgery as long as the random or-

acle answers are of the correct distribution. The forger does not have any additional

functionality like detecting different responses to the same query were returned by the

challenger in multiple runs. Even an apparently different random oracle is used to an-

swer the forgery’s hash query, the forger will still give a valid forgery on the same

messagem, just like the case in the first forgery. Suppose the forgery made in the oracle

replay is(h′ = H ′(m,σ1), σ1, σ
′
2) whereh′ 6= h (by construction) andσ′2 6= σ2 (since

σ2 is dependent onh), then the adversary can probably use these two valid forgeries to

solve the underlying problem. This point will become more clear in the proof of the

existential unforgeability of our ID-based signcryption scheme.

4.4 Chapter Summary

In the formal security analysis of modern cryptography, we need to describe the

intractable computational problems the scheme based on, define the framework of the

scheme, state the adversarial goal, specify the capabilities of the adversary, and most

importantly, an formal reductionist security proof in the model assumed. All of these

have been gone through in this chapter.

We have also described the properties of the important underlying primitive of our

proposed schemes: bilinear pairings. The basic idea of the use of forking lemma in

proving the security of the scheme has also been discussed.

Furthermore, we have proposed two new intractable problems which are the variants

of existing well-known problems.

2 End of chapter.



Chapter 5
ID-Based Cryptosystems

M otivated by the certificate management problem encountered by traditional

PKI, ID-based cryptosystem are devised. In this chapter, we first see how

ID-based encryption scheme and ID-based signature scheme are constructed. This also

helps the discussion of the traditional “sign-then-encrypt” and “encrypt-then-sign” ap-

proaches in Chapter6. ID-based cryptographic schemes can be used to derive other

cryptographic primitives as well. We review the construction of a hierarchical ID-based

signature scheme, which is an important building block for our scheme in Chapter7.

5.1 ID-Based Encryption

We first see how ID-based encryption (IBE) scheme is constructed.

5.1.1 High Level Idea

In Boneh and Franklin’s IBE scheme [BF01], to encrypt a message, the sender uses

the bilinear pairing to combine the identity of the receiver, the private key generator

(PKG)’s public key and a random short term private key into a session key used to mask

the message. The receiver can recreate the same session key by using bilinear pairing

to combine his private key and the short term public key sent with the ciphertext.

The Weil and Tate pairing on elliptic curves are the only known ways to build secure

bilinear pairing ([Jou02]). The bilinear pairing referred below can be substituted by any

55
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one of them (with a certain modification as stated in [BF01]).

5.1.2 BasicIdent

To explain the basic ideas underlying IBE we describe the following simple scheme,

calledBasicIdent . We present the scheme by describing the four algorithms,Setup ,

Extract , Encrypt andDecrypt . In summary,Setup is executed by PKG and

generate publicly distributed system parameters and a master key,Extract extracts

private keys corresponding to a given ID (an arbitrary string),Encrypt encrypts a

message using a given ID, andDecrypt decrypts a ciphertext given a private key. We

let k be the security parameter given to the setup algorithm andIG be some randomized

BDH parameter generator which runs in time polynomial ink.

Setup: Given a security parameterk,

1. RunIG on inputk to generate cyclic groupsG1, G2 of prime orderq together

with a bilinear pairinĝe: G1×G1 → G2 corresponding to this security parameter

(sayq could be ak-bit prime). Pick a random generatorP ∈ G1.

2. Pick a randoms ∈ Z∗p and computePpub = sP .

3. Pick cryptographic hash functionsH1 : {0, 1}∗ → G
∗
1,H2 : G2 → {0, 1}n.

The plaintext space isM = {0, 1}n and the ciphertext space isC = G
∗
1 × {0, 1}n. The

master-key iss. The public system parameters are

params =< G1,G2, ê(·, ·), p, n, P, Ppub, H1(·), H2(·) > .

Extract: Given a string ID∈ {0, 1}∗, the master-keys and system parameters

params , ComputeQID = H1(ID) ∈ G∗1 anddID = sQID and returndID.

Encrypt: Given a plaintextm ∈M, a public key ID and public parametersparams ,

1. ComputeQID = H1(ID),
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2. Pick a randomr ∈ Z∗p

(random short term private key)

3. Computeg = ê(Ppub, QID),

4. Set the ciphertext toC =< rP,m⊕H2(gr) >.

(rP can be viewed as the short term public key corresponding tor andgr can be

viewed as the session key)

Decrypt: Given a ciphertext< U, V >∈ C, a private keydID and system parameters

params ,

1. Computeg′ = ê(U, dID),

2. Computem = V ⊕H2(g′),

5.1.3 IBE with Chosen Ciphertext Security

Boneh and Franklin’s paper used a technique due to Fujisaki and Okamoto [FO99]

(hereafter we refer this technique as “FO’s conversion”) to convert theBasicIdent

scheme of the previous section into a chosen ciphertext secure IBE system in the ran-

dom oracle model. Here is the description of the scheme in full details:

Setup: As in the BasicIdent scheme. In addition, pick a hash functionG1 :

{0, 1}n × {0, 1}n → Z
∗
p, and a hash functionG2 : {0, 1}n → {0, 1}n for some integer

n > 0. These two hash functions are required by FO’s conversion.

The plaintext space is stillM = {0, 1}n but the ciphertext space becomesC = G
∗
1 ×

{0, 1}n × {0, 1}n. The public system parameters now becomes

params =< G1,G2, ê(·, ·), p, n, P, Ppub, H1(·), H2(·), G1(·), G2(·) > .

Extract: As in theBasicIdent scheme.
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Encrypt: Given a plaintextm ∈M, a public key ID and public parametersparams ,

1. ComputeQID = H1(ID),

2. Pick a randomσ ∈ {0, 1}n and computer = G1(σ,m)

(a step in FO’s conversion)

3. Computeg = ê(Ppub, QID),

4. Set the ciphertext toC =< rP, σ ⊕H2(gr),m⊕G2(σ) >

(another step in FO’s conversion)

Decrypt: Given a ciphertext< U, V,W >∈ C, a private keydID and system param-

etersparams ,

1. Computeg′ = ê(U, dID),

2. Computeσ = V ⊕H2(g′)

(asymmetric decryption in FO’s conversion)

3. Computem = W ⊕G2(σ)

(symmetric decryption in FO’s conversion)

4. Computer = G1(σ,m). If U 6= rP , reject the ciphertext, else returnm

(testing procedure in FO’s conversion)

We refer the reader to [BF01] for the formal security proof of the above construction.

5.2 ID-Based Signature

An ID-based signature scheme consists of four algorithms:Setup, Extract, Sign,

andVerify. Setup andExtract are executed by the PKGs. Based on the security

level parameter,Setup is executed to generate the master secret and common public

parameters.Extract is used to generate the private key for any given identity. The
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algorithmSign is used to produce the signature of a signer on a message;Verify is

used by any party to verify the signature of a message.

These algorithms must satisfy the standard consistency constraint of ID-based sig-

nature, i.e. ifσ = Sign(m,SID), then we must have> = Verify(σ,m, ID).

Below are the construction of IBS from [Hes03] (which is scheme 3 of [Hes02],

notice that scheme 4 of [Hes02] is shown to be universal forgeable by known-message

attack in [Che02]).

LetH1 andH3 be two cryptographic hash functions whereH1 : {0, 1}∗ → G1 and

H3 : {0, 1}n × G2 → F
∗
q. Setup algorithm is similar to that of BasicIdent, with the

hash functionH2 replaced byH3, i.e. the public system parameters are

params =< G1,G2, ê(·, ·), p, n, P, Ppub, H1(·), H3(·, ·) > .

Extract algorithm is exactly the same as that of previous two constructions of IBE.

Sign: To sign a messagem ∈ {0, 1}n, user of identityID follows the steps below.

1. Choosek from F∗q randomly.

2. ChooseP1 fromG∗1 randomly.

3. Computêr = ê(P1, P )k.

4. Computev = H3(m, r̂).

5. ComputeS = vSID + kP .

6. The signature isσ = (v, S).

Verify: On receiving a messagem and a signature(v′, S ′), any one can perform the

verification as follows.

1. Computêr′ = ê(S ′, P )ê(QID,−Ppub)v
′

2. Accept the signature if and only ifv′ = H3(m, r̂′).



60 ID-BASED CRYPTOSYSTEMS

5.3 Hierarchical ID-Based Signature

In the hierarchical ID-based cryptosystem, PKGs are arranged in a tree structure and

the identities of users (and PKGs) can be represented as vectors. A vector of dimension

` represents an identity at depth`. Each identityID of depth` is represented as an

ID-tupleID|` = {ID1, · · · , ID`}. The four algorithms of HIBS have similar functions

to that of IBS except that theExtract algorithm in HIBS will generate the private key

for a given identity which is either a normal user or a lower level PKG. The private key

for identityID of depth` is denoted asSID|` orSID if the depth ofID is not important.

The functions ofSetup, Extract, Sign, andVerify in HIBS are described as follows.

• Setup: Based on the input of an unary string1k wherek is a security parameter,

it outputs the common public parametersparams, which include a description of

a finite message space together with a description of a finite signature space; and

the master secrets, which is kept secret by the Private Key Generator.

• Extract: Based on the input of an arbitrary identityID, it makes use of the

master secrets (for root PKG) orSID|j−1 (for lower level PKGs) ifID is of depth

j to output the private keySID|j for ID corresponding toparams.

• Sign: Based on the input(m,SID), it outputs a signatureσ, corresponding to

params.

• Verify: Based on the input(σ,m, ID), it outputs> for “true” or ⊥ for “false”,

depending on whetherσ is a valid signature of messagem signed byID or not,

corresponding toparams.

Again, these algorithms must satisfy the standard consistency constraint of ID-based

signature.

LetH1 andH4 be two cryptographic hash functions whereH1 : {0, 1}∗ → G1 and

H4 : {0, 1}∗ → G1. Below is the construction of HIBS from [GS02].
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Setup: On input of a security parameterk ∈ N, the BDH parameter generator [BF01]

will generateG1,G2, q andê(·, ·). Then the PKG executes the following steps.

1. Select an arbitrary generatorP0 fromG1.

2. Pick a randoms0 fromZp, which is the system’s master secret key.

3. ComputeQ0 = s0P0.

4. The public system parameters are

params =< G1,G2, q, P0, Q0, ê(·, ·), H1(·), H4(·) > .

KeyGen: For an entity withID|k−1 = {ID1, ID2, ..., IDk−1} of depthk−1, it uses

its secret keySID|k−1 to generate the secret key for a userID|k (where the firstk − 1

elements ofID|k are those inID|k − 1) as follows.

1. ComputePk = H1(ID1, ID2, · · · , IDk−1, IDk).

2. Pick randomsk−1 fromZp.

3. Set the private key of the user beSID|k = SID|k−1 + sk−1Pk =
∑k

i=1 si−1Pi.

4. Send the values ofQi = siP0 for 1 ≤ i ≤ t− 1 to the user.

Sign: For a userID|k with secret keySk =
∑k

i=1 si−1Pi and the pointsQi = siP0

for 1 ≤ i ≤ k to sign on a messagem, he/she follows the steps below.

1. Pick a random numbersk fromZ∗p.

2. ComputePM = H4(ID1, ID2, · · · , IDk,M).

3. Computeσ = Sk + skPM .

4. Return signature ={σ,Q1, Q2, · · · , Qk}.

Verify: For ID|k = {ID1, ID2, · · · , IDk}’s signature{σ′, Q′1, Q′2, · · · , Q′k}, ev-

eryone can do the following to verify its validity.
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1. ComputeP ′M = H4(ID1, ID2, · · · , IDk,M).

2. Return> if ê(P0, σ
′)/
∏k

i=2 ê(Q
′
i−1, Pi) = ê(Q′0, P1)ê(Q′t, P

′
M).

5.4 Security Notions of ID-based Signcryptions

In most of the traditional public key cryptosystems, the private keys of users are

usually independent of each other as these keys are independently generated. But the

situation is different in ID-based cryptosystems: the private key of all users are gener-

ated by the same party (the PKG) using the same master secret key. Hence we have

more considerations in formulating the security notion of ID-based Cryptosystem.

5.4.1 IND-IDSC2-CCIA2

Malone-Lee [ML02] extended the notion of semantic security for public key encryp-

tion schemes to ID-based signcryption schemes. We modify this definition slightly and

our security notion is referred asindistinguishability of identity-based signcryptions of

2 keys under adaptive chosen-ciphertext-and-identity attacks(IND-IDSC2-CCIA2). A

similar notion has been used in [LQ03]. Consider the following IND-IDSC2-CCIA2

game played between a challengerC and an adversaryA.

Setup: The challengerC takes a security parameterk and runsSetup to generate com-

mon public parametersparams and the master secret keys. C sendsparams toA.

Phase 1: The adversaryA can perform a polynomially bounded number of queries in

an adaptive manner (that is, each query may depend on the responses to the previous

queries). The types of queries allowed are described below.

• Extract: A chooses an identityID. C computesExtract(ID) = (SID, DID)

and sends the result toA.

• Signcrypt: A chooses two identitiesIDi andIDj, and a plaintextm. C sign-

crypts the plaintext by computingσ = Signcrypt (m,SIDi , IDj) and sendsσ to

A.
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• Unsigncrypt: A chooses two identitiesIDi and IDj, and a ciphertextσ. C

computes the private decryption keyDIDj by calling Extract(IDj), then un-

signcrypts the ciphertextσ by callingUnsigncrypt(σ, IDi, DIDj) and sends the

resulting plaintextm or the symbol⊥ toA

Challenge: The adversaryA decides when Phase 1 ends. Then, it outputs two equal

length plaintexts,m0 andm1, and two identities,IDA andIDB, on which it wishes to

be challenged. The identityIDB should not appear in anyExtract queries in Phase

1. The challengerC picks a random bitb from {0, 1}, computesσ = Signcrypt

(mb, SIDA , IDB), and returnsσ toA.

Phase 2: The adversaryA can ask a polynomially bounded number of queries adap-

tively again as in Phase 1 with the restriction that it cannot make anExtract query on

IDB and cannot make anUnsigncrypt query on(σ, IDA, DIDB) to obtain the plaintext

for σ.

Guess: The adversaryA has to output a guessb′. It wins the game ifb′ = b.

The advantageof A is defined asAdv(A) = |2P [b′ = b] − 1| whereP [b′ = b]

denotes the probability thatb′ = b.

Definition 11. An ID-based signcryption scheme is said to have the indistinguisha-

bility against adaptive chosen-ciphertext-and-identity attacks property (IND-IDSC2-

CCIA2 secure) if no adversary has a non-negligible advantage in the IND-IDSC2-

CCIA2 game.

Notice that the adversary is allowed to make anExtract query on the signcrypt-

ing identity IDA in the above definition. This condition corresponds to the stringent

requirements ofinsider-securityfor confidentiality of signcryption [ADR02]. On the

other hand, it ensures theforward-securityof the scheme, i.e. confidentiality is pre-

served in case the sender’s private signcryption key becomes compromised.
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5.4.2 EUF-IDSC2-CMIA2

Again, Malone-Lee [ML02] extended the notion of existential unforgeability for

signature schemes to ID-based signcryption schemes. The security notion in our work

is referred asexistential unforgeability of identity-based signcryptions of 2 keys under

adaptive chosen-message-and-identity attacks(EUF-IDSC2-CMIA2). Its formal defi-

nition is based on the following EUF-IDSC2-CMIA2 game played between a challenger

C and an adversaryA.

Setup: The challengerC takes a security parameterk and runsSetup to generate com-

mon public parametersparams and the master secret keys. C sendsparams toA.

Attack: The adversaryA can perform a polynomially bounded number of queries in

an adaptive manner (that is, each query may depend on the responses to the previous

queries). The types of queries allowed are described below.

• Extract: A chooses an identityID. C computesExtract(ID) = (SID, DID)

and sends the result toA.

• Signcrypt: A chooses two identitiesIDi andIDj, and a plaintextm. C sign-

crypts the plaintext by computingσ = Signcrypt (m,SIDi , IDj) and sendsσ to

A.

• Unsigncrypt: A chooses two identitiesIDi and IDj, and a ciphertextσ. C

computes the private decryption keyDIDj by calling Extract(IDj), then un-

signcrypts the ciphertextσ by callingUnsigncrypt(σ, IDi, DIDj) and sends the

resulting plaintextm or the symbol⊥ toA

Forgery: The adversaryA outputs(σ, IDA, IDB) whereIDA did not appear in any

Extract query in the Attack phase. It wins the game if the response of theUnsigncrypt

on (σ, IDA, DIDB) is not equal to⊥.

The advantage ofA is defined as the probability that it wins.
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Definition 12. An ID-based signcryption scheme is said to have the existential unforge-

ability against adaptive chosen-message-and-identity attacks property (EUF-IDSC2-

CMIA2 secure) if no adversary has a non-negligible advantage in the EUF-IDSC2-

CMIA2 game.

Note that in the above definition, the adversary is allowed to make anExtract

query on the forged message’s recipientIDB. Again, this condition corresponds to

the stringent requirements ofinsider-securityfor signcryption [ADR02], which is to

ensure the non-repudiation property by preventing a dishonest user who holds a valid

user’s private key of the system from generating a valid ciphertext to himself/herself on

other’s behalf and claim the forged authenticity.

5.4.3 REA-IDSC2-CCIA2

Ciphertext anonymity is considered in [Boy03b], which means the ciphertext must

contain no information (in the clear) that identifies the sender or recipient of the cipher-

text. Since our work aimed to providepublic ciphertext authenticity, we consider the

recipient anonymityin our scheme, which is defined formally by the followingrecipient

anonymity of identity-based signcryptions of 2 keys under adaptive chosen-ciphertext-

and-identity attacks(REA-IDSC2-CCIA2) game played between a challengerC and an

adversaryA.

Setup: The challengerC takes a security parameterk and runsSetup to generate com-

mon public parametersparams and the master secret keys. C sendsparams toA.

Phase 1: The adversaryA can perform a polynomially bounded number of queries in

an adaptive manner (that is, each query may depend on the responses to the previous

queries). The types of queries allowed are described below.

• Extract: A chooses an identityID. C computesExtract(ID) = (SID, DID)

and sends the result toA.

• Signcrypt: A chooses two identitiesIDi andIDj, and a plaintextm. C sign-
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crypts the plaintext by computingσ = Signcrypt (m,SIDi , IDj) and sendsσ to

A.

• Unsigncrypt: A chooses two identitiesIDi and IDj, and a ciphertextσ. C

computes the private decryption keyDIDj by calling Extract(IDj), then un-

signcrypts the ciphertextσ by callingUnsigncrypt(σ, IDi, DIDj) and sends the

resulting plaintextm or the symbol⊥ toA

Challenge: The adversaryA decides when Phase 1 ends. Then, it outputs a message

m, a sender’s identityIDA and two recipients’ identitiesIDB0 andIDB1, on which

it wishes to be challenged. The identitiesIDB0 and IDB1 should not appear in any

Extract queries in Phase 1. The challengerC picks a random bitb from {0, 1}, com-

putesσ = Signcrypt (m,SIDA , IDBb), and returnsσ toA.

Phase 2: The adversaryA can ask a polynomially bounded number of queries adap-

tively again as in Phase 1 with the restriction that it cannot makeExtract query on

IDB0 or IDB1, it also cannot make anUnsigncrypt query on(σ, IDA, DIDB0
) or

(σ, IDA, DIDB1
) to obtain the plaintext forσ.

Guess: The adversaryA has to output a guessb′. It wins the game ifb′ = b.

The advantageof A is defined asAdv(A) = |2P [b′ = b] − 1| whereP [b′ = b]

denotes the probability thatb′ = b.

Definition 13. An ID-based signcryption scheme is said to have the recipient anonymity

against adaptive chosen-ciphertext-and-identity attacks property (REA-IDSC2-CCIA2

secure) if no adversary has a non-negligible advantage in the REA-IDSC2-CCIA2 game.

Similar to the IND-IDSC2-CCIA2 game, the adversary is allowed to make anExtract

query on the signcrypting identityIDA in the above definition. This condition cor-

responds to the stringent requirements ofinsider-securityfor recipient anonymity of

signcryption, which the scheme in [NR03] and the schemes with public ciphertext au-

thenticity in [LQ03] cannot satisfy.
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5.5 Chapter Summary

In this chapter, we review 4 major ID-based cryptographic schemes from bilin-

ear pairings, which includes 2 version of ID-based encryption, an ID-based signature

scheme and a hierarchical ID-based signature scheme. Furthermore, we have proposed

the insider security notion of adaptive chosen-ciphertext/message-and-identity attacks

in ID-based signcryption schemes with private signcryption key and the private decryp-

tion key separated, which includes indistinguishability, existential unforgeability and

recipient anonymity.

2 End of chapter.
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Chapter 6
Forward-Secure ID-Based Signcryption

A new ID-based signcryption scheme that can satisfy all the above requirements

we have identified in Chapter3 is presented in this chapter. We also show that

our proposed scheme is provably secure based on the assumption of the computational

hardness of variants of the Decisional and Computational Bilinear Diffie-Hellman prob-

lems we presented in Chapter4.

6.1 Construction

DefineG1,G2 andê(·, ·) as in Chapter4. LetH1,H2 andH3 be three cryptographic

hash functions whereH1 : {0, 1}∗ → G1, H2 : G2 → {0, 1}n andH3 : {0, 1}n ×

G2 → Z
∗
q. LetE(·)(·), D(·)(·) be the encryption and decryption algorithms of a secure

symmetric cipher which takes a key of lengthn and a plaintext/ciphertext of lengthn

respectively. (For example, a one-time pad cipher as used in [Boy03b].) The following

shows the details of the scheme.

6.1.1 System Setup

Setup: Let P be an arbitrary generator ofG1, the Private Key Generator (PKG)

choosess ∈ Z∗q randomly andPpub = sP . The master-key iss, which is kept secret and

known only by PKG. The system parameters are

{G1,G2, q, n, P, Ppub, ê(·, ·), H1(·), H2(·), H3(·, ·), E(·)(·), D(·)(·)}

71
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6.1.2 Private Key Extraction

Extract: The user with identityID ∈ {0, 1}∗ submitsID to PKG. PKG sets the

user’s public keyQID to beH1(ID) ∈ G1, computes the user’s private signcryption key

SID by SID = s−1QID and private decryption key byDID = sQID. Then PKG sends

the private keys to the user.

6.1.3 Signcryption

Signcrypt: To send a messagem ∈ {0, 1}n toB, A follows the steps below.

1. Choosex fromZ∗q randomly.

2. ComputeXA = xQIDA.

3. Computêk1 = ê(XA, P ) andk̂2 = H2[ê(XA, QIDB)].

4. Computec = Ek̂2
(m).

5. Computer = H3(c, k̂1).

6. ComputeS = (x− r)SIDA.

7. The ciphertext isσ = (c, r, S).

6.1.4 Unsigncryption

Unsigncrypt: To unsigncrypt a signcrypted message(c, r, S) from A, B follows

the steps below.

1. ComputeR′A = rQIDA.

2. Computêk′1 = ê(S, Ppub)ê(R
′
A, P ).

3. Computêk′2 = H2[ê(S,DIDB)ê(R′A, QIDB)].

4. Recoverm = Dk̂′2
(c).

5. Computer′ = H3(c, k̂′1).



IMPROVING THE EFFICIENCY 73

6. Accept the message if and only ifr′ = r, return⊥ otherwise.

7. Give (̂k′2,m, σ) to the third party.

6.1.5 Verification by Third Party

TP Verify:

1. Computêk′1 = ê(S, Ppub)ê(QIDA , P )r.

2. Computer′ = H3(c, k̂′1).

3. Accept the origin of ciphertext if and only ifr = r′.

4. Moreover, accept the message authenticity if and only ifm = Dk̂′2
(c).

5. Return> if all tests are passed,⊥ otherwise.

6.2 Improving the Efficiency

Although some research has been done in analyzing the complexity and speeding up

the pairing computation (for examples, [BKLS02, GHS02, IT03, CL03]), pairing oper-

ations are still rather expensive. The following shows how to modify theSigncrypt

algorithm of our scheme to make one pairing operation precomputable.

SigncryptVariant: To send a messagem ∈ {0, 1}∗ to B, A follows the steps be-

low.

1. Choosex fromZ∗q randomly.

2. Computêk1 = ê(QIDA , P )x

3. Computêk2 = H2[ê(QIDA , QIDB)x].

4. Computec = Ek̂2
(m).

5. Computer = H3(c, k̂1).
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6. ComputeS = (x− r)SIDA.

7. The ciphertext isσ = (c, r, S).

In this variant,ê(QIDA , P ) is pre-computed since it is independent of the message

and its intended recipient, so we only need a total of five pairing operations for sign-

cryption, and unsigncryption processes. Note that this modification increments the total

number of point multiplications and exponentiations by one; however, the scheme is as

efficient as [Boy03b] and more efficient than other existing provable secure signcryption

schemes with public verifiability.

6.3 Against Dishonest Recipient

Since the third party has no way to ensure the correctness of session keyk̂′2 ob-

tained from the recipient, dishonest recipient can randomly choosek̂′2 such that the

signcrypted message(c, r, S) decrypts to a plaintextm′ which is not equal to the real

valueDH2[ê(S,DIDB )ê(QIDA ,QIDB )r](c). This issue is not addressed in previous work like

[LQ03]. A simple fix to this attack is to ask the recipient to surrender the private de-

cryption key, but this made the scheme rather inflexible and unrealistic.

Note that this existential forgery is not really dangerous in many cases as the result-

ing plaintext from the decryption using a random session keyk̂′2 is usually unintelligible

or not in a correct message format. Still we present modifications to our scheme which

make our scheme secure against this attack. In the modifications, apart from the sign-

crypted message(c, r, S), recipient randomly choosesz from Z
∗
q and sendszDIDB ,

z−1S andzPpub to the third party. This does not compromise the recipient’s decryption

key and only enables the third party to decrypt signcrypted messages in the form of

(c#, r#, S#) whereS# = S, which is a rare case asS can be considered as randomly

generated by the sender. The third party can compute a correctk̂′2 by itself after check-

ing for the correctness of these additional data (zDIDB , z−1S andzPpub) as follows.

TP VerifyVariant
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1. ComputeR′A = rQIDA.

2. Computêk′1 = ê(S, Ppub)ê(R
′
A, P ).

3. Computer′ = H3(c, k̂′1).

4. Accept the origin of ciphertext if and only ifr = r′.

5. Check whether̂e(zDIDB , P ) = ê(zPpub, QIDB).

6. Check whether̂e(z−1S, zPpub) = ê(S, Ppub).

7. Computêk′2 = H2[e(z−1S, zDIDB)e(R′A, QIDB)].

8. Accept the message authenticity if and only ifm = Dk̂′2
(c).

9. Return> if all tests are passed,⊥ otherwise.

6.4 Analysis

6.4.1 Consistency

The consistency can be easily verified by the following equations.

k̂′1 = ê(S, Ppub)ê(rQIDA , P )

= ê(xSIDA , Ppub)ê(rSIDA , Ppub)
−1ê(QIDA , P )r

= ê(QIDA , P )x

k̂′2 = H2[ê(S,DIDB)ê(rQIDA , QIDB)]

= H2[ê(xSIDA , DIDB)ê(rSIDA , DIDB)−1ê(QIDA , QIDB)r]

= H2[ê(QIDA , QIDB)x]

6.4.2 Confidentiality and Forward Security

Decryption requires the knowledge ofê(QIDA , QIDB)x. For a passive adversary, the

information available is onlyσ andk̂1. It is difficult to getx from k̂1 since it is difficult to

invert the bilinear pairing. OnlyS in the signature revealsx, but it is difficult to compute
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x fromS even with the knowledge ofr andSIDA since it is difficult to compute discrete

logarithm. Theorem1 shows our scheme’s confidentiality and forward security under

adaptive chosen-ciphertext-and-identity attacks.

6.4.3 Unforgeability

Only the senderA with the knowledge ofSIDA can computeS. Even with a pre-

vious valid signcrypted message ofm fromA, an adversary cannot make another sign-

crypted messagem′ wherem′ 6= m, sinceS in the signcrypted message is related to

the ciphertext byr = H3(c, k̂1) and the hash function is assumed to be one-way and

collision-free. The security of the scheme regarding the existential unforgeability under

adaptive chosen-message-and-identity attacks is given in Theorem2.

6.4.4 Recipient Anonymity or Recipient Verifiability

Only k̂2 of the ciphertext is related to the recipient’s identity. Checking whether the

ciphertext can be decrypted by a particular person requires either the knowledge ofx or

the private decryption key. As argued before,x is not revealed. Theorem3 shows how

our scheme achieves recipient anonymity under adaptive chosen-ciphertext-and-identity

attacks.

Actually our scheme has dual support of recipient anonymity or recipient verifia-

bility, according to the signer’s choice. As in [JJR+03], if our scheme includes the

receiver’s public key in the signature (by settingr = H3(c, k̂1, QIDB)), thereceiverof

the ciphertext is public verifiable as well.

6.4.5 Public Ciphertext Authenticity

Step 1 to 3 ofTP Verify only takes the ciphertext and the public system parameters

as input and do not require the knowledge ofk̂′2, hence the origin of ciphertext can be

verified without knowing the content of messages and the help of intended recipient.
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6.4.6 Public Verifiability

Similar to [LQ03], forwarding ephemeral keŷk′2 to any third parties convinces them

that the ciphertext is the signcrypted version of a given plaintext message made by the

sender (see Step 4 ofTP Verify), so our scheme satisfies our definition of public ver-

ifiability. Note thatk̂′2 is just a random element computed from the public information

ask̂2 = H2[ê(QIDA , QIDB)x], wherex is randomly chosen.

6.4.7 Provable Security

Following the ideas in [LQ03] and [Boy03b], the following three theorems show that

the proposed scheme is IND-IDSC2-CCIA2, EUF-IDSC2-CMIA2 and REA-IDSC2-

CCIA2 secure.

Theorem 1. In the random oracle model (the hash functions are modeled as random

oracles), we assume that we have an adversaryA that is able to win the IND-IDSC2-

CCIA2 game (i.e.A is able to distinguish ciphertexts given by the challenger), with an

advantageε when running in a timet and asking at mostqH identity hashing queries,

at mostqE key extraction queries, at mostqR H3 queries,qR Signcrypt queries andqU

Unsigncrypt queries. Then, there exists a distinguisherC that can solve the MDBDH

problem inO(t+ (8qR
2 + 4qU)Tê) time with an advantage

Adv(C)MDBDHP (G1,P ) >
ε(2k − qU)− qU

qH2(k+1)

whereTê denotes the computation time of the bilinear pairing and

Adv(C) = |Pa,b,c∈Zq [1← C(aP, bP, cP, c−1P, ê(P, P )abc)]

− Pa,b,c∈Zq ,h∈G2 [1← C(aP, bP, cP, c−1P, h)]|.

(For largek, the lower-bound of the advantage can be approximated byε
2qH

.)

Proof. Following the same idea as in [LQ03], we assume that the distinguisherC re-

ceives a random instance(P, aP, bP, cP, c−1P, h) of the MDBDH problem and has to
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decide ifh = ê(P, P )abc. C will run A as a subroutine and act asA’s challenger in the

IND-IDSC2-CCIA2 game. During the game,A will consult C for answers to the ran-

dom oraclesH1,H2 andH3. Roughly speaking, these answers are randomly generated,

but to maintain the consistency and to avoid collision,C keeps three listsL1, L2, L3

respectively to store the answers used. The following assumptions are made.

(1) A will ask for H1(ID) beforeID is used in anySigncrypt, Unsigncrypt and

Extract queries.

(2)A will not ask forExtract(ID) again if the queryExtract(ID) has been already

issued before.

(3) Ciphertext returned from aSigncrypt request will not be used byA in anUnsigncrypt

request.

C givesA the system parameters withPpub = cP . Note thatc is unknown toC. This

value simulates the master key value for the PKG in the game.

H1 requests: WhenA asks queries on the hash values of identities,C checks the listL1,

If an entry for the query is found, the same answer will be given toA; otherwise, a value

di from Z
∗
q will be randomly generated anddiP will be used as the answer, the query

and the answer will then be stored in the list. Note that the associated private keys are

dicP anddic−1P whichC knows how to compute.

The only exception is thatC has to randomly choose one of theH1 queries fromA,

say thei-th query, and answersH1(IDi) = bP for this query. SincebP is a value in

a random instance of the MDBDH problem, it does not affect the randomness of the

hash functionH1. Since bothb, c andc−1 are unknown toC, anExtact request on this

identity will makeC fails.

H2,H3 requests: WhenA asks queries on these hash values,C checks the corresponding

list. If an entry for the query is found, the same answer will be given toA; otherwise,

a randomly generated value will be used as an answer toA, the query and the answer

will then be stored in the list.
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Signcrypt requests: LetIDA, IDB be the identity of the sender and that of the re-

cipient respectively andm be the plaintext used byA in a Signcrypt request. First

we consider the simplest case thatIDA is not IDi, thenC can compute the private

signcryption keySIDA correspondingly and the query can be answered by a call to

Signcrypt(m,SIDA , QIDB).

For the caseIDA = IDi andIDB 6= IDi, C answersSigncrypt(m,SIDA , QIDB)

query as follows.C randomly picksr ∈ Zq andS ∈ G∗1, computeŝk1 by the formula

k̂1 = ê(S, Ppub)ê(QIDA , P )r and τ̂ = ê(S,DIDB)ê(QIDA , QIDB)r whereDIDB is the

private decryption key ofIDB. C finds k̂2 = H2(τ̂) by running the simulation forH2

and computesc = Ek̂2
(m). If there is a tuple(c, k̂1, r

′) with r′ 6= r in L3, C has to

repeat the same process using another random pair(r, S) until the corresponding (c,

k̂1) does not appear in any tuple inL3. This process repeats at most2qR times asL3

contains at most2qR entries (A can issueqR H3 queries andqR Signcrypt queries,

while eachSigncrypt query contains a singleH3 query). When an appropriate pair

(r, S) is found, the ciphertext(c, r, S) appears to be valid fromA’s viewpoint.C has to

compute 4 pairing operations for each iteration of the process.

The last case to consider is when both ofIDA and IDB are the identityIDi, C

signcryptsm as follows.C choosesr∗ ∈ Z∗q andS∗ ∈ G1, computeŝk∗1 by the formula

k̂∗1 = ê(S∗, Ppub)ê(QIDA , P )r
∗

and randomly chooseŝτ ∗ ∈R G2 andk̂∗2 ∈R {0, 1}n such

that no entry(., k̂∗2) is in L2 and computesc∗ = Ek̂∗2
(m). He then checks if the listL3

already contains an entry(c∗, k̂∗1, r
′) such thatr′ 6= r∗. If not, C puts the tuple(c∗, k̂∗1, r

∗)

into L3 and(τ̂ ∗, k̂∗2) into L2. Otherwise,C chooses another random pair(r∗, S∗) and

repeats the process as above until he finds a tuple(c∗, k̂∗1, r
∗) whose first two elements

do not figure in an entry ofL3. Once an appropriate pair(r∗, S∗) is found,C gives the

ciphertextσ∗ = (c∗, r∗, S∗) toA. AsAwill not ask for the unsigncryption ofσ∗, he will

never see thatσ∗ is not a valid ciphertext of the plaintextm whereIDA = IDB = IDi

(sinceτ̂ ∗ may not equal tôe(S∗, DIDB)ê(QIDA , QIDB)r
∗
). C has to compute 2 pairing

operations for each iteration of the process.
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Unsigncrypt requests: First we consider the case whenA observes a ciphertextσ′ =

(c′, r′, S ′) from IDA to IDB whereIDB = IDi. C always answersA thatσ is invalid

whenA submits anUnsigncrypt request. ForC to fail the simulation,A has madeH3

request with the tuple(c′, ê(S ′, Ppub)ê(QIDA , P )r
′
) before andC has answeredr′. There

is a probability of at most1/2k thatC answeredr′ (and thatσ′ was actually valid from

A’s point of view) andL3 actually contains a tuple(c′, ê(S ′, Ppub)ê(QIDA , P )r
′
, r′) (as

C rejected a valid ciphertext).

For the case thatIDB 6= IDi, C first computeŝk′1 = ê(S ′, Ppub)ê(QIDA , P )r
′
. C

rejects the ciphertext if the tuple(c′, k̂′1, r
′) is not found in the listL3; otherwise, he can

recoverr′ and computêτ ′ = ê(S ′, DIDB)ê(QIDA , QIDB)r
′
. Note that the knowledge of

DIDB can be simulated using the same technique in the simulation for theSigncrypt

query. C then searches for a tuple(τ̂ ′, ·) in list L2. If no such tuple is found,C picks

a random pair(τ̂ , k̂′2) ∈ G2 × {0, 1}n such that no tuples witĥk′2 already exists inL2

and inserts(τ̂ , k̂′2) in L2. C can use the correspondinĝk′2 to find m′ = Dk̂′2
(c′) and

returnsm′. The probability to reject at least 1 valid ciphertext is equal to1 − ((2k −

1)/2k)qU = (qU2k(qU−1) − CqU
2 2k(qU−2) + · · · )/2kqU which does not exceedqU/2k. For

each unsigncryption request,C has to compute 4 pairing operations.

After the first stage,A picks a pair of identities on which he wishes to be challenged.

Note thatC fails if A has asked anExtract query onIDi during the first stage. We

know that the probability forC not to fail in this stage is( qH−1
qH

)( qH−2
qH−1

) · · · ( qH−qE
qH−qE+1

) =

qH−qE
qH

. Further, with a probability exactly( qH−qE−1
qH−qE

)( 1
qH−qE−1

) = 1
qH−qE

,A chooses to

be challenged on the pair(IDj, IDi) with j 6= i, while IDj is the sender’s identity and

IDi is the recipient’s identity. Note that ifA has submitted anExtract query onIDi,

thenC fails because he is unable to answer the question. On the other hand, ifA does

not choose(IDj, IDi) as target identities,C fails too. Hence the probability thatA’s

response is helpful toC is 1
qH

.

ThenA produces two plaintextsm0 andm1, C randomly picks a bitb ∈ {0, 1} and

signcryptsmb. To do so, he setsS ′ = aP and choosesr′ ∈ Z∗q. SupposeIDj = dP ,
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settingS ′ = aP implies (x − r′)dc−1 = a, i.e. x = acd−1 + r′. SinceaP andcP

belongs to a random instance of the MDBDH problem,x is random and this will not

modifyA’s view. C computeŝk′1 = ê(S ′, Ppub)ê(QIDj , P )r
′

= ê(aP, cP )ê(QIDj , P )r
′
,

τ̂ ′ = hê(QIDj , bP )r
′

(whereh is C’s candidate for the MDBDH problem) to obtain

k̂′2 = H2(τ̂ ′) (from theH2 simulation algorithm) andcb = Ek̂′2
(mb). He then verifies as

above ifL3 already contains an entry(cb, k̂′1, r
′′) such thatr′′ 6= r′. If not, he puts the

tuple(cb, k̂
′
1, r
′) into L3. Otherwise,C picks another randomr′ and repeats the process

until a tuple(cb, k̂
′
1, r
′) whose first two elements do not appear in any entry ofL3 is

found. After an appropriater′ is found,C sends the ciphertextσ = (cb, r
′, S ′) toA.

A then performs another set of queries,C can handle these queries as in the first

stage. At the end,A will produce a bitb′ asσ = Signcrypt(mb′ , SIDj , QIDi) fromA’s

viewpoint. If b = b′, C then answers 1 as the result to the MDBDH problem as he has

produced a valid signcrypted message ofmb using the knowledge ofh. Otherwise,C

should answer 0.

Taking into account all the probabilities thatC will not fail its simulation, the prob-

ability thatA chooses to be challenged on the pair(IDj, IDi), and also the probability

thatA wins the IND-IDSC2-CCIA2 game, the value ofAdv(C) is calculated as follows.

Adv(C) > (
(ε+ 1)

2
(1− qU

2k
)− 1/2)(

1

qH
)

=
ε(2k − qU)− qU

qH2(k+1)

Regarding the time complexity, it can be verified by counting the number of pairing

operations required to answer all queries.

Theorem 2. In the random oracle model (the hash functions are modeled as random

oracles), we assume that we have an adversaryA that is able to win the EUF-IDSC2-

CMIA2 game with an advantageε ≥ 10(qS + 1)(qS + qR)qH/(2
k − 1) within a time

spant for a security parameterk; and asking at mostqH identity hashing queries, at
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mostqE key extraction queries, at mostqK H2 queries,qR H3 queries,qS Signcrypt

queries andqU Unsigncrypt queries. Then, there exists an algorithmC ′ that can solve

the MCBDH problem in expected time≤ 120686qRqH2kt/ε(2k − 1).

Proof. We use the forking lemma [PS00] to prove the security of the scheme. To apply

the forking lemma, we need to show how our scheme fits into the signature scheme

described in [PS00], the simulation step in which the signature can be simulated without

the secret signcryption key of the sender (and thus, also without the master secret), and

how we can solve a difficult problem (MCBDH problem in our case) based on the

forgery.

First, we observe that our scheme satisfies all the required properties of a generic sig-

nature scheme as described : during the signcryption of messagem, the tuple(σ1, h, σ2)

is produced which corresponds to the required three-phase honest-verifier zero-knowledge

identification protocol, whereσ1 = ê(xQIDA , P ) is the commitment of the prover (σ1

can be considered to be chosen randomly from a large set sincex is chosen randomly

from Z
∗
q andG2 is a cyclic group of prime orderq), h = H3(c, k̂1) is the hash value

depending onm andσ1 (asc is a function ofm) substituted for the verifier’s challenge,

andσ2 = S (which depends onx in σ1, h and the signcryption keySIDA) is the response

of the prover. As pointed out in [PS00], σ1 can be omitted in the final signature pro-

duced in the scheme to optimize the size of signature since it can be correctly recovered

during the verification process.

Next, we need to show a simulation step that provides a faithful simulation to the

forgerA and how to solve the MCBDH problem by interacting withA. The distin-

guisherC receives a random instance(P, aP, bP, cP, c−1P ) of the MCBDH problem

and is required to computeh = ê(P, P )abc. C will run A as a subroutine and act asA’s

challenger in the EUF-IDSC2-CMIA2 game.C needs to maintain listsL1, L2, L3 to

keep track values reported for random oracle queriesH1, H2, andH3 to avoid collision

and maintain consistency for answers to these hashing oracles.C publishes the system

parameters and handlesH1,H2,H3, Signcrypt andUnsigncrypt requests in the same
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way as that in the proof of Theorem1.

We calculate the probability of success ofC as follows. ForC to succeed,A did not

ask anExtract query onIDi. And the corresponding probability is at least1/qH , as

there are at mostqH entries inH1. The probability of having a faithful simulation is at

least(1− qU
2k

)( qH−qE
qH

) = (qH−qE)(2k−qU )
qH2k

.

We follow the same idea used in [Boy03b] to coalesce the signing identityIDi

and the messagem into a “generalized” forged message(IDi,m) so as to hide the

identity-based aspect of the EUF-IDSC2-CMIA2 attacks, and simulate the setting of an

identity-less adaptive-CMA existential forgery for which the forking lemma is proven.

It follows from the forking lemma that ifA is a sufficiently efficient forger in the

above interaction, then we can construct a Las Vegas machineA′ that outputs two signed

messages((IDi,m), r, S) and((IDi,m), r′, S ′) with r 6= r′ and the same commitment

x.

Finally, to solve the MCBDH problem given the machineA′ derived fromA, we

construct a machineC ′ as follows.

1. C ′ runsA′ to obtain two distinct forgeries((IDi,m), r, S) and((IDi,m), r′, S ′).

2. C ′ derives the value ofbc−1P as(r′ − r)−1(S − S ′) (since the value ofx is the

same in both forgeries).

3. C ′ derives the value of̂e(P, P )abc
−1

by ê(aP, bc−1P ) (the role ofc andc−1 are

interchangeable).

Note that the machineC ′ is our reduction from the MCBDH problem. Based on

the bound from the forking lemma [PS00] and the lemma on the relationship between

given-identity attack and chosen-identity attack [CC02], if A succeeds in time≤ t with

probabilityε ≥ 10(qR+1)(qS+qR)qH/(2
k−1), thenC ′ can solve the MCBDH problem

in expected time≤ 120686qRqH2kt/ε(2k − 1).
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Theorem 3. In the random oracle model (the hash functions are modeled as random

oracles), we assume that we have an adversaryA that is able to win the REA-IDSC2-

CCIA2 game (i.e.A is able to distinguish the recipient of the ciphertexts given by

the challenger), with an advantageε when running in a timet and asking at mostqH

identity hashing queries, at mostqE key extraction queries, at mostqR H3 queries,qR

Signcrypt queries andqU Unsigncrypt queries. Then, there exists a distinguisherC

that can solve the MDBDH problem inO(t+ (8qR
2 + 4qU)Tê) time with an advantage

Adv(C)MDBDHP (G1,P ) >
ε(2k − qU)− qU

qH2k

whereTê denotes the computation time of the bilinear pairing and

Adv(C) = |Pa,b,c∈Zq [1← C(aP, bP, cP, c−1P, ê(P, P )abc)]

− Pa,b,c∈Zq ,h∈G2 [1← C(aP, bP, cP, c−1P, h)]|.

(For largek, the lower-bound of the advantage can be approximated byε
qH

.)

Proof. The major part of the proof is similar to that of Theorem1. We assume that

the distinguisherC receives a random instance(P, aP, bP, cP, c−1P, h) of the MDBDH

problem and has to decide ifh = ê(P, P )abc. The simulation of random oracles (H1,

H2 andH3), Signcrypt oracle andUnsigncrypt oracle are the same in the proof of

Theorem1.

After the first stage,A picks a messagem′, a sender identity (IDj and a pair of

identities on which he wishes to be challenged. The probability thatA has not asked an

Extract query onIDi during the first stage isqH−qE
qH

as shown in the proof of Theorem

1. A chooses to be challenged on the pair(IDk, IDi) with k 6= i with a probability

exactly( qH−qE−1
qH−qE

)( 1
qH−qE−1

) + 1
qH−qE

= 2
qH−qE

. If A has submitted anExtract query

on IDi, thenC fails because he is unable to answer the question. On the other hand,

if the pair of identity chosen byA does not includeIDi as one of the target identity,

C fails. Hence the probability thatA’s response is helpful toC is 2
qH

. Without loss of

generality we assumeIDb = IDk whenb = 0 andIDb = IDi whenb = 1.
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C gives the challenge toA by firstly computingk̂′1 = ê(aP, cP )ê(QIDj , P )r
′
, τ̂ ′ =

hê(QIDj , bP )r
′

(whereh is C’s candidate for the MDBDH problem) to obtain̂k′2 =

H2(τ̂ ′) (from theH2 simulation algorithm) andc′ = Ek̂′2
(m′). He then verifies as above

if L3 already contains an entry(c′, k̂′1, r
′′) such thatr′′ 6= r′. If not, he puts the tuple

(c′, k̂′1, r
′) into L3. Otherwise,C picks another randomr′ and repeats the process until

a tuple(c′, k̂′1, r
′) whose first two elements do not appear in any entry ofL3 is found.

After an appropriater′ is found,C sends the ciphertextσ = (c′, r′, S ′) toA.

These steps are the same as the challenge given byC in the proof of Theorem1,

which produce a ciphertextσ from IDj to IDi that is of correct distribution with the

view of A. Although the simulation of challenge ciphertext is independent ofIDk

chosen byA, it is not deterministic asIDi = bP belongs to a random instance of

MDBDHP.A doesn’t know the fact thatC cannot compute the private key ofIDi since

he does not requested for the private key of bothIDi andIDk. To conclude,A cannot

gain any extra advantage in winning the game from this simulation of ciphertext.

A then performs another set of queries,C can handle these queries as in the first

stage. At the end,A will produce a bitb′ asσ = Signcrypt(m′, SIDj , QIDb′
) fromA’s

viewpoint. If b′ = 1, C then answers 1 as the result to the MDBDH problem as he has

produced a valid signcrypted message ofm′ from IDj to IDi using the knowledge of

h. Otherwise,C should answer 0.

Taking into account all the probabilities thatC will not fail its simulation, the proba-

bility thatA chooses to be challenged on the pair of recipient identities(IDk, IDi), and

also the probability thatA wins the REA-IDSC2-CCIA2 game, the value ofAdv(C) is

calculated as follows.

Adv(C) > (
(ε+ 1)

2
(1− qU

2k
)− 1/2)(

2

qH
)

=
ε(2k − qU)− qU

qH2k

Regarding the time complexity, it can be verified by counting the number of pairing

operations required to answer all queries.
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6.4.8 Independence of Signcryption key and Decryption Key

In our scheme, the signcryption key and the decryption key are separated. Moreover,

given one of the private keys, the computation of the other key required the solving of

inverse computational Diffie-Hellman problem, which is equivalent to computational

Diffie-Hellman problem [BDZ03].

This property is indeed essential. From the view point of key archival requirements,

it is better to ensure that the signcryption key is destroyed securely after its life time

while the decryption key should be properly archived (for example, it should be made

available to the government in the United States). From the view point of security, in

case either one of the private signcryption key or the private decryption key is compro-

mised by an adversary, the other key remains safe.

6.4.9 Efficiency

Considering the computational efficiency of the proposed scheme, signcryption re-

quires one pairing operation, two exponentiations and one point multiplication, while

unsigncryption and verification need four pairing operations and one point multiplica-

tion. For the third party’s verification, one exponentiation and two pairing operations

are required.

Another dimension to consider in signcryption scheme is the ciphertext size, our

scheme’s ciphertext size is|G1| + |Z∗q| + |m|(+|ID|), i.e. our scheme’s ciphertext

consists of one element fromG1, one element fromZ∗q together with number of bits

necessary to represent a message and the identity (if it is not known to the recipient).

This size is similar to the ciphertext size produced by most of the other signcryption

schemes we considered. (In the second scheme of [LQ03], shorter ciphertext size is

achieved by restricting the length of the message to be signcrypted, and we believe that

the same technique can be used in our proposed schemes as well.) On the other hand,

the ciphertext size from the simple “Encrypt-then-Sign” approach (based on Boneh-
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Franklin’s ID-based encryption scheme [BF01] and Hess’s signature scheme [Hes03])

is 2|G1|+ |Z∗q|+ 2|m|(+|ID|).

The small ciphertext size is especially useful in situation where bandwidth is limited

like MANET. The study in [PML04] showed that using ID-based signcryption scheme

in secure routing protocol can save the communication overhead significantly when

compared with existing solutions like [PH02] and [SDL+02].

6.5 Chapter Summary

Table6.1shows a summary of comparing our scheme with other existing schemes in

terms of the identified requirements and efficiency. We use ML, NR, XB to denote the

scheme in [ML02], [NR03], [Boy03b] respectively. In [LQ03], there are three signcryp-

tion schemes, a basic version, a modified version with shorter ciphertext, and a modified

version with forward security. These three schemes are denoted as LQ-Basic, LQ-Short

and LQ-Fwd respectively. Finally, we use SCSC 1 to denote our first proposed scheme

and SCSC 2 to denote our proposed scheme’s variant.

For efficiency, we compare the number of operations needed for the signcryption,

unsigncryption, and the verification processes. We only consider the operations exe-

cuted by the sender and the recipient, but not the third party as not all schemes are

publicly verifiable. The following shows the types of operations that we consider.

1. Pairing (Pa): The total number of pairing computations required. In the table, we

represent this total in the form ofx(+y) wherey is the number of operations that

are independent ofthe message and the recipient, so thesey operations can be

pre-computed.

2. Point Multiplication (Mu): The total number of point multiplications required.

3. Exponentiation (Ex): The total number of exponentiations required.

2Its receipt anonymity is not yet proved/disproved.
3Its semantic security is not yet proved/disproved.
4We believe that it can be modified so that the number of Mu + Ex is 4 with 6 (+ 0) pairing operations.
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Security Requirement Efficiency

Schemes FwSec PubVer PubCAuth ReAnon ProvSec Pa Mu Ex

ML Y Y Y N N 5 (+ 0) 3 1

SK2 Y N N Y N 2 (+ 0) 2 2

NR3 Y N N N N 4 (+ 0) 2 2

LQ-Basic4 N Y Y N Y 5 (+ 1) 2 4

LQ-Short4 N Y N N Y 5 (+ 1) 2 4

LQ-Fwd2 Y N N Y Y 3 (+ 0) 4 0

XB Y Y N Y Y 5 (+ 0) 2 2

SCSC 1 Y Y Y Y Y 6 (+ 0) 3 0

SCSC 2 Y Y Y Y Y 5 (+ 1) 2 2

Table 6.1:Comparison on Efficiency and Features of Existing Signcryption Schemes

As shown above, our proposed scheme is the most efficient one in terms of the total

number of point multiplications and exponentiations. Considering the number of pairing

operations, our scheme is comparable to all of the existing schemes, in particular, for

those provable secure scheme with public verifiability (without public verifiability, the

scheme is an authenticated encryption scheme only rather than a signcryption scheme).

To summarize, our proposed scheme can satisfy all the requirements that we have

identified. With pre-computed pairing result, our scheme can be executed at a cost

comparable or even lower than those provably secure schemes that provide public veri-

fiability. Our scheme’s ciphertext size is comparable to all other existing work, but it is

significantly smaller than that of traditional “Encrypt-then-Sign” approach.

2 End of chapter.



Chapter 7
Forward-Secure Threshold Signature

N ew construction of forward-secure threshold signature scheme based on the

technique of polynomial secret sharing is proposed in this chapter. For key

updates, our scheme is more efficient than the previous constructions. For signing, our

scheme outperforms all previous schemes in terms of number of communication rounds

as it is the first round-optimal (one-round) forward-secure threshold signature scheme.

Besides, we also integrate the concept of proactive security into our scheme.

7.1 Building Blocks

In our proposed polynomial-based scheme, we integrate the round-optimal distributed

key generation in [ZI03] and the forward-secure signature scheme in [KPH04].

7.1.1 Threshold Secret Sharing

Many threshold schemes are based on Shamir’s secret sharing, which is derived

from the concept of Lagrange polynomial interpolation.

For a(t, n) instantiation, a trusted dealer first selectst random coefficientsa0, a1, · · · ,

at−1 from Zq wherea0 is the master secret to be shared. Thenn different public points

xij ∈ Z∗q are chosen (where1 ≤ j ≤ n), one for each participant. Letf be a polynomial

of degreet− 1 andf(x) = a0 + a1x+ · · ·+ at−1x
t−1, the share to be distributed to the

participant with public pointxij assigned isf(xij).

89
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When t participants decided to reconstruct the secret, they can do so by recover-

ing the polynomial. With the knowledge oft points(xij , f(xij) = sij) on the curve,

the coefficients(a0, · · · , at) of f can be computed by solving the following system of

equations.

si1 = a0 + a1xi1 + · · ·+ at−1x
t−1
i1
,

si2 = a0 + a1xi2 + · · ·+ at−1x
t−1
i2
,

...

sit = a0 + a1xit + · · ·+ at−1x
t−1
it
,

The above system has a unique solution for(a0, · · · , at) since

∆ =


1 xi1 . . . xt−1

i1

1 xi2 . . . xt−1
i2

...
...

...
...

1 xit . . . xt−1
it


is a non-zero Vandermonde determinant (all of its elements are non-zero and pair-wise

unique). The unique solution and hence the polynomial can be found by the Lagrange

interpolation of theset points by using the below formula.

f(x) =
t∑

j=1

sij
∏

1≤l≤t,l 6=j

x− xil
xij − xil

.

Thus the secreta0 = f(0) can be obtained by
∑t

j=1 bjsij wherebj =
∏

1≤l≤t,l 6=j
xil

xil−xij
.

7.1.2 Forward Secure Signature from HIBS

The forward-signature schemes in [HWI03, ZX04, KPH04] borrowed the idea of

hierarchical ID-based signature (HIBS) [GS02]. In HIBS, there is a tree structure of

PKGs, each PKG verifies the PKGs at one level lower and generates private keys for
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them. Finally the end-users at the leaf node of the hierarchy receive certification and

its own private key from the chain of PKGs. In this setting, PKGs at higher level of

hierarchy can generate the private key of its children, but the converse is not true. If we

associate different time periods as the name of each PKGs of this hierarchy according to

the above key generation property, so the private key of one time period can be used to

generate the private keys of later time period but not those prior, then a forward-secure

signature scheme is yielded.

We first consider the case for only using the leaf-node of the tree of hierarchy to

represent the time periods as [HWI03] did. If we name the root PKG asε (empty string),

and uses binary representation of its position inj bits, wherej is the depth of the node,

to name the “intermediate” PKGs (e.g. the children of nodeε are 0 and 1 respectively),

then a PKG hierarchy of heightl can be used to implement a forward-secure signature

scheme, where each leave node of the tree is used to represent one of the2l − 1 time

period of a forward-secure scheme.

For each “key extract” operation, a node will use its private key to generate private

keys for its children node. In the below description, we use the notations0a (and1b) to

represent the bit string containinga ‘0’s (andb ‘1’s respectively). At the first time period,

the master secret key of the nodeε is randomly chosen, then nodeε and subsequently

the nodes 0, 00,· · · , 0l−1 execute the extract operation to generate the “local keys” of

the nodes 0, 00,· · · , 0l, notice that the keys for the nodes 1, 01,· · · , 0l−21 have been

generated in these operations too. In the next time period, the key update is done by

using the local key of the node0l−1 to generate the local key for the node0l−11, at

the same time, the local key of the node0l is deleted. Since this new key is randomly

generated and the old local key is deleted, the knowledge of evolved private key cannot

help in getting the old private key. In the third time period, we no longer use the local

key for the node0l−1 to generate the new key but use the local key of the node0l−21 to

generate the local key for the node0l−210. A similar process continues until the local

key of the node1l has been generated, which means the scheme has come to the end of
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its service time.

Now we consider using all the nodes of the tree of hierarchy, including the root

node [ZX04, KPH04]. If we name the root PKG asε (empty string), and uses binary

representation of its position inj bits, wherej is the depth of the node, to name the

“intermediate” PKGs (e.g. the children of nodeε are 0 and 1 respectively), then a PKG

hierarchy of heighth can be used to implement a forward-secure signature scheme,

where each node of the tree is used to represent one of the2h − 1 time period of a

forward-secure scheme, in a pre-order traversal. Notice that our scheme starts by the

“zero-th” time period.

In the below description, we denote the node (named by bit string) corresponding to

the j-th time period bywj, hence the left (and right) child of the nodewj is wj0 (and

wj1 respectively). We usew′j to represent the longest bit string that makesw′j0 a prefix

of wj. To better illustrate, the pre-order traversal can be defined with the notationw′j.

If wj is an internal node, then the node representing the next time period (wj+1) iswj0.

On the other hand, ifwj is a leaf node (andj < 2h − 1, i.e. the scheme has not reached

the end of its service time), thenwj+1 = w′j1. For example, for a tree with height = 2,

consider leaf nodew3(= 01), w′3 is ε and hencew4 = ε1 = 1.

We use the term “local secret key” for the secret key of a node which is responsible

for signing and the key evolution of certain time periods. In the secret storage, there will

be elements other than the local secret key for the key evolution of other time periods.

Considering the key extract operations, ifwj is an internal node, the local secret key

will be used for the generation of local secret key for the next time period and the time

periodwj1; if wj is a leaf node, the local secret key for the next time period has been

already generated at prior time period.

Below is a concrete example. The first node (which is for the “zero-th” time period)

is the root nodew0 = ε. At this time period, the master secret key of the nodeε

is randomly chosen. When this time period finishes, the nodeε executes the extract

operation to generate the local keys of the nodes 0 and 1. After these two local keys are
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generated, the local key of the nodeε is deleted so as to maintain the forward security.

The local key of the node 0 will be used to sign message at the first (w1 = 0) time period

and generate the key for the second (w2 = 00) time period to(2h−1− 1)-th time period;

while the local key of the node 1 is responsible for signing the message at the(2h−1)-th

(w2h−1
= 1) time period and the key generation of(2h−1 + 1)-th (w2h−1+1 = 10) time

period to(2h− 1)-th time period. At any time, the secret key storage of a node contains

its own local secret key (i.e. the key for the current period) and also the local secret key

of the nodew′j1 wheneverw′j0 is a prefix ofwj, for later key evolution.

7.1.3 Round-Optimal Distributed Key Generation

In the rest of the thesis, we useDisKeyGen to refer the below distributed key gener-

ation algorithm proposed in [ZI03].

Let g be a generator of the groupZq (input), andxj be the secret share given to each

entity IDj (output).

1. For1 ≤ i ≤ n, IDi generateszi ∈R Zq, computesyi = gzi. IDi then constructs a

polynomial of degreet based on Shamir’s secret sharing scheme [Sha79] to share

zi as the secret: letai,0 = si,0 = zi and picksai,k at random fromZq for 1 ≤ k ≤ t.

The polynomial isfi(x) =
∑t

k=0 ai,kx
k ∈ Zq[x]. IDi computessi,j = fi(j) and

broadcasts the following:Ai,k = gai,k andYi,j = gsi,j for k ∈ {0, · · · , t}, and an

encryptionEPKj(si,j) for 1 ≤ j ≤ n of secret key share for entityIDj under the

correctpublicly verifiable encryption with proof of fairness[FS01, CS03, ZI03].

IDj will keep the share whenj = i.

2. Each entity,ID1, · · · , IDn, will make sure the distribution is correct by verifying∏t
k=0 A

jk

i,k =
∏t

k=0 (ai,k)
jk = g

∑t
k=0 j

k(ai,k) = gfi(j) and checking ifgfi(j) = yi,j.

The proofs thatEPKj(si,j) is the correct encryption ofsi,j to the public keyPKj

are also verified.

3. The entities who do not follow the protocol will be disqualified. Let the set of
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remaining entities beΛ. They can now generate the threshold key system with

the public key(y, y1, · · · , yn) and secret shares(x1, · · · , xn) where entityIDj

will get correct shares fromi ∈ Λ, and computexj =
∑

i∈Λ si,j. (i.e. The secret

is x =
∑

i∈Λ zi mod q.)

In our scheme we need to reconstructxP whereP ∈ G1. SupposeΛ is the group

of any t out of n signers,xP can be constructed byxP =
∑

j∈Λ bjxjP wherebj =∏
k∈Λ,k 6=j

k
k−j .

7.1.4 Proactive Secret Sharing

Proactive security can be added to a polynomial-based threshold scheme easily

[HJKY95]. Supposex is the secret distributed by the polynomialft(z) whereft(0) = x,

consider updatingft(z) by ft+1(z) = ft(z) + g(z) whereg(z) is a polynomial with the

same degree asft(z) andg(0) = 0. By the linearity of the polynomial evaluation opera-

tion, we have∀i ft+1(i) = ft(i)+g(i), i.e. each signer can useDisKeyGen to distribu-

tively “share” the new secret 0 and update his/her own secretxj by xj = xj +
∑

i∈Q si,j.

7.2 Construction

DefineG1,G2 andê(·, ·) as in Chapter4 and defineH1 andH4 as in Chapter5. We

useS andQ to represent storage of secret parts and public parts respectively. For the

notation about bit strings, we denote the binary representation of the time periodj by

< j > and thei-th bit of< j > by ji.

Our construction consists of five main parts, namely, key generation, key evolution,

proactive key update, signing and verification.

7.2.1 Key Generation

1. For ζ = {ε, 0, 00, · · · , 0l−1}, do

(a) All signers runDisKeyGen to generatesζ . (Each signeri getss(i)
ζ as the

share ofsζ .)
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(b) An arbitrary set oft signers reconstructQζ = sζP and sends to remaining

signers.

(c) Each signeri computesS(i)
(ζ||0) = S

(i)
ζ + s

(i)
ζ H1(ζ||0) andS(i)

(ζ||1) = S
(i)
ζ +

s
(i)
ζ H1(ζ||1).

(d) Each signeri storesS(i)

0l
= S(i)

0l

⋃
{S(i)

(ζ||1)}, while s(i)
ζ andS(i)

ζ are deleted.

(e) SetQζ||0 = Qζ||1 = Qζ
⋃
{Qζ}.

2. All signers invokeDisKeyGen to generates0l. (Each signeri getss(i)

0l
as the share

of s0l.)

3. An arbitrary set oft signers reconstructQ = s0lP and sends to the remaining

n− t signers.

4. The private key of each signeri is SK(i)
0 = {s(i)

0l
, S

(i)

0l
,S(i)

0l
,Q0l

⋃
{Q0l}}

(Q0l
⋃
{Q0l} can be stored in non-secure storage as they can be revealed to the

public.)

5. Public key of the system isPK = {P,Q}.

7.2.2 Key Evolution

All signers do the following at the end of the current time periodj.

1. If j = T − 1, deletesSK(i)
j and setsSK(i)

j = ε (an empty string), the algorithm

terminates.

2. If jl = 0, getS<j+1> from S<j> and setS<j+1> = S<j> − {S<j+1>}.

3. Else, supposel′ (1 ≤ l′ ≤ l) is the maximum possible value that makesjl′ = 0.

(a) Letn = j0j1 · · · jl′−11, wherej0 denotesε for convenience (i.e.< j+ 1 >=

n0l−l
′
).

(b) GetSn from S<j> and setS<j+1> = S<j> − {Sn}.



96 FORWARD-SECURE THRESHOLD SIGNATURE

(c) For ζ = {n, n0, · · · , n0l−l
′−1)}, do

i. InvokeDisKeyGen to generatesζ . (Each signeri getss(i)
ζ as the share

of sζ .)

ii. An arbitrary set oft signers reconstructQζ = sζP and sends to remain-

ing signers.

iii. Each signeri computesS(i)
(ζ||0) = S

(i)
ζ + s

(i)
ζ H1(ζ||0) andS(i)

(ζ||1) = S
(i)
ζ +

s
(i)
ζ H1(ζ||1).

iv. Each signeri storesS(i)

0l
= S(i)

0l

⋃
{S(i)

(ζ||1)}, whiles(i)
ζ andS(i)

ζ are deleted.

v. SetQζ||0 = Qζ||1 = Qζ
⋃
{Qζ}.

4. InvokeDisKeyGen to generates<j+1>. (Each signeri getss(i)
<j+1> as the share of

s<j+1>.)

5. Any t signers reconstructQ<j+1> = s<j+1>P and sends to remaining signers.

6. If jl = 0, setQ<j+1> = Q<j> −Q<j>. (If jl = 1,Q<j+1> has been constructed

already.)

7. SetSK(i)
j+1 = {s(i)

<j+1>, S
(i)
<j+1>,S

(i)
<j+1>,Q<j+1>

⋃
{Q<j+1>}} and deleteSK(i)

j .

7.2.3 Proactive Key Update

At the time periodj, each signeri invokesDisKeyGen with zi = 0 to getxj, and

proactively update their shares bys(i)
<j> = s

(i)
<j> + xj.

7.2.4 Signing

SupposeΛ is the group of anyt out ofn signers. At the time periodj, each signer of

Λ compute the partial signature of messagem byV (i) = bi(S
(i)
<j>+s

(i)
<j>H4(i1i2 · · · il||m)),

wherebi =
∏

1≤k≤t,k 6=i
k
k−i . Then, any party can construct the signature as{j, V =∑

i∈Λ V
(i),Q<j>}.
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7.2.5 Verification

At the time periodj, any party can verify the validity of the signature{j, V,Q} by

verifying whether

ê(P, V )/
l∏

r=2

ê(Qj1j2···jr−1 , H1(j1j2 · · · jr)) = ê(Q,H1(j1))ê(Q<j>, H4(j1j2 · · · jl||m)).

If equality holds then return>, else return⊥. It is easy to see that the verification works.

For any valid signature produced by our forward-secure threshold signature scheme:

L.H.S. = ê(P, V )/
l∏

r=2

ê(Qj1j2···jr−1 , H1(j1j2 · · · jr))

=
ê(P, sεH1(j1) +

∑l
r=2 sj1j2···jr−1H1(j1j2 · · · jr) + s<j>H4(j1j2 · · · jr||m))∏l
r=2 ê(P,H1(j1j2 · · · jr))sj1j2···jr−1 )

=
ê(P, sεH1(j1)) ·

∏l
r=2 ê(P, sj1j2···jr−1H1(j1j2 · · · jr)) · ê(P, s<j>H4(j1j2 · · · jr||m))∏l

r=2 ê(P, sj1j2···jr−1H1(j1j2 · · · jr)))
= ê(P, sεH1(j1)) · ê(P, s<j>H4(j1j2 · · · jr||m))

= ê(Q,H1(j1)) · ê(Q<j>, H4(j1j2 · · · jr||m)) = R.H.S.

7.3 Improving the Efficiency

Now we give the description of the forward-secure threshold signature scheme using

all the nodes of the tree of hierarchy. DefineG1,G2 andê(·, ·) as in Chapter4. LetH5,

H6 andH7 be three cryptographic hash functions whereH5 : {0, 1}∗ × G1 → G1,

H6 : {0, 1}∗×{0, 1}∗×G1 → G1 andH7 : {0, 1}∗×G1 → Z
∗
q. For the notation about

bit strings, we usew to denote the name of the node corresponding to the current time

period,|w| to denote the bit length ofw andw|i to denote the firsti bits ofw. To ease

the description, we use a stack (a last-in-first-out data structure) to hold the secret keys

generated. In actual implementation, the extra spaces incurred from the duplication

of keys in different entries of the stack can be minimized by using an extra level of

redirection such as a pointer pointing to the actual storage of the key.

Our construction consists of five main parts, namely, key generation, key evolution,

proactive key update, signing and verification.
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7.3.1 Key Generation

1. All signers runDisKeyGen to generatesε.

(Each signeri getss(i)
ε as the share ofsε.)

2. An arbitrary set oft signers reconstructQε = sεP and sends to remaining signers.

3. Each signeri computesS(i)
ε = s

(i)
ε H5(ε, Qε)

4. The private key of each signeri is SK(i)
ε = {Qε, S

(i)
ε }.

5. Push the private key onto the stack.

6. Public key of the system isPK = {P,Qε}.

7.3.2 Key Evolution

All signers do the following at the end of the time period to evolute the private key

shares.

1. PopsSKw off the stack.

2. If w is an internal node,

(a) InvokeDisKeyGen to generatesw0 andsw1.

(Each signeri getss(i)
w0 as the share ofsw0 ands(i)

w1 as the share ofsw1.)

(b) An arbitrary set oft signers reconstructQw0 = sw0P andQw1 = sw1P , then

sends these to remaining signers.

(c) Computehw0 = H6(w0, Qw0) andhw1 = H6(w1, Qw1).

(d) ComputeS(i)
w0 = S

(i)
w +hw0s

(i)
w0H5(ε, Qε) andS(i)

w1 = S
(i)
w +hw1s

(i)
w1H5(ε, Qε).

(e) DeleteS(i)
w securely.

(f) PushSK(i)
w1 = {Qw|1 , · · · , Qw||w|−1

, Qw, Qw||1, Sw||1} onto the stack.

(g) PushSK(i)
w0 = {Qw|1 , · · · , Qw||w|−1

, Qw, Qw||0, Sw||0} onto the stack.

3. If w is a leaf, each signer simply deletesS(i)
w securely.
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4. InvokeDisKeyGen to generaterw.

(Each signeri getsr(i)
w as the share ofrw.)

5. ReconstructUw = rwP .

7.3.3 Proactive Key Update

Each signeri invokesDisKeyGen with zi = 0 to gets′(i)w , and proactively update

their shares byS ′(i)w = S
(i)
w + hws

′(i)
w H5(ε, Qε).

7.3.4 Signing

SupposeΛ is the group of anyt out ofn signers. At the time periodj, each signer

of Λ compute the partial signature of messagem as follows.

1. ComputePm = H7(m, j, Uw).

2. Compute the partial signature byV (i) = bi(S
(i)
w +r

(i)
w Pm) wherebi =

∏
1≤k≤t,k 6=i

k
k−i .

Then, any party can produce the signature{j, V =
∑

i∈Λ V
(i),Qw = {Qw|1 , · · · , Qw||w| , Uw}}.

7.3.5 Verification

At the time periodj, any party can verify the validity of the signature{j, V,Q} as

follows.

1. Reconstructh′w|k = H6(w|k, Qw|k) for k ∈ {1, 2, · · · , |w|}.

2. ReconstructP ′m = H7(m, j, Uw).

3. Verify whether

ê(P, V ) = ê(Qε +

|w|∑
k=1

h′w|kQw|k , H5(ε, Qε))ê(Uw, P
′
m)

If equality holds then return>, else return⊥.
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7.4 Against Adaptive Adversary

As suggested in [ZI03], multiple uses ofDisKeyGen cannot achieve security against

an adaptive adversary as homomorphic encryption is used [ZI03]. However, this prob-

lem can be fixed if independent parameters are chosen at each invocation or using other

adaptive chosen-ciphertext secure publicly verifiable encryption with proof of fairness.

With the help ofDisKeyGen, each party will not contribute an inconsistent share.

But in the proactive key update procedure, the secret key will be spoiled ifzi from one

party is not equal to 0. To address this problem, we can simply check whethery0 = g

when usingDisKeyGen during the proactive key update.

7.5 Analysis

Again we analyze our second scheme’s consistency, security and efficiency.

7.5.1 Consistency

We first prove the correctness of the scheme. For any valid signature produced by

our forward-secure threshold signature scheme:

ê(Qε +

|w|∑
k=1

hw|kQw|k , H5(ε, Qε))ê(Uw, Pm)

= ê(sεP +

|w|∑
k=1

hw|ksw|kP,H5(ε, Qε))ê(rwP, Pm)

= ê(P, (sε +

|w|∑
k=1

hw|ksw|k)H5(ε, Qε))ê(P, rwPm)

= ê(P, (sε +

|w|∑
k=1

hw|ksw|k)H5(ε, Qε) + rwPm)

= ê(P, V )

7.5.2 Security

The security of our scheme is based on the security of [HJKY95, KPH04, ZI03],

which relies on the intractabilities of the GDH problem and the discrete logarithm prob-

lem.
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Theorem 4. Let FS-DS denote the single-user signature scheme in [KPH04]. Our pro-

posed scheme is a forward-secure threshold signature scheme secure against adaptive

chosen message attack as long as FS-DS is a forward-secure signature scheme in the

single-user sense.

Proof. Let A be the adversary who control up tot − 1 signers during execution of

our scheme before thejth time period and control up tot signers (i.e. knowing the

secret key of the system) at thejth time period.A is allowed to launch chosen-message

attack, i.e. it can obtain valid signatures for messagem1,m2, · · · on its wishes. IfA can

produce with non-negligible probability a valid signature for an un-queried messagem,

(i.e.m 6= mi for i ≥ 1) for time periodj′, wherej′ < j, we can construct a forgerF to

forge a signature of FS-DS using the procedureA and the signing oracleOsig of FS-DS.

Let (P,Q) be the public key of FS-DS. We set(P,Q) to be the public key of our

(simulated) scheme. AsF does not know the corresponding secret key of(P,Q),F can

only assign each signerIDi a random secret sharexj ∈ Zq during the key generation

phase of our proposed scheme. Then it runs the simulator proposed in the Theorem

2 of [FS01] and the simulator of the corresponding publicly verifiable encryption with

proof of fairness to produce a transcript of communication between signers during the

invocation ofDisKeyGen, with right distribution.

For signing requests issued byA, F simulates our scheme by simulating all signers

as follows. When the adversaryA requests for a signature formi, F queriesOsig to

obtain a signature{j, V,Q}. Then it runs the simulator of our proposed scheme with

input mi and{j, V,Q} to produce the transcript of communication forA. (by using

the simulator proposed in the Theorem 2 of [FS01], the simulator of the corresponding

publicly verifiable encryption with proof of fairness and the simulation proposed in the

proof of Theorem 2 in [KPH04]). Therefore,F provided a faithful simulation of our

proposed scheme toA.

At the jth time period we provide the correct secret shares oft signers toA by

choosingj as the break-in period of FS-DS. On input of these correct shares and pre-
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vious transcripts,A finally produce a valid signature{j′, V ′,Q′} for a new messagem,

m 6= mi at time periodj, wherej′ < j, then{j′, V ′,Q} is the forged signature for

FS-DS. Thus, FS-DS is not unforgeable under the chosen message attack, which is a

contradiction.

7.5.3 Requirement on the Network

Synchronous network seems to be a strong requirement for MANET. Our scheme

can be easily modified to work in asynchronous network by assuming there exists an

incorruptible third party (ITP), which is not trusted but only honest. We refer the reader

to [FS01] for a discussion of how ITP can help in making the protocol secure even in

the asynchronous network.

Moreover, our scheme does not rely on the existence of secure channel with the

help of publicly verifiable encryption with proof of fairness This requirement is not as

strong as one may think because a variety of choices are available (e.g. the schemes in

[FS01, CS03, ZI03]), so all participants are not required to use the same algorithm for

publicly verifiable encryption with proof of fairness.

7.5.4 Efficiency

Table7.2shows a summary of the efficiency of our proposed scheme. The following

shows the types of operations that we consider.

1. Pairing (Pa): The total number of pairing computations required.

2. Point Multiplication (Mu): The total number of point multiplications required.

We compare the performance of our scheme with the most efficient one [CLT03] of

the existing schemes. Regarding key update, our scheme runs inO(log T ) time while

[CLT03] runs inO(log5 T ) time whereT is the total number of time periods. On the

other hand, our scheme does not require any interaction between the signers in signing

while [CLT03] requires quite a number of communication rounds in signing.
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Computation Interaction

Algorithm Mu Pa Rounds

Key Generation O(1) 0 1

Key Evolution O(1) 0 2

Proactive Key Update O(1) 0 1

Signing O(1) 0 0

Verification5 O(logT ) 3 0

Table 7.2:Computational Efficiency of Our Forward-Secure Threshold Scheme

7.6 Chapter Summary

Table7.3 shows a summary of comparing our scheme with other existing schemes

in terms of the maximum number of rounds required in signing or key update. We use

AMN, TT, CLT and SCFTS to denote the scheme in [AMN01], [TT01], [CLT03] and

our proposed scheme respectively.

Scheme Maximum Number of Rounds in Signing or Key Update6

AMN O(logl)

TT O(l)

CLT 10

SCFTS 2

Table 7.3:Comparison on Efficiency of Existing Forward-Secure Threshold Schemes

Obviously, existing forward-secure threshold signature schemes requires quite a few

number of communication rounds among the signers in either the signing or the key up-

date process. Thus, these schemes are not useful in situation such as an ad-hoc network.

In this chapter, we propose a forward-secure threshold signature scheme which is more
5T is the total number of time period supported.
6l is the number of bits in the hash function’s output, typically 160.
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efficient in key updates and supports proactive mechanism. Our scheme can work in

asynchronous network without secure channel and is round-optimal in signing, which

is especially useful in situation like mobile ad-hoc network.

2 End of chapter.



Chapter 8
Conclusion

8.1 Review of Results

1. We proposed a new paradigm for identity-based signcryption, in which the private

signcryption key and the private decryption key are separated. [Chapter3]

2. We proposed an identity-based signcryption scheme that satisfies the security re-

quirements of forward security, public verifiability and public ciphertext authen-

ticity. [Chapter6]

3. Our identity-based signcryption scheme closed the open problem previously pro-

posed by Libert and Quisquater [LQ03]. [Chapter6] (In May 2004, Noel McCul-

lagh and Paulo S. L. M. Barreto claimed that their paper “Efficient and Forward-

Secure Identity-Based Signcryption” were the first one closing the open problem

proposed by [LQ03]; however, the scheme in this thesis was published at The

Sixth International Conference of Information Security and Cryptology - ICISC

2003 held at Seoul, Korea on November 27-28, 2003.)

4. We proposed variants of Bilinear Diffie-Hellman (BDH) problems, namely, Modi-

fied Decisional Bilinear Diffie-Hellman Problem (MDBDHP) and Modified Com-

putational Bilinear Diffie-Hellman Problem (MDBCHP). [Chapter4]

5. Our identity-based signcryption scheme can be shown to be provably secure under

105
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the random oracle model, with the assumption that variants of the BDH problems

are hard to compute. [Chapter6]

6. We proposed a new forward-secure threshold signature scheme that is more ef-

ficient in key updates when compared with the previous work. The scheme

can work in asynchronous network without secure channel and is round-optimal

in signing, which is especially useful in situation like mobile ad-hoc network.

[Chapter7]

7. Our forward-secutre threshold signature scheme is secure against adaptive chosen

message attack as long as the GDH problem and the discrete logarithm problem

are hard to solve. [Chapter7]

8.2 Extensions of Results from Former Papers

This thesis describes the major results in the following papers:

1. Sherman S.M. Chow, S.M. Yiu, Lucas C.K. Hui, and K.P. Chow. Efficient

Forward and Provably Secure ID-Based Signcryption Scheme with Public Ver-

ifiability and Public Ciphertext Authenticity. In Jong In Lim and Dong Hoon

Lee, editors,The Sixth Annual International Conference on Information Secu-

rity and Cryptology (ICISC 2003) (Acceptance Rate: 32/163 = 19.6%), volume

2971 ofLecture Notes in Computer Science, pages 352–369, Seoul, Korea, 2004.

Springer-Verlag.

2. Sherman S.M. Chow, H.W. Go, Lucas C.K. Hui, S.M. Yiu, and K.P. Chow. Two

Forward-Secure Threshold Signature Schemes. InThe Second International

Conference of Applied Cryptography and Network Security (ACNS 2004), Yel-

low Mountain, China, Technical Track Proceedings, a special issue of Journal

of Information Security and Data Confidentiality (Acceptance Rate: 87/297 =

29.29%), pages 10–19, 2004.

with the following extensions:
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1. Analysis of “Receipt Anonymity” for the forward-secure identity-based signcryp-

tion scheme is added. [Chapter6]

2. More efficient forward-secure threshold signature scheme (constant number of

pairing operations) is proposed. [Chapter7]

8.3 Open Problems and Future Research

We have considered the forward security for the confidentiality of identity-based

signcryption, but not yet the forward security for the unforgeability. One possible fu-

ture research direction is to devise a forward-secure identity-based signcryption in both

senses. Other directions include making identity-based signcryption work in a hier-

archical setting, possibly enabled by a new identity-based hierarchical signature; We

can also try to improve its security, possibly by the derivation of a new identity-based

signature with exact security first.

We leave it as an open question to devise a more efficient forward-secure threshold

signature scheme, and also other forward-secure schemes such as forward-secure blind

signature and forward-secure multisignature.

Bilinear pairings provide a very “rich structure” for the construction of crypto-

graphic schemes, it is anticipated that the surge in pairing-based cryptography in these

years will continue. Some interesting notions in pairing-based cryptography or ID-

based cryptography includes ID-based partially blind signature, ID-based threshold ring

signature, efficient ID-based ring signature, ID-based multi designated verifiers signa-

ture, anonymous identity-based private key issuing without secure channel, etc. Adding

more “functionalities” to the pairings is also a promising direction, for example, making

the result of pairings with private key as input to be publicly verifiable.

Moreover, we believe that MDBDHP and MCBDHP are interesting in their own

rights. In this thesis, we see that these two newly proposed problems give raise to new

cryptosystems in which the private signcryption key and the private decryption key are

separated. We expected there are many other useful applications.
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List of Abbreviations

Abbreviation Details

ACM Association for Computing Machinery
BC Before Christ
BDH Bilinear Diffie-Hellman
CA Certificate Authority
CBDHP Computational Bilinear Diffie-Hellman Problem
CCA2 Adaptive Chosen-Ciphertext Attack
CMA Chosen-Message Attack
CMA2 Adaptive Chosen-Message Attack
DBDHP Decisional Bilinear Diffie-Hellman Problem
DDH Decisional Diffie-Hellman
DLP Discrete Logarithm Problem
DSA Digital Signature Algorithm
DSS Digital Signature Standard
ECDLP Elliptic Curve Discrete Logarithm Problem
EUF-IDSC2-CCIA2 Existential UnForgeability of IDentity-based SignCryptions of 2

keys under Adaptive Chosen-Ciphertext-and-Identity Attacks
Ex Exponentiations
FS-DS Forward Secure Digital Signature
FwSec Forward Security
GDH Gap Diffie-Hellman
GQ Guillou-Quisquater
GSM Global System for Mobile communication
HIBS Hierarchical Identity Based Signature
IBE Identity Based Encryption
IND-IDSC2-CCIA2 INDistinguishability of IDentity-based SignCryptions of 2 keys

under Adaptive Chosen-Ciphertext-and-Identity Attacks
ID IDentity
ITP Incorruptible Third Party
KeyGen Key Generation
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Abbreviation Details

LHS Left Hand Side
MANET Mobile Ad-hoc NETwork
MCBDH Modified Computational Bilinear Diffie-Hellman
MCBDHP Modified Computational Bilinear Diffie-Hellman Problem
MDBDH Modified Decisional Bilinear Diffie-Hellman
MDBDHP Modified Decisional Bilinear Diffie-Hellman Problem
MPhil Master of Philosophy
Mu Point Multiplication
OAEP Optimal Asymmetric Encryption Padding
OWF One Way Function
Pa Pairing
PDF Portable Document Format
PKCS Public Key Cryptography Standards
PKG Private Key Generator
PKI Public Key Infrastructure
ProvSec Provable Security
PS Post Script
PubCAuth Public Ciphertext Authenticity
PubVer Public Verifiability
PVE Publicly Verifiable Encryption
PVSS Publicly Verifiable Secret Sharing
REA-IDSC2-CCIA2 REcipient Anonymity of IDentity-based SignCryptions of 2 keys

under Adaptive Chosen-Ciphertext-and-Identity Attacks
RHS Right Hand Side
RSA Rivest-Shamir-Adleman
SEM SEcurity Mediator
TP Third Party
VSS Verifiable Secret Sharing
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