
Abstract - Many signcryption schemes have been proposed
to provide authentication and confidentiality of a message
efficiently. Among such a scheme, identity-based
cryptography is one of the public key cryptography that does
not require the certificate for a public key and pre-compute
key pair. This scheme uses the public key that can be
generated from an arbitrary identifier such as an email
address, while the private key is derived by a trusted private
key generator as occasion demands. In this paper, we propose
identity-based KCDSA(Korean Certificate-based Digital
Signature Algorithm) signcryption schemes providing the
semantic security. Also, the proposed schemes support either
the public verifiability or the forward secrecy. The proposed
schemes are based on the standardized digital signature
scheme and can be applied to the established KCDSA
systems.
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1. Introduction

Authenticated encryption schemes in wireless security
should provide authenticity and confidentiality of messages.
One way to implement such schemes is first to sign a
message and then to encrypt it, the other is vice versa.
Recently, combined scheme of signaturing and encryption
was proposed, called signcryption scheme. It was claimed
that authenticity, confidentiality, integrity, non-repudiation
and authentication was gained and the efficiency is superior.
The signcryption scheme was proposed to perform sig-

nature and encryption simultaneously by supporting the men-
tioned above more efficiently than the sign-then-encrypt
scheme[3]. In order to provide the public verifiability and the
forward secrecy, the signcryption scheme has been studied in
the direction of the identity(ID)-based signcryption[4,13,14,
15,18].
An identity-based cryptography was introduced by Shamir

[1]. The identity-based cryptography scheme has the ability
to use any string, such as an email address or an IP address as
a public key, while the corresponding private key can be
derived by a trust key generator user's own identity
information. Especially, the identity-based encryption scheme
[10] uses bilinear map, ê  × →  , over supersingular
elliptic curves. This scheme performs encryption and
decryption procedure for messages using weil pairing. And
the security of this scheme is based on a natural analogue of
the computational Diffie-Hellman assumption on elliptic
curves.

John Malone-Lee proposed the first identity-based sign-
cryption scheme[14]. The identity-based signcryption scheme
[18] satisfies the semantic security under the hardness of the
DBDH(Decisional Bilinear Diffie-Hellman) problem and the
verification of the signcrypted message by the third party
without private key. Also, these schemes reduced communi-
cation overhead and supported the forward secrecy.
OurContribution: KCDSA was proposed for the signcryption
[11]. In this paper, we propose the identity-based KCDSA
signcryption schemes providing the semantic security under
the Decisional Bilinear Diffie-Hellman assumption. The
proposed signcryption schemes satisfy either the semantic
security and the forward secrecy or the semantic security and
the public verifiability, and the efficiency of the proposed
schemes is equivalent to that of the Libert & quisquater's
schemes.
Organization: Section 2 of this paper describes the principles
and procedure of the existing identity-based signcryption,
section 3 presents the KCDSA signcryption scheme based on
the exponentiation complexity, section 4 presents the pre-
vious identity based signcryption scheme. In section 5, we
propose identity-based KCDSA signcryption schemes which
provide both the public verifiability and the forward secrecy.

2. ID-based Signcryption Scheme

2.1 Procedure of ID-based Signcryption
An identity-based signcryption scheme uses four steps

which are the following ;∘Setup. Given a security parameter  , the private key gen-
erator generates the global system parameters.∘Extract. Given a string  representing the identity of
some party, the private key generator computes the corre-
sponding private key  for given  .∘Signcrypt. Signcrypt by taking as input  ,  and mes-
sage  to obtain ciphertext .∘Unsigncrypt. Unsigncrypt takes as input  ,  and a ci-
phertext  to obtain a original message  or symbol ⊥
which indicates that the cipertext was invalid.

2.2 Security of ID-based Signcryption
Malone-Lee defined the extended security notions for iden-

tity based signcryption schemes. Definition 1 defines the in-
distinguishability of encryption against adaptive chosen ci-
pertext attacks and Definition 2 does the unforgeability
against adaptive chosen message attacks.
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Definition 1. An identity-based signcryption scheme has the
indistinguishability of encryption against adaptive chosen ci-
pertext attacks property (IND-ISC-CCA) if no polynomially
bounded adversary has non-negligible advantage in the fol-
lowing game played by a challenger  and an adversary  .
∘ takes a security parameter  and runs setup procedure to
obtain the system parameters. It sends the system parame-
ters to  .∘ may make the queries to  .
- Key extraction queries:  requests the private key
through the extraction queries as input  , and
receives the calculated private key   from  .

- Signcryption queries:  requests the cipertext through
signcryption queries as input  ,  and a message  ,
and  calculates the private key   
and   , and then sends the
result to  .
- Unsigncryption queries:  requests the result of unsign-
cryption procedure through the unsigncryption queries
as input  ,  and a cipertext , and  calculates the
private key    and 
   , and then sends the result to  . This result
can be the message  or symbol ⊥ which indicates that
the cipertext is invalid.∘ chooses two messages  and , and two identities,
 and  , on which it wishes to be challenged.  can-
not request the private key corresponding to  nor  .
 takes a bit  from   and computes  
 and then computes     . 
sends the result to  .∘ may make queries just like in the second step. However
 cannot ask the key extraction queries  nor  , and
the unsigncryption query     .∘ announces a bit  and wins the game if    .
The advantage of adversary  is defined to be

  | Pr     |.

Definition 2. An identity-based signcryption scheme has the
existential unforgeability under adaptive chosen message
attacks property (EF-ISC-ACMA) if no polynomially bounded
adversary has non-negligible advantage in the following
game played by a challenger  and an adversary  .∘ takes a security parameter  and runs setup procedure to
obtain the system parameters. It sends the system parame-
ters to  .∘ performs a polynomially bounded number of requests
just like in the previous definition 1.

∘ computes a 3-tuple     , where  was not a
key extract query, and wins the game if the result of
     is not the symbol⊥ .

The advantage of adversary A is defined to be
  Pr   .

Definition 3. (Forward secrecy) If long-term private keys of
one or more entities are compromised, the secrecy of previous
session keys established by honest entities is not affected.

2.3 Properties of BilinearPairing
Let  and  × be two cyclic groups of large

prime order .  is the additive group of points of a elliptic
curve over  , and  is the multiplicative group of points of
elliptic curve over . If a map ê  × →  satisfies the
following properties, it is said to be bilinear pairing[10,14].∘Bilinearity: For all  ∊ , ê     ê , ê
     ê ê  , and ê   ê  ê
  .∘Non-degeneracy: There exists  ∊ such that ê
   . And if ê     then  is the point at
infinity.∘Computability: There is an efficient algorithm to compute ê
   for all  ∊ , and  is the generator of  .

3. KCDSA Signature Schemes

KCDSA is Korean standard digital signature algorithm. In
this section, we describe a signature and a verification oper-
ation of KCDSA introduced in [11].

3.1 KCDSA andModified KCDSA
The parameters of KCDSA consist of both the public in-

formation      and the private keys  and  .
Collision-free hash function is denoted by   
→  . Let    be a finite cyclic group of order  and
 ∊  be a generator of . KCDSA algorithm and the user
parameters of KCDSA algorithm are denoted as follows:∘ and  : large primes, and  is a prime divisor of   .
∘ : a generator with an order of  in GF  , that is, ≡
mod .∘ (and ) : signer (verifier )'s certificate, the
certificate includes user's public key.∘ (and ) : a hash value of signer (verifier ) certifi-
cate, where    and   .∘ (and ) : signer (verifier  )'s private key, where
 ∊


 .

∘  (and  ) : signer (verifier  )'s public verification key,
where ≡ 

 mod  and ≡ 
 mod  .

∘   ∊  : multiplicative inverse modulo  of the
private key.∘  : a collision-free hash function with an output of
length  .

Fig.1 shows the protocols for obtaining the signature of
KCDSA. The user's identifier is indicated on the most top
line in the figure, and their lists of inputs are shown in
brackets on the next line. Signer  sends the signature   
and a message  to verifier  , and then verifier  checks on
the validity of the signature by ≟  .
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Signer 
 

Signature Generation

Verifier 


Signature Verification
 ∊ 




    mod 
   

   ⊕ mod


      mod 
      


    ⊕ mod 

  
 mod 

check. ≟ 

Fig 1. KCDSA algorithm

The signcryption schemes proposed in section 5.1 and 5.2
don't offer the forward secrecy in Definition 3. We applies the
modified KCDSA algorithm [11] as Fig.2 for supporting the
forward secrecy.

Signature Generation Signature Verification
∊ 




    mod 
   

 ⊕
    mod 

      



 ⊕
 

 mod 
check. ≟ 

Fig 2. Modified KCDSA algorithm

There are two modifications. That is, a signer and a verifier
compute  by   ⊕  instead of   ⊕
  mod , and a signer sends the 3-tuple   
instead of    , for a verifier to recover  without
message . Note that a signer's sending    instead of
   doesn't affect the security of the signature scheme
because a verifier could obtain  from .

3.2 KCDSA Signcryption Schemes
Yum and Lee proposed two signcryption schemes based on

KCDSA, namely Zheng's model and Bao & Deng's model as
shown in Fig.3 and Fig.4. These schemes are shown that they
have the properties of the security such as unforgeability,
non-repudiation, and confidentiality.

Signcryption Unsigncryption
∊ 




  mod 
   

   

  

 ⊕
   mod 

      




 



 mod 

   

   

  

check. ≟⊕

Fig 3. KCDSA signcryption scheme in Zheng's model

The KCDSA signcryption scheme based on Bao & Deng's
model has the public verifiability, that is, any third party
without a private key can verify the signature and cannot re-
cover the original message from a cipertext. If necessary, the
verifier received a valid KCDSA signature may send to oth-
ers, who wish to verify that it is originated with a signer. The
validity of    can be verified by anyone who knows a
signer's public key. However, in this scheme anyone who
wishes to verify a message's origin must know the plaintext
 recovered by a verifier. We propose the ID-based KCDSA
signcryption scheme that the knowledge of the plaintext  is
not required for the public verification of a message .

Signcryption Unsigncryption
∊ 




  
 mod 

  

 mod 
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    mod 

      






 
 mod 

  

 mod 

  

   
  

check. ≟⊕

Fig 4. KCDSA signcryption scheme in Bao & Deng's model

4. Previous ID-based Signcryption Schemes

4.1 Malone-Lee's ID-based Signcryption

Setup Extract
  

→ 

  
→ 

  

 →



 ∊ 



  
    ê   

  

 

  

           

  

 ∊ 



  

   
     
  ê    

   
   ⊕

    

  

  ê   

  ⊕

  

if ê  
ê 

 ê 
Return⊥

Return 

Fig 5. Malone-Lee's ID-based signcryption scheme

This scheme cannot support the semantic security. If the
signature on the plaintext is opened, then any attackers can
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verify the signature on plaintexts and produced during
the game defined in Definition 1, because the plaintext is
used to calculate the signature[18].

4.2 Libert & Quisquater's ID-based Signcryption
Libert & Quisquater's ID-based signcryption scheme

illustrated in Fig.6 can offer the semantic security and the
public verifiability simultaneously. It uses    
instead of      to support the semantic security, and
this modification doesn't affect the unforgeability of the
algorithm. Also it doesn't require the knowledge of the
recovered plaintext for the public verification.
The signcryption scheme described in Fig.7 satisfies the

forward secrecy, but can support neither the public
verifiability nor the forward secrecy. That is, even if an
attacker knows the signer's private key , he is unable to
find out the plaintext without knowing .
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Fig 6. Libert & Quisquater's ID-based signcryption scheme
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Fig 7. Libert & Quisquater's ID-based signcryption scheme with
the forward secrecy

5. ID-based KCDSA Signacryption Schemes

Proposed identity(ID)-based KCDSA signcryption schemes
are based on the public key produced from identity informa-
tion such as an email address while the KCDSA signature
scheme is based on a certification data.

5.1 ID-based KCDSA Signcryption Scheme in
Zheng's Model

We propose the ID-based KCDSA signcryption scheme
using the original KCDSA scheme except that the signer uses
the cipertext  to calculate the value . This scheme supports
the semantic security described in Section 4 because the
cipertext  is used to compute the signature. Although the
signature on the plaintext is opened, any attackers cannot
verify the signature on plaintexts and produced during
the game defined in Definition 1.
A signer computes signcrypted message       using

the trusted key generator's public key  , the signer's
private key  and the verifier's public key   . A verifier
computes the value  using the public information, i.e. ,
and cipertext . Also he can obtain the message  and verify
the signature using the private key  as follows.

Setup Extract
  

→ 
   →



  Key Derivation Function
  ×

 → 

 ∊ 
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  ⊕  mod 
  ê   ê  



  
  

if   
Return⊥

Return 

Fig 8. ID-based KCDSA signcryption scheme in Zheng's Model

The consistency is easy to verify since the  computed by
a verifier is the same as a signer's one. The computed  is
used to recover the plaintext  and verify the signature on
message.

ê ê
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ê  ê  ê


5.2 ID-based KCDSA Signcryption Scheme inDao &
Deng's Model

This scheme supports the semantic security and the public
verifiability. The public verifiability means that the third
party without a private key can verify the signcrypted
message, but he cannot obtain the original message. The 
used to verify the signature is computed by only using the
public information such as the system parameters  , the
trusted key generator's public key  , a signer's public key
, the signature data  , and the computed value .
However, the  used to recover the plaintext is computed by
using the verifier's private key  . Also, the proposed
signcryption scheme does not require the knowledge of the
plaintext for the public verification of a message.
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Fig 9. ID-based KCDSA signcryption scheme with the public
verifiability

The consistency is easy to verify since the  and the 
computed by a verifier are the same as a signer's values. The
computed  is used to verify the signature, and the  is used
to recover the plaintext .

  ê  ê 
 

ê ê ê

  êê
 

êê ê


5.3 ID-based KCDSA Signcryption Scheme with the
Forward Secrecy

The signcryption schemes proposed in section 5.1 and 5.2
don't offer the forward secrecy because an attacker can find
out the plaintext if he knows the signer's private key. We
propose the ID-based KCDSA signcryption scheme using the
modified KCDSA scheme except that the signer uses the
cipertext  to calculate the value  and sends     
instead of      to verifier. This scheme satisfies the
semantic security and the forward secrecy, but cannot support

the public verifiability.
The verifier receives the signcrpted message    

from the signer, and then he obtains the key used to decrypt
the cipertext  using the value  and the verifier's private key
 . Also he computes the  and  , and then verifies the
signature. In this scheme, even if an attacker knows the
signer's private key , he is unable to find out the plaintext
without knowing  .
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Fig 10. ID-based KCDSA signcryption scheme with forward
secrecy

6. Security an Efficiency

6.1 Security
It is possible to use the method described in [10] to prove

the IND-ISC-CCA security of the proposed signcryption
scheme in the random oracle model. In the Libert &
Quisquater's scheme described in Fig.6, the value of  that
composes the signcrypted message is     , but in the
proposed schemes the value  included in the signcrypted
message is ⊕. Finally, the proof of the
IND-ISC-CCA security of the proposed schemes is equiv-
alent to the proof of security of the Libert & Quisquater's
scheme except that we may replace the list     used to
simulate the signcryption oracle managed by the list     .
The proof of the EF-ISC-ACMA security of the proposed

schemes in the oracle model is similar to the method of [15]
except   ⊕ instead of      .
This proof is means that any attackers cannot forge the
signcrypted message under the computational Diffie-Hellman
assumption.
The proposed signcryption schemes support the semantic

security, which means that although the signature on the
plaintext is opened, any attackers cannot verify the signature
on plaintexts  and  produced during the game defined
in Definition 1.

6.2 Efficiency
We compare the efficiency of ID-based KCDSA signcryption

schemes proposed in this paper with that of the Malone-Lee's
scheme and the Libert & Quisquater's schemes. In Table 1,
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LQ scheme I means the Libert & Quisquater's ID-based
signcryption scheme and LQ scheme II does that with the
forward secrecy. And proposed scheme I, II, and III mean
ID-based KCDSA signcryption scheme in Zheng's model in
Section 5.1, ID-based KCDSA signcryption scheme in Dao
& Deng's model in Section 5.2, and ID-based KCDSA
signcryption scheme with the forward secrecy in Section 5.3,
respectively.
In terms of both the communication overhead and the

computational requirement, the proposed scheme I is more
compact than the Malone-Lee's scheme. Also the efficiency
of the proposed schemes is equivalent to the Libert &
Quisquater's schemes in terms of both the communication
overhead and the computational requirement. However, our
schemes can be applied to the established KCDSA systems.
In Table 1, "1/4" means the number of operation in the
"signcryption / unsigncryption" procedure. Also   ,    and
 means the length of the cipertext ,  and  respectively.

Malone-
Lee's
Scheme

LQ
Scheme I

LQ
Scheme II

Proposed
Scheme I

Proposed
Scheme II

Proposed
Scheme III

ⓐ 1/4 2/4 1/2 1/2 2/4 1/2
ⓑ 3/0 2/0 3/1 2/0 2/0 3/1
ⓒ 1/1 2/2 1/0 1/1 2/2 1/0

ⓓ   



     



  



     



     

 

  



Table 1. Comparison of ID-based signature schemes
ⓐ  evaluation

Multiplicative inⓑ 
Exponentiation inⓒ 
Communication overheadⓓ

7. Conclusion

In this paper, we propose the ID-based KCDSA signcryption
schemes providing the semantic security under the Decisional
Bilinear Diffie-Hellman assumption. This is a stronger
assumption than the hardness of the computational Bilinear
Diffie-Hellman assumption. The proposed signcryption
schemes satisfy either the semantic security and the forward
secrecy or the semantic security and the public verifiability.
In terms of the communication overhead and the
computational requirement, the efficiency of the proposed
schemes is equivalent to that of the Libert & quisquater's
schemes. The proposed ID-based signcryption schemes are
based on the standardized digital signature scheme, i.e.
KCDSA scheme. Due to such a characteristic, these ID-based
signcryption schemes can be widely applied to the
application using the KCDSA algorithm.
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