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Abstract

In this paper, we propose a pairing-based signcryption
scheme for authenticated broadcasting, which requires less
computation than a previously proposed scheme suggest-
ing identity-based cryptosystem for ad hoc networks. Due
to the dynamic nature of ad hoc networks, we allow nodes
to generate their own broadcast keys for different groups
in the network and change those when associated groups
are changed. However, we ensure through our signcryp-
tion scheme that broadcast keys would be implicitly con-
trolled by the Trusted Authority (TA), and can be used for
as long the private keys are issued. Our keys are based
on identities and do not use certificates. We also propose
a non-probabilistic method for computing unique broad-
cast keys for different groups. We use identity-based pair-
wise symmetric keys as the building block for our broadcast
scheme. Such keys are computed non-interactively by the
nodes, which reduces communication overhead and simpli-
fies key management in pairwise communication.

1. Introduction

Wireless ad hoc networks are self-configurable and au-
tonomous networks with dynamic topologies. In such net-
works, participating nodes share the responsibilities of
routing, access points, base stations, and other such admin-
istrative elements. There are several problems, such as rout-
ing, scalability, quality of service and security that need
to be solved before implementing these networks in prac-
tice. Part of these problems are due to the fact that
not all the techniques for conventional wired or wire-
less networks are appropriate for these environments.
Security, in particular poses a challenge as ad hoc net-
works often contain resource constrained nodes. There are
several schemes which may provide strong security so-
lutions but cause computational and memory overhead,

for example, the schemes with public key cryptosys-
tem [11,14]. Some authentication schemes require less
computations [12, 13] but either provide limited secu-
rity features or are difficult to implement in practice. Most
secure routing protocols focus on authentication. In or-
der to ensure reliable network communication and to iden-
tify malicious nodes, authentication and non-repudiation
are among the essential requirements. However, confi-
dentiality and data integrity are also crucial requirements
[6], but in most of the secure protocols for ad hoc net-
works these requirements have been ignored, partially
considered, or require further setup to achieve all these re-
quired features. Our focus is to cover all such mandatory
features with minimum computational, memory and band-
width overhead.

Next sections are organized as follows: in sec-
tion 2 we discuss related work done in this area and brief
overview of our contribution. In section 3 we describe pre-
liminary information required to explain our scheme. In
section 4 we explain our approach for authenticated broad-
casting and describe pairwise keys, broadcast keys, and
signcryption scheme. We discuss performance and secu-
rity analysis in section 5 and the conclusion is given in sec-
tion 6.

2. Related Work

Two efficient solutions based on symmetric cryptosys-
tem are proposed in [12] and [13]. In SEAD[12], the
security scheme suggested is based on hash chain. Au-
thentication is achieved by, given ��, �� can be veri-
fied by �� � �������� for � � �. Use of hash chains
makes this protocol much faster than public key cryp-
tosystem based protocols. Since, each hash element would
be used only once, in case of increased network traf-
fic significantly large number of hash elements are re-
quired. In Ariadne[13], same technique of hash chain is
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used but it also provides authenticated broadcasting us-
ing TESLA broadcast protocol. There is no message in-
tegrity in SEAD where as Ariadne implements Message
Authentication Code (MAC) for integrity and uses de-
layed key disclosure for its verification. Ariadne requires
clock synchronization between nodes and end-to-end de-
lay should be known to avoid any forging attack on mes-
sages. Such requirements are considered unrealistic for ad
hoc network [23], and such solutions are difficult to imple-
ment in practice.

In ARAN[14], security is based on public key certifi-
cates and it is assumed that keys are a priori generated and
exchanged between a certificate server and nodes. Any en-
tering node will request a certificate from the server
and then would be allowed to participate in the net-
work. Use of certificate based public key cryptography
like [14], causes additional overhead for resource con-
strained nodes due to its computational and memory re-
quirements.

In [15], an accelerated scheme for the key establish-
ment protocol is proposed which uses the technique of
Server-Aided Secret Computation (SASC). The SASC
technique (also used in [16, 17, 18]) exchanges informa-
tion with the base station to get expensive computation
done by the server. In such protocols a prior arrange-
ment of base station is required which restricts the inde-
pendence of nodes in return for assistance by the base sta-
tion.

In [11], the distributed CA scheme proposed by Zhou
and Haas [22] has been improved by suggesting the use
of Identity Based Encryption (IBE) and a relevant signa-
ture scheme. The use of IBE in that scheme simplifies the
key management. Authors propose the establishment of dis-
tributed Private Key Generation (PKG) service within the
network instead of CA. The entering nodes get their pri-
vate keys from the distributed PKG based on t-out-of-n
scheme. However, technical details on computing pri-
vate keys (generated by t-out-of-n authorities) for the cor-
responding master public key are not given. It is also
mentioned that network initialization stage is vulnera-
ble to Byzantine failures. The use of the suggested IBE and
signature scheme is computationally expensive as com-
pared to signcryption scheme proposed in this paper.

2.1. Our Contribution

We use the identity-based pairwise symmetric keys pro-
posed in [1] for authenticated pairwise communication
in ad hoc network. We propose pairing-based signcryp-

tion scheme for authenticated broadcasting. We allow
nodes to generate their own broadcast keys dynami-
cally but ensure implicit control of the TA on such keys
and bound those with the private keys issued by the TA.
We also present a mechanism to generate unique broad-
cast keys through a non-probabilistic method under an af-
fordable condition of collusion.

To explain our scheme we briefly describe here the rel-
evant terminologies such as identity based encryption,
pairing of points, and the related problems on which the se-
curity of our system is based.

3. Preliminary Information

3.1. Identity Based Encryption (IBE)

The idea of Identity Based Cryptosystem was first pro-
posed by Shamir[8] to simplify the conventional Public
Key Cryptosystem (PKCS), and make the key manage-
ment easier. Since then, different schemes were suggested
[9, 10], but the first practical IBE was proposed in [2].
In this scheme the identity of the user is used as the pub-
lic key which makes the key management easier and
does not require certificates for implementing key re-
vocation. This minimizes overhead of the conventional
PKCS and becomes attractive scheme for mobile and re-
source constrained devices.

Next, we describe the MapToPoint algorithm [2] that we
will use to compute identity based keys.

The Mapping Function: MapToPoint

As described in [2], the MapToPoint function encodes
the identity of the user to a point on an elliptic curve as fol-
lowing.

Let � be an elliptic curve �� � �� � � over �� , where
� � � ��� � , and � � �� � � for some prime � 	 �.
Also �� should not divide ���. Let � � be an additive sub-
group of points on ���� � of order �. We define the hash
function 
� � ��� ��� � �� , which gives the hash of in-
put ID of any length and the resulting value is an element in
the field �� . Let �� � 
�����, where �� is the iden-
tity of any user� . The MapToPoint algorithm works as fol-
lows on the input �� � �� :

(1) Compute �� � ���� � ����� � ���� � ���������� � �� .

(2) Let � � ���� ��� � ���� �, and set ��� � � �� � � � .
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(3) Output MapToPoint���� � ��� � .

The resulting point ��� � is the identity based pub-
lic key of some user � .

Pairing of points

Pairing of any two points � , � � � � is a bilin-
ear map � � � � � � � � � � , where � � is an additive group
and � � is the multiplicative group of points on the el-
liptic curve. There are two methods for computing the
pairing: Weil pairing and the Tate pairing. Technical de-
tails on pairing are out of the scope of this paper. For
details on these pairings the interested reader is re-
ferred to [7,20,21] and elsewhere.

An important property of pairing of points is the bilinearity
property, which implies that for any point � on an elliptic
curve the bilinear map � has following feature:

����� � � � ���� � �� � ��� � �� � �

� ���� � ������ � � � ���� �� �

similarly

����� �� � � ���� � ��� � ������ � � � ���� ��� �

where � and � are any scalar multipliers of point � .

3.2. Bilinear Diffie-Hellman Problem (BDHP)

Let � � , � � be two groups of prime order 	 and
�� � � � � � � � � � be an admissible bilinear map and let
� be the generator of � � , then BDHP is defined as given

 �� ��� ��� �� � for some �, �, � � ��

� , it is hard to com-
pute  � �� �� � � ���� � � � .

3.3. Elliptic Curve Discrete Log Problem(ECDLP)

The Elliptic Curve Discrete Log Problem is de-
fined as, given a point � of order � on an elliptic curve over
field �� and point �� for some � � �� , it is hard to com-
pute �.

Next, we explain our scheme describing computa-
tion of symmetric keys and the signcryption scheme.

4. Our Approach

We use similar parameters as in [2] for pairing-based
cryptography. Let � be an elliptic curve �� � �� � � over
�� , where � � � ��� � , and � � �	 � � for some prime

	 � �. Also, 	� should not divide � � �. Let � � be an ad-
ditive subgroup of points on ���� � and � � be the multi-
plicative subgroup on ����� � of order 	. Let � be a point
an arbitrary generator of � � . We assume a semantically se-
cure symmetric cryptosystem, such as AES, is to be used
for pairwise communication once the secret keys are com-
puted. We now describe pairwise and broadcast communi-
cation protocols as following.

4.1. Authenticated Pairwise Communication

For authenticated pairwise communication in ad hoc net-
works, we use identity based pairwise keys proposed by
Sakai et al. in [1]. We assume that every node receives its
private key based on its identity from the Trusted Author-
ity (TA). For some node A, its private key �	 will be com-
puted, similarly as in [2] as following:

�	 � ���� 	

where � is the master key of the TA, and ��� 	 is computed
as: ��� 	 �����������������	�� as described in sec-
tion 3.1. All the nodes should be issued private keys simi-
larly using the same master key. Node A can then compute
its shared key with node B as proposed in [1] as:

�	
 � � ����� 	� ��� 
�

Similarly, � can compute:

�	
 � ����� 	� ���� 
�

and based on the bilinearity property both results can be
commonly represented as:

�	
 � ����� 	� ��� 
�
�

For computing the symmetric key that will be used with
the suggested symmetric cryptosystem, we define the hash
function �� � � � � �	� ��� which gives the hash out-
put of � bits for some input element of group � � , where
� is the size of key as per security requirement. The result-
ing key is:

�	
 � ����	
�

An important observation is that this key agreement is
non-interactive and does not require the involvement of
TA after the private keys are issued and identities are pro-
vided as public parameter.

Above mentioned pairwise communication is effi-
cient since it provides both authentication and privacy
using symmetric cryptosystem. However, in case of broad-
cast messages it consumes additional bandwidth by
requiring to send the same message to multiple nodes in-
dividually. Thus, in order to minimize such overhead
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we provide an authenticated broadcast communica-
tion scheme in the following.

4.2. Authenticated Broadcast Communication

The broadcast protocol consists of Initialization, Sign-
crypt and Unsigncrypt algorithms. Next, we describe the
computation and distribution of the broadcast keys in the
initialization step.

4.2.1. Initialization Let ��� � be the public key assigned
to node 1 by the TA, and ��� be the broadcast secret of
node 1 for a group of � nodes. Node 1 will compute the
broadcast parameter �� ������ as:

�� ������ � ��� ���� �

For computing the broadcast secret ��� , we de-
scribe two different methods:

(i) ��� can be any random value generated by node 1
and used as its broadcast secret.

(ii) In case of large network and smaller fields being
used, the probability of having any two nodes at any time
end up with same random value is negligible but not defi-
nite zero. If some definite method is required to ensure that
every node has its unique key, the following method en-
sures that ��� is the unique key that only node 1 can
compute, unless otherwise all other � � � nodes col-
lude. We compute ��� as:

��� � � ����� � � ��� � ���� � � � � ����� ��

� � ����� � � ��� �� � � ����� � � ��� �� � � �

� ����� � � ��� ��

� ��� ���� � � ����

and ��� � 	����� �.

The secret ��� should be long enough for the dis-
crete log problem to be hard. Node 1 will deliver the broad-
cast parameter �� ������ to other users in the group by en-
crypting in each group-member’s pairwise shared key with
node 1.

Next we describe our proposed signcryption scheme for
authenticated broadcasting in ad hoc networks.

4.2.2. Signcryption scheme The signcryption scheme
consists of two algorithms: Signcrypt and Unsigncrypt, de-
scribed as follows.

Signcrypt

In order to signcrypt the message 
 , node 1 will com-
pute � � 	��
�, where 	� � ��� ��� � ��� ���. A
random value � is generated where � � �

	 . A parame-
ter �� is precomputed as following and stored for encryp-
tion of broadcast messages:

�� � � ���� � � � �

Message 
 is encrypted with key

�� ������ � 	�� �
���
�
� �

as:
� � ��� ������

�
� �
 ��� ������

Two parameters � and � are computed as:

� � �� � and � � ����� �� � ���

The broadcast message � consists of three ele-
ments as following:

� � �� � � � � �

� ���� ������
�
� � �� � ����� �� � ����

Unsigncrypt

For decryption of the message, the authorized re-
ceivers (i.e. members of the group provided with broad-
cast parameter ������ �) will compute the key �� ������

as hash of ��, where �� is computed as:

�� � � ������� � � � �

� � ������� � � �
��
�� �� � ��� �

� � ���� � � �� � ��� �

and thus �� ������ � 	�����

Message 
 is decrypted from the cipher text � as:


 � ��� ������
��� � � ��� ������

After decrypting message 
 , its hash can be computed
as: � � 	��
�, and authentication is verified by com-
puting ��� � � 
����������	�������, and �� as fol-
lows:
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�� � � ���� � � � � �� �

� � ���� � � �� � �� �

� � ���� � � �� � ��� �

Message is verified to be from node 1 if �� is equal to ��.

Through our signcryption scheme, the broadcast keys
are implicitly controlled by the TA. It should be noted that
for computing parameter �� in unsigncrypt algorithm, re-
ceivers of the broadcast message will compute pub-
lic key ��� � for node 1 using the identity for which the
sender was issued private key by the TA. If the broad-
cast key by node 1 is computed as ����

�

�� �
e.g. by chang-

ing validation date in ID, the verification by other nodes
would fail and such broadcast messages will not be authen-
ticated.

5. Performance and Security Analysis

In authenticated pairwise communication, we use sym-
metric key cryptosystem which is faster and requires less
computation as compared to the public key cryptosys-
tem. Our scheme starts with only private keys to be is-
sued to each node and does not require large number of
pairwise keys to be generated by the third party. In con-
ventional pairwise key schemes, as suggested in [13], a
third party is required to generate 	�	 � ��
� keys for
	 nodes and providing every node with �	 � �� keys re-
quires 	�	 � �� keys to be distributed through some
secure channel. However, our scheme needs only 	 pri-
vate keys to be generated and distributed to 	 nodes by
the TA. Every node can then compute pairwise shared se-
cret for any node at any time without exchanging any in-
formation, provided the identities of users (such as email
addresses, student or employee IDs etc.) are either pub-
lished by the TA or sent with the message by the sender.
Our scheme requires less storage even in case of large net-
works, since a node can delete keys which are not in fre-
quent use and can generate such keys any time later with-
out contacting TA or the corresponding nodes.

Our signcryption scheme is modified form of [4] with ad-
ditional features and different parameters being used. We
have one more point multiplication in signcrypt step in pa-
rameter � � ���

��
�� � ����� �, that can be allevi-

ated by taking multiplication of ���

��
���� � for once and

use it for all other broadcast messages, since it is inde-
pendent of message being signcrypted. Hence, we can
claim that our scheme is as efficient as [4] with addi-
tional features of encryption and nodes being given control

of generating broadcast keys as per requirement un-
der the implicit control of TA. Our signcryption scheme
requires less computation as compared to using encryp-
tion and signatures separately, e.g. as suggested in [11]
for ad hoc networks, which requires two more pair-
ings than the scheme described above.

The security of our system is based on discrete log
and bilinear Diffie-Hellman problems. In order to dis-
crete log problem be hard enough, the broadcast secret
��� is suggested to be at least 160 bits long, and el-
ements of � � at least 512 bits long. In our scheme if
a node is compromised or an authorized node is mali-
cious, all the pairwise keys associated to that node and its
broadcast key could be misused. It should be noted that
in such a case the broadcast parameters of other nodes
can not be misused due to signcryption scheme. Meth-
ods for detecting the malicious behavior of such nodes is
out of the scope of this paper. However, due to our au-
thentication and non-repudiation features, the source is al-
ways identified. The pairwise communication in our
scheme can also implement any efficient Message Authen-
tication Code (MAC) scheme to ensure data integrity.

6. Conclusion

We have presented an authenticated pairwise and broad-
cast communication scheme which uses pairing-based
cryptography. The pairwise scheme used requires only
	 private keys to be generated by the Trusted Author-
ity (TA). Users can generate their pairwise symmetric keys
non-interactively, provided the identities of users are ei-
ther published by the TA or sent with the message by the
sender.

In order to reduce bandwidth overhead caused by pair-
wise communication in case of broadcast messages,
we have proposed pairing-based signcryption scheme
for an authenticated broadcasting. The use of signcryp-
tion in broadcast messages requires less computation
as compared to using encryption and signatures sep-
arately as proposed in [11]. We have also proposed a
non-probabilistic method for computing unique broad-
cast secrets for different groups. Due to the dynamic
nature of ad hoc networks, we have allowed nodes to gen-
erate their own broadcast keys and update those when
associated groups are changed. However, our scheme en-
sures such keys are implicitly controlled by the TA through
our signcryption scheme. Since, our unsigncrypt pro-
cess is computationally more expensive than signcrypt pro-
cess, it is possible that it can be mis-used by malicious
nodes to generate unwanted, additional computational over-
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head for other nodes by sending unnecessary broadcast
messages. However, the non-repudiation and authentica-
tion in our scheme always identify the source of such at-
tempts and help to deal with such attacks.
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