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Abstract

In this paper, we analyse the Yang—Wong—Deng signcryption scheme [G. Yang, D.S. Wong, X. Deng, Analysis and improvement
of a signcryption scheme with key privacy, in: Information Security Conference—ISC’05, in: Lecture Notes in Comput. Sci.,
vol. 3650, Springer-Verlag, Berlin, 2005, pp. 218-232] proposed in ISC’05, which is the improvement and enhancement of the
security of Libert—Quisquater signcryption scheme [B. Libert, J.J. Quisquater, Efficient signcryption with key privacy from gap
Diffie-Hellman groups, in: Public Key Cryptography—PKC’04, in: Lecture Notes in Comput. Sci., vol. 2947, Springer-Verlag,
Berlin, 2004, pp. 187-200]. Although Yang et al. [G. Yang, D.S. Wong, X. Deng, Analysis and improvement of a signcryption
scheme with key privacy, in: Information Security Conference—ISC’05, in: Lecture Notes in Comput. Sci., vol. 3650, Springer-
Verlag, Berlin, 2005, pp. 218-232] proved that their scheme is secure against adaptive chosen ciphertext attacks and achieves
ciphertext anonymity (which is also called key privacy) in the random oracle model; we disprove all their claims and show that
their scheme is not semantically secure and does not achieve ciphertext anonymity.
© 2006 Elsevier B.V. All rights reserved.
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1. Introduction

Since the concept of a signcryption scheme was
introduced by Zheng [8] in 1997, many signcryption
schemes were proposed. But, it was only recent that
a formal security proof model [1] was formalized by
Baek et al. in 2002. They also gave a security proof
of Zheng’s scheme [8] in the random oracle model. In
2003, Boyen [2] proposed a secure identity-based sign-
cryption scheme with ciphertext anonymity, which was
provably secure in the random oracle model. Their secu-
rity proof model was slightly different from that of [1]
which included the ciphertext anonymity (which is also
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called key privacy). In 2004, Libert and Quisquater [3]
modified Boyen’s security proof model to non-identity
based signcryption scheme and proposed a signcryption
scheme. They proved that their signcryption scheme
was secure in the random oracle model with the fol-
lowing properties: semantic security against adaptive
chosen ciphertext attacks, ciphertext anonymity and key
invisibility. In 2005, Tan [5] showed that none of the
above properties were achieved under their defined at-
tacks games. Tan [6] showed further that the signcryp-
tion scheme [4] was also insecure against chosen ci-
phertext attacks. In Information Security Conference
2005, Yang et al. [7] also independently showed that
the signcryption scheme [3] were insecure and further
improved the signcryption scheme. They proved that
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their improved signcryption scheme was secure against
adaptive chosen ciphertext attacks and achieved cipher-
text anonymity in the random oracle model. In this
paper, we show that none of the above two proper-
ties were achieved under their defined attacks games.
That is, the improved signcryption scheme proposed by
Yang et al. [7] is also not secure against adaptive cho-
sen ciphertext attacks and does not achieve ciphertext
anonymity.

2. Yang-Wong-Deng signcryption scheme

A signeryption scheme normally involves three
stages, that is, key generation, signcryption genera-
tion and de-signcryption. Now, we describe the Yang—
Wong-Deng signcryption scheme [7] as follows:

Key generation. Let ¢ be a prime number and G| and
G, be groups of the same prime order g. Let P be
a generator of G| and e be a bilinear map such that
e:G1 x G1 — G,. Consider a user u, he first chooses
a random x, € Z; and computes X, = x P. Then, the
public key of a user u is X and the private key is xy.
We denote the sender and the receiver by s and r, respec-
tively, and their private and public key pairs are (xs, Xs)
and (x, X;), respectively. Let Hy, H> and H3 be crypto-
graphic hash functions such that H;: {0, 1}"*% — Gy,
Hy:G1xG; xGy— {0,1} and H3:G xG1 x G| —
{0, 1}"*!, where n and [ are some positive integers such
that elements in G| takes [-bits to represent.

Signcrypt. To signcrypt a message m € {0, 1} for the
intended user r, the sender s first chooses a random w €
Z, and computes

U=wP, V=xsH (m,U,X,),
W=V&H(UU,X,wX, and
Z=(m|Xs) ® H3(U, Xy, wXy).

Then, the ciphertext is C = (U, W, Z).

De-signerypt. Upon receipt of a ciphertext C = (U, W,
Z), the receiver r computes V =W @ Hy(U, X;, x;U)
and (m||Xs) = Z & H3(U, X, xU). If X5 ¢ G, then
reject C, otherwise compute H = Hj(m, U, X;) and
check e(Xs, H) = e(P, V). If the above condition
holds, then output m, otherwise reject the ciphertext.

It is noted that the signature V is encrypted by
Hy(U, X, wX,), while the message m is encrypted by
Hy(U, X:, wX,).

3. Security analysis

In this section, we describe the attacks games used in
the security proof to show the semantic security against
chosen ciphertext attacks and ciphertext anonymity,
which were listed in [7] and similar to those defined
in [3]. Although Yang et al. proved that their signcryp-
tion scheme was secure for the above two properties in
the random oracle model, we show that none of these
are achieved based on the attacks games listed in [7].
Now, we describe the two attacks games as follows:

Definition 1 (Semantic security against chosen cipher-
text attacks). ([7]) A signcryption scheme is semanti-
cally secure against chosen ciphertext attacks if no prob-
abilistic polynomial time adversary has a non-negligible
advantage in the following game:

1. The challenger runs the key generation algorithm
to generate a private/public key pair (sk, pk,«) and
gives pk.« to the adversary A.

2. A submits a number of queries to the signcryp-
tion and de-signcryption. In signcryption queries,
A chooses a message m € M (message space)
and an arbitrary recipient public key pk, and sends
them to the challenger. The challenger runs the
signcrypt oracle Signcrypt(m, sks, pk,) with a
sender’s private key sks (sks can be chosen to be
sk« provided pk, # pk.) and returns the result.
In de-signcryption queries, A submits a cipher-
text C to the challenger. The challenger runs the
de-signcrypt oracle De-signcrypt(C, sk;). If the
obtained signed-plaintext is valid for the recovered
sender’s public key, then returns the plaintext, oth-
erwise returns the symbol L.

3. A chooses two equal-length messages mo,m; €
M and an arbitrary private key sks and sends
them to the challenger. The challenger then flips
a coin b € {0, 1} to compute a signcryption C* =
Signcrypt(mp, sks, pk.) of mp with the sender’s
private key sks and the under attacked receiver’s
public key pk,«. Then, C* is sent to A as a challenge
ciphertext.

4. A continues to make queries to the signcryption and
de-signcryption. A is not allowed to query the de-
signcrypt oracle of the challenge ciphertext C*.

5. At the end of the game, A outputs bit b and wins
if b’ = b. The adversary A’s advantage is defined to
be AdvINP-CCA(A) ;= Pr[b' = b] — 1/2.

Definition 2 (Ciphertext anonymity). ([7]) A signcryp-
tion scheme satisfies the ciphertext anonymity property
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if no probabilistic polynomial time distinguisher has a
non-negligible advantage in the following game:

1. The challenger generates two keys (ske 0, pky« ()
and (sky< 1, pk+ 1), and gives pky o and pky« | to the
distinguisher D.

2. D adaptively makes a number of queries of sign-
cryption Signcrypt(m, sks, pk,) with a sender’s
private key sks (sks can be chosen to be skyx .
provided pk, # pky . for ¢ =0 or ¢ = 1) for ar-
bitrary recipient key pk, and de-signcryption De-
signcrypt(C, sky).

3. D outputs two senders’ private keys skg+ o and
sksx 1 and a message m € M. The challenger
then flips two coins b, b’ € {0, 1} and computes a
challenge ciphertext C* = Signcrypt(m, ske p,
Pk ) which is sent to D.

4. D continues to make queries to the signcryption and
de-signcryption with the restriction that it is not al-
lowed to ask the de-signcryption of the challenge
ciphertext C*.

5. At the end of the game, D outputs bits d,d’
and wins if (d,d’) = (b,b’). The distinguisher
D’s advantage is defined to be Adv"PC2(D) :=
Pri(d,d") = (b,b)] — 1/4.

Based on the above attacks games for proving the se-
curity, we show two attacks on Yang—Wong—Deng sign-
cryption scheme as follows:

3.1. Attack against adaptive chosen ciphertext attacks

Assume that given the receiver’s public key X, the
adversary A first chooses a sender’s private key xs and
two equal length messages mq and m| and sends these
to the challenger. The challenger then chooses a random
b € {0, 1} and computes the challenge ciphertext of the
message mp, as C* = (U*, W*, Z*). Upon receipt of the
challenge ciphertext C* = (U*, W*, Z*), the adversary
first makes a “wild guess” of b to be 0 and constructs a
new ciphertext by choosing a random message m whose
length is equal to that of mo and a random Xs € Z7.
Then, the adversary computes the following:

Xs=¥sP, V* = x¢H)(mo, U*, Xy),
V =isH (m, U*, X,),
W =(Ve Ve W

= ((mo ® m)||(Xs ® X)) ® Z*.

Finally, the adversary A sends the ciphertext C =
(U*, W, Z) to the challenger for de-signcryption. Upon
receipt of the query, the challenger runs the de-signcrypt

oracle Awhich_computes rﬁHf(s =Z7Z® H;(U*, X, x;,U*)
(then Xs = X) and the following:

V=W H,(U*, X;, x;,U*),
H=H (m,U" X).

If e(f(s, H) =e(P, \7), then the challenger returns the
message m, otherwise rejects the message. If the re-
sponse message m from the challenger is equal to 1,
then the adversary will know that my is the plaintext for
the challenge ciphertext (as the adversary A used mg
to compute the new ciphertext C). If the response is re-
jected or 1 is not equal to 72, then m is the plaintext for
the challenge ciphertext. Therefore, we conclude that
the Yang—Wong—Deng signcryption scheme is not se-
cure against adaptive chosen ciphertext attacks.

3.2. Attack against ciphertext anonymity

Given the receiver’s public key X;o and X, i, the
distinguisher D generates the senders’ private key xs o
and xs1 and a message m*; and sends these to the
challenger. The challenger first chooses two randoms
b, b’ € {0, 1} for the target sender’s private key xs , and
the target receiver’s public key X, respectively, and
produces the challenge ciphertext C* = (U*, W*, Z*).
Upon receipt of the challenge ciphertext C* = (U*, W*,
Z*), the d1st1ngu1sher D first constructs four new ci-
phertexts C;. i =U* W, Z;) fori, j =0, 1 by choos-
ing a random message m whose length is equal to that
of m* and a random Xxg € Z;]k as follows:

Xs=XP, V' =xsiHi(m*, U X, ),
Vj=ZXsHi(m, U*, Xy ),

Wij=(;o Vi) e wr,

Zi=((m* @ m)|(Xs & Xs.1)) ® Z".

Then, the distinguisher D sends the ciphertexts C; ; =
U*, Wi, s Z;) to the challenger one by one for de-
signcryption. Upon receipt of the query, the chal-
lenger runs the de-signerypt oracle which computes
m,/||XlJ =7 ® H3(U*, Xy, x, jU*) for i, j =0, 1.
If Xl’ j ¢ G1, then returns L, otherwise computes the
following:

Vij=Wi; & Hy(U*, Xrj, xr,;U"),

H; j=H\(m;;, U*, X ).

Fori, j =0, 1,if e(X; ;, H; j) = e(P, V; ), then it re-
turns the message 71; ;, otherwise rejects the message.

Then, one of the returned message 71; ; must be equal
to m, say my 4 for some d,d’ € {0, 1}. Therefore, the
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distinguisher D outputs the correct guess (d, d’) which
is equal to (b, b’). Hence, we conclude that the Yang—
Wong—Deng signcryption scheme does not provide ci-
phertext anonymity.

4. Conclusion

In this paper, we showed that the Yang—Wong—Deng
signcryption scheme does not fulfill the claims as stated
in the paper [7], that is, semantic security against chosen
ciphertext attacks and ciphertext anonymity. We demon-
strate the attack methods for the two properties and con-
clude that the Yang—Wong—Deng signcryption scheme
is insecure under their attacks games.
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